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NEW QUESTION # 387 
Which of the following protocols is used to exchange encrypted EDI messages via email?

A. S/MIME
B. MIME
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C. HTTP
D. HTTPS

Answer: A

NEW QUESTION # 388 
Which of the following is an open source implementation of the syslog protocol for Unix?

A. syslog Unix
B. syslog-os
C. syslog-ng
D. Unix-syslog

Answer: C

NEW QUESTION # 389 
You are an IT security consultant working on a contract for a large manufacturing company to audit their entire network. After
performing all the tests and building your report, you present a number of recommendations to the company and what they should
implement to become more secure. One recommendation is to install a network-based device that notifies IT employees whenever
malicious or questionable traffic is found. From your talks with the company, you know that they do not want a device that actually
drops traffic completely, they only want notification. What type of device are you suggesting?

A. You are suggesting a NIPS device
B. A NIDS device would work best for the company
C. A HIPS device would best suite this company
D. The best solution to cover the needs of this company would be a HIDS device.

Answer: B

Explanation:
The device suggested is a Network Intrusion Detection System (NIDS). A NIDS monitors network traffic for suspicious activity and
alerts the system or network administrator. Unlike a Network Intrusion Prevention System (NIPS), which actively blocks traffic
deemed malicious, a NIDS does not interfere with the flow of traffic, thus fulfilling the company's requirement for a device that only
notifies rather than drops traffic.
References: The information aligns with the Certified Network Defender (CND) course's focus on network security, which includes
understanding and implementing devices that protect, detect, respond, and predict network security incidents. The CND course
emphasizes the importance of network traffic monitoring and analysis, which is a key function of a NIDS12.

NEW QUESTION # 390 
Eric is receiving complaints from employees that their systems are very slow and experiencing odd issues including restarting
automatically and frequent system hangs. Upon investigating, he is convinced the systems are infected with a virus that forces systems
to shut down automatically after period of time. What type of security incident are the employees a victim of?

A. Malicious Code
B. Denial of service
C. Scans and probes
D. Distributed denial of service

Answer: A

NEW QUESTION # 391 
The GMT enterprise is working on their internet and web usage policies. GMT would like to control internet bandwidth consumption
by employees. Which group of policies would this belong to?

A. Network Services Specific Security Policy
B. Issue Specific Security Policy



C. Enterprise Information Security Policy
D. System Specific Security Policy

Answer: A

Explanation:
The control of internet bandwidth consumption by employees falls under the Network Services Specific Security Policy. This
category of policy is designed to manage and secure the services that are provided over the network, which includes internet access
and usage. It encompasses the rules and procedures that govern how network services, such as bandwidth, are allocated and used
within an organization. By implementing such policies, GMT enterprise aims to ensure that the network's bandwidth is utilized
effectively and in alignment with the company's operational requirements and objectives.
References: The answer is derived from the understanding of network security policies as outlined in the Certified Network Defender
(CND) course by EC-Council, which emphasizes the importance of specific policies for managing network services and resources.
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