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NEW QUESTION 29
While reviewing some audit logs, an anabyst has identified consistent modifications to the
aahdd config fibe for an organization's server. The analyst would lthe to investigate and compars
contents of the current file with archived versions of files that are saved weekly. Which of the
following toods will be MOST effective during the investigation?

= A sort*

* B. mare * | grep

» Cocat® |cot-d ', -F257

= Db, dliff

Answer: D

NEW QUESTION 30

A secretary receives an email from a friend with a picture of a kitten in it. The secretary forwards it
o the

=~ COMPANYWIDE mailing list and. shortly thereafter, users across the company receive the
following messagpe:

"You seem tense. Take a deep breath and relax!”

Thar incident response team is activated and opens the picture in a virtual machine to test it. After a
short analysis, the following code is fouwnd in C:

\Tempchill.exe:Powershell.exe -Command “do {{for /L %3 in (2,1,254) do shutdown /r /m Error!
Hyperlink reference not valid.&gt; /f it/ 0 {ic “You seem tense. Take a deep breath and
relax! ) Start-Sleep -5 000) b owhited 1) Which of the following BEST represents what the attacker
was trying to accomplish?

® A, Taunt the user and then ielgger a reboot every 15 minutes
= B. Taunt the user and then trigger a shutdown every 900 minutes.
= . Taunt the user and then trigger a reboot every 900 minutes,
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AE#10
The CIO of a global technology company is considering introducing a bring your own device (BYOD) program. What should the
CIO do FIRST?

A. Establish a business case.

B. Focus on securing data and access to data.

C. Ensure the infrastructure can meet BYOD requirements.
D. Define a clear and inclusive BYOD policy.

HE: A

MY

The CIO should first establish a business case for the BYOD program, because a business case is a document that outlines the
rationale, objectives, benefits, costs, risks, and feasibility of a proposed project or initiativel.

A business case can help the CIO to justify the need and value of the BYOD program to the senior management and stakeholders,
and to secure the necessary funding and resources for its implementation. A business case can also help the CIO to define the scope,
requirements, and success criteria of the BYOD program, and to align it with the enterprise's strategy, goals, and governance
framework2. According to ISACA's CGEIT Domain 2: IT Resources3, "the enterprise should have a clear business case for each
IT nvestment decision that includes expected benefits, costs, risks and alignment with strategic objectives." Furthermore, according
to ISACA's article on BYOD, "a business case is essential for any BYOD imnitiative as it helps to determine whether the benefits
outweigh the costs and risks." Therefore, establishing a business case is the best first step for the CIO who is considering introducing
a BYOD program

AE#11
Which of'the following types of risks includes liability torts, property damage, natural catastrophe and financial risk?

A. Hazard risk

B. Asset risk

C. Operational risk
D. Strategic risk

02
r

: A

A2 #12
Which of'the following is MOST important to have in place to ensure a business continuity plan (BCP) can be executed?

A. Replicated systens.
B. Budget allocation.
C. A risk register.

D. Defined roles.

He:. D

dY:

A business continuity plan (BCP) relies on clear roles and responsibilities to ensure effective execution during a disruption. The
CGEIT Review Manual 8th Edition emphasizes that defined roles are the most critical component for BCP success, as they ensure
accountability and coordination.

* Extract from CGEIT Review Manual 8th Edition (Domain 3: Risk Optimization): " The most important element for executing a
business continuity plan is the definition of roles and responsibilities. Clear roles ensure that all stakeholders know their duties during
a disruption, enabling rapid and coordinated response." (Approximate reference: Domain 3, Section on Business Continuity
Planning) Defined roles (option A) are essential to ensure that the BCP is actionable, with individuals assigned to specific tasks, such
as communication, recovery, or coordination.

* Why not the other options?

* B. Replicated systerrs: Systems are important but useless without people to manage them during a crisis.

* C. Arisk register: A risk register identifies risks but does not ensure BCP execution.

* D. Budget allocation: Funding supports BCP development but is not the most critical for execution.

References:



ISACA CGEIT Review Manual 8th Edition, Domain 3: Risk Optimization, Section on Business Continuity and Disaster Recovery.
ISACA CGEIT Study Guide, Chapter on BCP Execution.

EE#13
Which of'the following is the PRIMARY benefit to an enterprise when risk management is practiced effectively throughout the
organization?

A. Business opportunity losses are mnimized.

B. IT objectives and goals are aligned to business objectives and goals.
C. Innovative strategic initiatives are encouraged.

D. Decisions are made with an awareness of probability and impact.

He: D

Y.

Risk management is the process of identifying, analyzing, evaluating, and treating the uncertainties that may affect the achieverment of
objectives. Risk management helps to ensure that decisions are made with an awareness of probability and impact, which means that
the likelihood and consequences of potential events are considered and weighed against the benefits and costs of the actions. This
can help to optimize the risk-reward balance, enhance the quality and consistency of decision-making, and support the achievement
of desired outcomes. References:

* CGEIT Review Manual 2021, Chapter 2: IT Risk Management, Section 2.1: Risk Management Overview, page 551

* CGEIT Review Questions, Answers & Explanations Manual 2021, Question 1, page 152

* The Benefits of Risk Management - PMI3

HE #14
Which of'the following ISO standards defines the corporate governance of IT?

A.ISO 27001
B. ISO 9000

C. ISO 38500
D. ISO 20000
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