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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q408-Q413):

NEW QUESTION # 408
What is the best way to describe a mesh network topology?

A. A network in which every computer in the network has a connection to each and every computer in the network.

B. A network in which every computer in the network can communicate with a single central computer.

C. A network in which every computer meshes together to forma hybrid between a star and bus topology.

D. A network that is extremely cost eflicient, offering the best option for allowing computers to commumicate amongst each
other.

Answer: A

Explanation:

A mesh network topology is characterized by each node (computer or device) being interconnected with every other node in the
network. This allows for direct data transmission and multiple pathways for the data to route itself, enhancing reliability and
robustness. In a mesh topology, the absence of a central hub means that the network can dynamically reroute data if any node fails,
maintaining the network's overall connectivity.

NEW QUESTION # 409

John, who works as a team lead in Zen Technologies, found that his team members were accessing social networking sites, shopping
sites and watching movies during office hours. He approached the network admin to block such websites. What kind of network
security device can be used to implement John's decision?

A. Network Protocol Analyzer
B. Proxy server

C. Internet Content Filter

D. Firewall

Answer: C

Explanation:

An Internet Content Filter is the most appropriate network security device for John's situation. It is designed to block access to
specific categories of websites, such as social networking and video streaming sites, which are not related to work. This aligns with
the objectives of the EC-Council's Certified Network Defender (CND) program, which includes understanding and implementing
various network security controls and devices to protect the network from unauthorized access and misusel.

Reference:

EC-Council's Certified Network Defender (CND) official courseware and study guidel.

Information on web content filtering from Microsoft Learn, which explains how web content filtering works in a way that is consistent
with the CND's objectives for network protection2.

NEW QUESTION # 410
Which of the following is a windows in-built feature that provides filesystem+level encryption in the OS (starting from Windows
2000). except the Home version of Windows?

A. EFS

B. FileVault
C. Bit Locker
D. Disk Utility

Answer: A

Explanation:
The Encrypting File System (EFS) is a Windows built-in feature that provides filesystenrlevel encryption, ntroduced in version 3.0


https://www.vceengine.com/312-38-vce-test-engine.html

of NTFS. It enables files to be transparently encrypted to protect confidential data from attackers with physical access to the
computer. EFS is available in all versions of Windows from Windows 2000 onwards, except the Home versions. This feature allows
users to encrypt files on a per-file, per-directory, or per-drive basis, and some EFS settings can be mandated via Group Policy in
Windows domain environments.

NEW QUESTION # 411
Which of'the following is a passive attack?

A. Replay attack

B. Session hijacking

C. Unauthorized access
D. Traffic analysis

Answer: D

NEW QUESTION # 412
Which antenna's characteristic refer to the calculation of radiated in a particular direction. It is generally the ratio of radiation intensity
in a given direction to the average radiation intensity?

A. Radiation pattern
B. Typical gain

C. Directivity

D. Polarization

Answer: C

Explanation:

Directivity of an antenna refers to the measure of how concentrated the radiation emitted is in a single direction. It is defined as the
ratio of the radiation intensity in a given direction from the antenna to the radiation intensity averaged over all directions. In simpler
terms, it is the calculation of radiated power in a particular direction compared to the average radiated power in all directions. This
characteristic is crucial for antennas designed to transmit or receive signals in a specific direction, making it an essential parameter for
many comnumnication systems.

References: The concept of directivity and its importance in antenna design is covered in the EC-Council's Certified Network
Defender (CND) course materials, which include discussions on various antenna characteristics and their impact on network

security12.
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