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¢ Troubleshoot and Optimize the VMware Solution: This section of the exam measures the ability of Systems

Engineers to troubleshoot and optimize VMware-based environments. While no explicit testable objectives
are listed, candidates are expected to apply their problem-solving skills to diagnose, resolve, and enhance
VMware solutions for improved reliability and performance.

ey 72

Plan and Design the VMware by Broadcom Solution: This section of the exam measures the ability of
VMware Solution Architects to plan and design solutions. While there are no specific testable objectives
included, the focus is on preparing professionals to design VMware-based solutions that align with
organizational goals and best practices.

Y 73

Deploy, Configure, and Operate VMware vSphere Foundation (VVF): This section of the exam measures
the expertise of Data Center Administrators and emphasizes hands-on skills in deploying and configuring
VMware vSphere Foundation environments. Candidates must understand the components ofa VVF
deployment, configure Supervisors within clusters, and manage identity, access control, licensing, and
certificate management. The objectives also extend to lifecycle management within the vSphere
Foundation. Furthermore, it explores operational tasks including monitoring and analyzing logs, configuring
alerting, managing dashboards, and integrating with VMware Cloud Foundation (VCF) Operations.
Candidates will also be tested on cost and pricing configuration, compliance monitoring, and security
hardening practices. Finally, automation skills are validated through deploying services with Supervisors,
running Kubernetes workloads, using VM services, and integrating VCF Operations Orchestrator to
support enterprise automation.

FEY 74

IT Architectures, Technologies, Standards: This section of the exam measures the understanding of IT
Infrastructure Architects and covers foundational concepts of architectures, emerging technologies, and
industry standards. Although no testable objectives are listed here, it establishes the baseline knowledge
needed to interpret and design VMware-related environments effectively.
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¢ VMware vSphere Foundation Fundamentals: This section of the exam measures the skills of Virtualization
Engineers and focuses on the essentials of virtualization technology. It introduces the principles of
virtualization, explores use cases, and highlights the value it brings to businesses. Candidates are expected
to demonstrate knowledge of VMware compute components such as vCenter and ESX, cluster

FEy 25 configuration, and lifecycle management of virtual machines. It also covers secure workload operations,

encryption, and managing resources with content libraries. In addition, storage fundamentals are examined

through configuring vSphere storage, deploying VMware vSAN clusters, defining storage policies, and

ensuring data availability. Networking findamentals are also introduced, requiring the ability to differentiate

between VMware vSphere networking components.
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R #10
In VMware Cloud Foundation (VCF) Operations for Logs, which node type is responsible for coordinating the overall functioning
of the cluster?

¢ A. Primary Node
¢ B. Worker Node
¢ C. Replica Node
¢ D. Data Node

EfE: A

RN -

InVCF Operations for Logs(formerly vRealize Log Insight):

* ThePrimary Nodeis responsible forcoordinating the overall functioning of the cluster, including configuration management and
directing traffic.

* Worker/Data Nodeshandle log ingestion and query execution.

* Replica Nodeprovides HA for the Primary Node but does not act as the main coordinator.

References:

VMware Cloud Foundation 9.0 -VCF Operations for Logs Node Roles

VMware Docs: Log Insight Cluster Architecture

HE#11

During a recent audit, it was determined that a group of users may have been compromised. These users should not have access to
any VMware vCenter resources while an investigation is underway. All the affected users have been placed into a

SUSPECT _USERS group.

Which step is required to ensure that the suspect users will never have access to resources in vCenter?

A. Assign the SUSPECT USERS group the No access role to the vCenter Object and check propagate.

B. Assignthe SUSPECT USERS group the Admmistrator role to the vCenter Object and uncheck propagate.
C. Assign the SUSPECT USERS group the Read-only role to the vCenter Object and check propagate.

D. Disconnect the vCenter from Active Directory.
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To ensurecompromised users cannot access vCenter resources:

* Assign theNo Accessrole at the vCenter level.

* Enable propagationso this restriction applies to all child objects.

* This guaranteeszero permissionsfor SUSPECT USERS.

Other options:

* B. Admmistrator with uncheck propagate# Still gives dangerous access at root level.
* C. Disconnect Active Directory# Disrupts all AD users, not just suspect ones.
* D. Read-only role# Still grants access, not acceptable during investigation.
References:

VMware vSphere 9.0 -Roles and Permissions Best Practices

VMware KB 1025569 - Assigning the No Access Role in vCenter

H #12
An admmnistrator is tasked with creating a custom VMware Cloud Foundation (VCF) Operations Web Certificate.
What are three requirements to which the certificate must conformto be used with VCF Operations? (Choose three.)

A. Inthe certificate file, all certificates and the private key must be in PEM format.

B. The certificate file must include the server certificate, a private key, and all issuing certificates.
C. In the certificate file, all certificates and the private key must be in PFX format.

D. The VCF Operations certificate cannot use the Subject Alternative Name (SAN) extension.
E. In the certificate file, the server certificate must be first in the order of certificates.

F. In the certificate file, the server certificate must be last in the order of certificates.

iIFf#: A. B. E

BRI :

VCF Operations requires that custom SSL certificates meet these requirements:

* Certificates and private key must be nPEM format. (A)

* Theserver certificate must be listed firstin the file. (D)

* The file must include theserver certificate, private key, and full certificate chain(issuing/intermediate
/root CA). (E)

Why others are wrong;:

* B. Server certificate last# Incorrect, it must be first.

* C. Cannot use SAN extension# Incorrect, SAN is supported and recommended.

* F. PFX format# Not supported for VCF Operations.

References:

VMware Cloud Foundation 9.0.2 -SSL Certificate Requirements for VCF Operations VMware Docs: Replacing vRealize
Operations Certificates

R #13
Which rule in a virtual machine (VM) storage policy is configured to ensure data redundancy ina VMware vSAN environment?

A. Failures to Tolerate

B. Disk Stripes Per Object

C. Stripe Width

D. Flash Read Cache Reservation

IEf#E: A

AR :

TheVM Storage Policy rulethat controlsdata redundancy in vSANisFailures to Tolerate (FTT).

* Defines the number of hardware failures (host, disk, network) that vVSAN can tolerate while maintaining data availability.
* Configurations includeRAID-1 (mirroring), RAID-5/6 (erasure coding).

Other options:

* B. Disk Stripes Per Object# Defines performance striping, not redundancy.

* C. Stripe Width# Same as above, not redundancy.



* D. Flash Read Cache Reservation# Relates to caching performance, not redundancy.
References:

‘VMware vSphere 9.0 -Storage Policy Rules in vSAN

VMware Docs: VSAN Failures to Tolerate

HH #14

An administrator is tasked to install a new VMware ESX host to an existing cluster. When the installation is completed, the host is
not able to be reached from the vCenter.

When testing the host's management network, the default gateway, primary DNS, and secondary DNS are all unreachable, and the
host name cannot be resolved. The VLAN for the management network is set correctly and the adapters are all connected.

What is the first step in troubleshooting this connectivity issue?

A. Verify the DVS configuration in vCenter.

B. Disconnect and reconnect the physical network cable.
C. Reinstall ESX on the host.

D. Verify the correct TCP/IP information is configured.

Ef#E: D

A -

When a newly installedESX hostcannot be reached and all basic network tests (gateway, DN, hostname resolution) fail:

* Thefirst troubleshooting stepis to confirm that themanagement network TCP/IP configuration(IP address, subnet mask, default
gateway, DNS servers) is correct.

* [f this is misconfigured, the host will not communicate with vCenter or resolve names.

* B. Verify DVS configuration in vCenter# Requires host connectivity first.

* C. Reinstall ESX# Too drastic without confirming networking basics.

* D. Disconnect/reconnect cable# Less likely since VLANs/adapters are reported as connected.

References:

VMware vSphere 9.0 Documentation - Troubleshooting ESXi Network Connectivity VMware KB: ESXi Management Network
Troubleshooting
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