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R #151
Which IAM RQL query would correctly generate an output to view users who enabled console access with both access keys and


https://www.xhs1991.com/CloudSec-Pro.html
https://www.xhs1991.com/CloudSec-Pro.html
https://www.certjuken.com/CloudSec-Pro-exam.html
https://www.japancert.com/CloudSec-Pro.html

passwords?

¢ A config where apiname = 'aws-iam-get-credential-report’ AND json.rule= access_key 1 active is true or
access_key 2 active is true and password_enabled equals "true"

¢ B. config fiom cloud.resource where api.name = 'aws-iam-get-credential-report’ AND json.rule = access key 1_active is
false or access_key 2 active is true and password _enabled equals ™"

¢ C. config from network where api.name = 'aws-iam-get-credential-report’ AND json.rule = cert 1 active is true or
cert 2 active is true and password_enabled equals "true"

¢ D. config from cloud.resource where api.name = 'aws-iam-get-credential-report’ AND json.rule = access_key 1 active is
true or access_key 2 active is true and password enabled equals "true"

Ef#: D
RN

View users who enabled console access with both access keys and passwords: config from cloud.resource where api.name = 'aws-
iam-get-credential-report’ AND json.rule = access key 1 active is true or access_key 2 active is true and password _enabled is
true https://docs.paloaltonetworks.com/prisma/prisma- cloud/prisma-cloud-rql-reference/rgl-reference/config-query/config-query-

examples

HMA #152
Which three OWASP protections are part of Prisma Cloud Web-Application and API Security (WAAS) rule?
(Choose three.)

A. Local file inclusion
B. SQL injection

C. Suspicious binary
D. DoS Protection
E. Shellshock

IFf#: A. B. E

fEEL:

In the Prisma Cloud Web-Application and API Security (WAAS) rules, protections against OWASP- recognized vulnerabilities like
Local file inclusion, SQL injection, and Shellshock are included. Local file inclusion involves unauthorized access to files on the
server, potentially leading to sensitive information disclosure. SQL injection targets data-driven applications by inserting malicious
SQL statements into an entry field, while Shellshock exploits vulnerabilities in Bash, a widely used Unix shell, to execute arbitrary
commands. These protections are part of Prisma Cloud's comprehensive approach to securing web applications and APIs against
common and severe vulnerabilities.

httpss//www.paloaltonetworks.conm/content/dam/pan/en _US/images/prisma/owasp-top- 10-protection-2.png?

mwidth=3840 OWASP Top-10 Coverage - Protection against most critical security risks to web applications, including injection
flaws, broken authentication, broken access control, security misconfigurations, etc.

B #153
A customrer is reviewing Container audits, and an audit has identified a cryptominer attack. Which three options could have
generated this audit? (Choose three.)

A. Common cryptominer process name was found.

B. The mined currency is associated with a user token.

C. The value of the mined currency exceeds $100.

D. High CPU usage over time for the container is detected.
E. Common cryptominer port usage was found.

IEf#: A. D. E

A -

In the case of'identifying a cryptominer attack through container audits, the options that could have generated this audit include B.
High CPU usage over time for the container is detected, which is a common indicator of cryptomining activity as it consumes
significant computational resources, C. Common cryptominer process name was found, which directly indicates the presence of
cryptomning based on known malicious processes, and E. Common cryptominer port usage was found, suggesting cryptomining



activity based on network behavior typical of such attacks.

HA #154

The Unusual protocol activity (Internal) network anomaly is generating too many alerts. An administrator has been asked to tune it to
the option that will generate the least number of events without disabling it entirely.

Which strategy should the administrator use to achieve this goal?

A. Change the Training Threshold to Low
B. Disable the policy

C. Set Alert Disposition to Aggressive

D. Set the Alert Disposition to Conservative

Ef#: D

A -

To reduce the number of alerts generated by the "Unusual protocol activity (Internal)" network anomaly without entirely disabling the
policy, setting the Alert Disposition to Conservative (option B) is the most effective strategy. This configuration adjusts the sensitivity
of the anomaly detection, reducing the likelhood of false positives and minimizing alert fatigue without compromising the ability to
detect genuine security threats. By adopting a more conservative approach to anomaly detection, the administrator can ensure that
only the most significant and potentially harmful activities trigger alerts, thus maintaining a balance between security vigilance and
operational efficiency.

HM #155
Which two elements are included n the audit trail section of the asset detail view? (Choose two).

A. Findings
B. Alert and vulnerability events

C. Overview
D. Configuration changes

IEf#: B. D

e«

The audit trail section of an asset's detail view in Prisma Cloud typically includes a log of configuration changes and alert and
vulnerability events associated with the asset. These elements are crucial for tracking the history of modifications to an asset's
configuration and the security incidents that have affected it. This information is instrumental in understanding the security posture of
the asset over time and in conducting thorough investigations after a security event has been detected.
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