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HE #81
In a defense-in-depth strategy, what is the purpose of role-based access control?
Available Choices (select all choices that are correct)

A. Ensures that users can access systens from remote locations

B. Ensures that users correctly manage their username and password

C. Ensures that users can access only certain devices on the network

D. Ensures that users can access only the functions they need for their job
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Y.

Role-based access control (RBAC) is a method of restricting access to resources based on the roles of individual users within an
organization. RBAC assigns permissions and responsibilities to roles, rather than to individual users, and then assigns users to those
roles. This way, users can only perform the actions that are relevant and necessary for their role, and not access or modify any other
resources that are beyond their scope of authority. RBAC is one of the security countermeasures that can be implemented in a
defense-in-depth strategy, which is a layered approach to protect industrial automation and control systerrs (IACS) from cyber
threats. RBAC can help prevent unauthorized access, misuse, or sabotage of TACS resources, as well as reduce the risk of human
error or insider attacks.

References:

ISA/TEC 62443-3-322013, Security for industrial automation and control systers - Part 3-3: System security requirements and
security levels, Clause 5.3.2.11 ISA/IEC 62443-2-1:2010, Security for industrial automation and control systems - Part 2-1:
Establishing an industrial automation and control systens security program, Clause 6.2.2.32 ISA/IEC 62443-4-1:2018, Security for
industrial automation and control systens - Part 4-1: Product security development life-cycle requirements, Clause 5.2.3.23
ISA/TEC 62443-4-22019, Security for industrial automation and control systems - Part 4-2: Technical security requirements for
IACS compornents, Clause 4.2.3.24

EE #82
Which is a role of the application layer?
Available Choices (select all choices that are correct)

A. Provides the mechanism for opening, closing, and managing a session between end-user application processes

B. Delivers and formats information, possibly with encryption and security

C. Includes protocols specific to network applications such as emalil, file transfer, and reading data registers in a PLC

D. Includes user applications specific to network applications such as emmail, file transfer, and reading data registers in a PLC

HE. B,C

MH.

The application layer is the topmost layer of the OSI model, which provides the nterface between the user and the network. It
includes protocols specific to network applications such as email, file transfer, and reading data registers in a PLC. These protocols
deliver and format information, possibly with encryption and security, to ensure reliable and meaningful communication between
different applications. The application layer does not include user applications, which are separate from the network protocols. The
application layer also does not provide the mechanism for opening, closing, and managing a session between end-user application
processes, which is the fimction of the session layer. References:

* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Study Guide, page 181

* Using the ISA/IEC 62443 Standards to Secure Your Control System, page 82 The application layer in network protocols, such
as n the OSI model or the TCP/IP protocol suite, is primarily responsible for providing services directly to user applications. This
layer is involved in:

* Option A: Including protocols specific to network applications such as email, file transfer, and industrial protocols like reading data
registers in a Programmable Logic Controller (PLC). This is a core function of the application layer as it facilitates specific high-level
networking capabilities.

* Option D: Delivering and formatting information, which can include encryption and ensuring the security of data as it is transmitted
across the network. This includes protocols like HTTP for web browsing which can encrypt data via HTTPS, SMTP for secure
email transmission, and FTP for secure file transfer.

EE #83
What is the PRIMARY goal of the IACS Security Program (SP) requirements according to ISA/IEC 62443-2-
1?

A. To implement technologies only

B. To eliminate all cybersecurity risks completely
C. To mitigate risk

D. To focus solely on physical security measures

He: C

M.
The primary objective of the IACS Security Program, as defined in ISA/IEC 62443-2-1, is to establish a structured and sustainable
approach for the mitigation of cybersecurity risks throughout the IACS lifecycle.



"The purpose of the IACS security program is to manage and mitigate risk associated with cybersecurity threats. It defines policies,
procedures, and practices to reduce the likelihood and impact of security incidents."

- ISA/IEC 62443-2-12010, Clause 4.1 - Security Program Overview

The standard clearly distinguishes between risk mitigation and risk elimination - the latter being infeasible in industrial environments.
References:

ISA/IEC 62443-2-12010 - Clause 4.1

ISA/TEC 62443-2-1 - Security management and governance objectives

AE #84
Multiuser accounts and shared passwords inherently carry which of the following risks?
Available Choices (select all choices that are correct)

A. Unauthorized access
B. Privilege escalation
C. Buffer overflow

D. Race conditions

HE: AB

MH.

Multiuser accounts and shared passwords are accounts and passwords that are used by more than one person to access a system or
a resource. They inherently carry the risk of unauthorized access, which means that someone who is not authorized or intended to
use the account or password can gain access to the system or resource, and potentially compromise its confidentiality, integrity, or
availability. For example, if a multiuser account and password are shared among several operators of an industrial automation and
control system (IACS), an attacker who obtains the password can use the account to access the IACS and perform malicious
actions, such as changing the system settings, deleting data, or disrupting the process. Multiuser accounts and shared passwords also
make it difficult to track and audit the activities of individual users, and to enforce the principle of least privilege, which states that
users should only have the minimum level of access required to perform their tasks. Therefore, the ISA/IEC 62443 standards
recommend avoiding the use of multiuser accounts and shared passwords, and instead using individual accounts and strong
passwords for each user, and implementing authentication and authorization mechanisis to control the access to the IACS.
References:

* ISA/IEC 62443-3-3:2013 - Security for industrial automation and control systems - Part 3-3: System security requirements and
security levels1

* ISA/IEC 62443-2-1:2009 - Security for industrial autormation and control systens - Part 2-1:

Establishing an industrial automation and control systens security program?

* ISA/IEC 62443 Cybersecurity Fundamentals Specialist Training Course3

Shared passwords and multiuser accounts pose specific risks, notably unauthorized access and privilege escalation. In ISA/IEC
62443's framework, these practices are discouraged because they complicate the attribution of actions to individual users and
increase the likelihood that accounts can be used beyond their intended scope. Unauthorized access occurs when individuals exploit
the shared nature of an account to gain entry to systems or data that they should not access. Privilege escalation can happen when
users leverage shared accounts to perform actions at higher permission levels than those assigned to their personal accounts.
Conversely, buffer overflows and race conditions are types of vulnerabilities or programming errors, not directly associated with the
risks of multiuser accounts or shared passwords.

HEE #85
Which of the following BEST describes a control system?

A. Measures taken to protect against unauthorized access
B. Actions to prevent loss of revenue

C. Hardware and software components of an [ACS

D. Unauthorized modifications to data

He: C

Y.

A control system, particularly in the context of IACS, is defined as a collection of hardware and software components used to
monitor and control industrial processes. This includes PLCs, RTUs, SCADA software, HMIs, and communication networks.
"Control system: A set of hardware and software components that work together to monitor and control industrial or process
operations."



- ISA/IEC 62443-1-1:2007, Clause 3.3.5 - Terminology

‘While the other options describe security functions or consequences, only Option C accurately describes what a control systemis.
References:

ISA/IEC 62443-1-1:2007 - Clause 3.3.5

ISA/IEC 62443-2-1 - Asset definitions
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