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Our 300-720 practice engine with passing rate up to 98 percent can build a surely system to elude any kind of loss of you and help
you harvest success effortlessly. We are in dire to help you conquer any questions about 300-720 training materials emerging during
your review. If you want to be accepted as an indispensable member in your working condition, and obliterate opponents from a
great distance, start by using our 300-720 Exam Prep to pass the 300-720 exam now.

Cisco Securing Email with Cisco Email Security Appliance Sample Questions
(Q183-Q188):
NEW QUESTION # 183 
Which two are configured in the DMARC verification profile? (Choose two.)

A. message action into an incoming or outgoing content filter
B. minimum number of signatures to verify
C. message action to take when the policy is reject/quarantine
D. name of the verification profile
E. ESA listeners to use the verification profile

Answer: C,D

NEW QUESTION # 184 
What is a capability of content filters?

A. to scan incoming or outgoing messages
B. to perform antispam scanning
C. to review messages based on email subject
D. to apply rules before message filters

Answer: C

NEW QUESTION # 185 
When email authentication is configured on Cisco ESA, which two key types should be selected on the signing profile? (Choose
two.)

A. Private Keys
B. Domain Keys
C. DKIM
D. Symmetric Keys
E. Public Keys

Answer: A,E

Explanation:
With DomainKeys or DKIM email authentication, the sender signs the email using public key cryptography. Configuring
DomainKeys and DKIM Signing A signing key is the private key stored on the appliance.
https://www.cisco.com/c/en/us/td/docs/security/esa/esa11-
1/user_guide/b_ESA_Admin_Guide_11_1/b_ESA_Admin_Guide_chapter_010101.html?bookSearch=true

NEW QUESTION # 186 
Which action must be taken before a custom quarantine that is being used can be deleted?
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A. Delete only the unused quarantine.
B. Remove the quarantine from the message action of a filter.
C. Delete the quarantine that is not assigned to a filter.
D. Delete the quarantine that is assigned to a filter.

Answer: B

Explanation:
Reference:
https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/
b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011111.html

NEW QUESTION # 187 
A list of company executives is routinely being spoofed, which puts the company at risk of malicious email attacks An administrator
must ensure that executive messages are originating from legitimate sending addresses Which two steps must be taken to accomplish
this task? (Choose two.)

A. Create an incoming content filter with the Forged Email Detection condition
B. Enable the Forged Email Detection feature under Security Settings.
C. Create an incoming content filter with SPF detection.
D. Enable DMARC feature under Mail Policies.
E. Create a content dictionary including a list of the names that are being spoofed.

Answer: A,E

Explanation:
To ensure that executive messages are originating from legitimate sending addresses, the administrator must take two steps:
* Create an incoming content filter with the Forged Email Detection condition. This will allow the administrator to detect and block
messages that have a forged "From: header" that matches or is similar to any of the names in a content dictionary.
* Create a content dictionary including a list of the names that are being spoofed. This will allow t he administrator to specify the
names of the executives that are being targeted by spoofing attacks and use them in the Forged Email Detection condition. The other
options are not relevant or sufficient for this task. References : [Cisco Secure Email Gatewa y Administrator Guide - Forged Email
Detection] and
[Cisco Secure Email Gateway Administrator Guide - Creating Content Dictionaries]

NEW QUESTION # 188
......
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