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Questions (Q64-Q69):

NEW QUESTION # 64

Steve, a professional hacker, attempted to hack Alice's banking account. To accomplish his goal, Steve used an automated tool to
guess Alice's login credentials. The tool uses a trial-and-error method by attempting all possible combinations of usernames and
passwords to determine the valid credentials.

Identify the type of attack mitiated by Steve in the above scenario.

e A. Data manipulation attack
¢ B. Phishing attack
e (. Brute-force attack
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¢ D. Trojan horse attack
Answer: C

Explanation:

The scenario describes an automated, trial-and-error attempt that triesall possible combinations of usernames and passwordsuntil a
correct credential pair is found. This is the defining characteristic of abrute-force attack.

In digital forensics terminology, brute force is a direct password-guessing method that relies on exhaustive attempts (or systemmatically
generated candidates) rather than tricking the user or exploiting a software flaw.

Investigators commonly recognize brute-force activity through artifacts such as repeated authentication failures in security logs, high-
frequency login attempts froma single IP or distributed sources, account lockout events, and abnormal spikes in authentication
traffic. In banking and web environments, it may also appear as repeated POST requests to login endpoints with varying credential
pairs and consistent user-agent patterns, sometimes accompanied by throttling or CAPTCHA triggers.

The other options do not match the described "attempting all possible combinations" behavior.

Phishingobtains credentials by deception (fake emails/sites). ATrojan horsesteals data by running malicious code on the victim's
system. Data manipulationfocuses on altering data integrity rather than credential guessing. Therefore, the correct attack type isBrute-
force attack (A).

NEW QUESTION # 65

Bob, a forensic investigator, was instructed to review a Windows machine and identify any anonymous activities performed using it.
In this process, Bob used the command "netstat -ano" to view all the active connections in the system and determined that the
connections established by the Tor browser were closed.

Which of the following states of the connections established by Tor indicates that the Tor browser is closed?

A. TIME WAIT
B. CLOSE_WAIT
C. ESTABLISHED
D. LISTENING

Answer: A

Explanation:

In Windows network forensics,netstat -anois commonly used to correlate TCP connection stateswithprocess identifiers (PIDs)to
understand which application created or used a connection. When Tor Browser is actively communicating, outbound circuits
typically appear asESTABLISHEDconnections to Tor relays (entry/guard nodes) or local loopback endpoints used by Tor
components. After the browser is closed and the application tears down connections, Windows TCP/IP behavior often leaves
recently closed sockets nTIME WAIT.

TIME WAITis a normal TCP state that appears after a connection has been actively closed. It exists to ensure delayed packets
from the old session are not misinterpreted as belonging to a new session and to allow proper retransmission of the final ACK if
needed. From an investigative standpoint, seeing Tor-related endpoints transition from ESTABLISHED toTIME W AITstrongly
indicates the sessions were terminated and the application is no longer maintaining live network traffic.

By contrast, CLOSE WAITusually means the remote side has closed but the local application has not fully closed its socket
yet, LISTENINGindicates a service waiting for inbound connections, andESTABLISHEDmeans the session is still active.
Therefore, TIME WAIT (B)best indicates Tor Browser connections have been closed.

NEW QUESTION # 66

Sam is working as a loan agent for a financial institution. He frequently receives a number of emails from clients providing their
personal details for loan approval. As these emails contain sensitive data, Sam had set up a feature that directly downloads the
emails on his device without storing a copy on the mail server. Which of the following protocols provides the above-discussed email
features?

A. SHA-1
B. ICMP
C. SNMP
D. POP3

Answer: D

Explanation:



The scenario describes an email-retrieval configuration in which messages aredownloaded to a client device andnot retained on the
server. This behavior aligns withPOP3 (Post Office Protocol v3), a legacy but widely referenced mail access protocol that retrieves
email froma server mailbox to a local client. In standard POP3 operation, the client authenticates to the mail server, issues retrieval
commands (e.g,, to list and download messages), and may then issue a delete command so that downloaded messages are removed
from the server mailbox. Digital forensics references commonly contrast POP3 with IMAP:IMAP is designed for server-side
mailbox synchronization and typically leaves mail stored on the server, whereas POP3 is oriented towardclient-side storageand
supports workflows where server copies are not preserved after download. The other options are unrelated to email retrieval:SHA-
lis a cryptographic hash function used for integrity checks,ICMPsupports network diagnostics and control messaging, andSNMPis
used for network device management and monitoring. From an investigative standpoint, POP3 usage can reduce server-resident
evidence and shift evidentiary value tolocal artifacts(mail client databases, cache, OS traces, backups), which is consistent with the
intent described in the question.

NEW QUESTION # 67
Which of the following hives in the Windows Registry hierarchical database is volatile in nature and contains file-extension
association information and programmatic identifier (ProgID), Class ID (CLSID), and Interface ID (IID) data?

A. HKEY CURRENT USER
B. HKEY CURRENT CONFIG
C. HKEY LOCAL MACHINE
D. HKEY CLASSES ROOT

Answer: D

Explanation:

HKEY CLASSES ROOT (HKCR)is the Windows Registry location that storesfile-association and COM registration data,
including mappings forfile extensions(e.g,,.docx) toProglDs, and COM object identifiers such asCLSIDand interface-related
identifiers likelID. In forensic examinations, HKCR is frequently consulted to determine which application is registered to open a
specific file type, to identify COM objects that may enable persistence or abuse (e.g., through COM hijacking), and to correlate
suspicious registry-based execution mechanisims with installed software.

HKCR is often described asvolatile in naturebecause it is not a single standalone hive file stored independently in the same way as
SAM or SYSTEM,; mstead, it is amerged, runtime viewcreated by the OS primarily fromHKTM\Software\Classes(machine-wide
registrations) andHK CU\Software\Classes(per-user overrides). This means what you see under HKCR can vary depending on the
current user context and system state, and the effective associations/registrations may change when software is installed, updated, or
when per- user settings override machine defaults.

The other options represent different scopes: HKILM is system configuration, HKCU is user profile configuration, and HKCC
reflects the current hardware profile-not the primary COM/file association repository.

NEW QUESTION # 68
Which of'the following MAC forensic data components saves file information and related events using a token with a binary
structure?

A. User account

B. Command-line nputs
C. Kexts

D. Basic Security Module

Answer: D

Explanation:

On macOS, theBasic Security Module (BSM)provides the system'saudit framework, which records security- relevant activity such
asfile access, process execution, authentication events, privilege changes, and other system calls. A key forensic characteristic of
BSM auditing is that events are written asbinary audit records composed of "tokens."Each token represents a structured piece of the
event (for example: subject/user identity, process 1D, command arguments, path, return value, timestamps), and tokens are
assembled into complete audit records. Because these audit logs arebinary and tokenized, they are compact, consistent, and
designed for reliable parsing and evidentiary reconstruction-important when building timelines of file- related actions and attributing
them to specific users and processes.

The other options do not match the "binary token" description. Command- line inputsmay be stored in shell history files but are plain
text and not tokenized binary audit records.User accountartifacts (e.g,, directory services, plist files) describe identities and settings,
not tokenized event logs.Kexts(kernel extensions) are drivers/modules; while they can affect system behavior, they are not the



macOS component that stores file
/event records in a binary token format. Therefore, the correct answer isBasic Security Module (C).

NEW QUESTION # 69
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