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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q46-Q51):
NEW QUESTION # 46 
You are responsible for recommending an adapter type for NICs on a FortiGate VM that will run on an ESXi Hypervisor. Your
recommendation must consider performance as the main concern, cost is not a factor.
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Which adapter type for the NICs will you recommend?

A. Physical Function (PF) PCI Passthrough
B. Native ESXi Networking with E1000
C. Virtual Function (VF) PCI Passthrough
D. Native ESXi Networking with VMXNET3

Answer: A

Explanation:
The FortiGate VM is a virtual firewall appliance that can run on various hypervisors, such as ESXi, Hyper-V, KVM, etc. The
adapter type for NICs on a FortiGate VM determines the performance and compatibility of the network interface cards with the
hypervisor and the physical network. There are different adapter types available for NICs on a FortiGate VM, such as E1000,
VMXNET3, SR-IOV, etc. If performance is the main concern and cost is not a factor, one option is to use native ESXi networking
with VMXNET3 adapter type for NICs on a FortiGate VM that will run on an ESXi hypervisor. VMXNET3 is a paravirtualized
network interface card that is optimized for performance in virtual machines and supports features such as multiqueue support,
Receive Side Scaling (RSS), Large Receive Offload (LRO), IPv6 offloads, and MSI/MSI-X interrupt delivery. Native ESXi
networking means that the FortiGate VM uses the standard virtual switch (vSwitch) or distributed virtual switch (dvSwitch) provided
by the ESXi hypervisor to connect to the physical network.
This option can provide high performance and compatibility for NICs on a FortiGate VM without requiring additional hardware or
software components. References: https://docs.fortinet.com/document/fortigate/7.0.0
/vm-installation-for-vmware-esxi/19662/installing-fortigate-vm-on-vmware-esxihttps://docs.fortinet.com
/document/fortigate/7.0.0/vm-installation-for-vmware-esxi/19662/networking

NEW QUESTION # 47 
Refer to the exhibits, which show a network topology and VPN configuration.



A network administrator has been tasked with modifying the existing dial-up IPsec VPN infrastructure to detect the path quality to
the remote endpoints.
After applying the configuration shown in the configuration exhibit, the VPN clients can still connect and access the protected
172.16.205.0/24 network, but no SLA information shows up for the client tunnels when issuing the diagnose sys link-monitor tunnel
all command on the FortiGate CLI.
What is wrong with the configuration?

A. The admin needs to disable the mode-cfg setting.
B. IPsec Phase1 Interface has to be configured in IPsec main mode.
C. SLA link monitoring does not work with the net-device setting.
D. It is necessary to use the IKEv2 protocol in this situation.

Answer: C



NEW QUESTION # 48 
Which feature must you enable on the BGP neighbors to accomplish this goal?

A. Graceful-restart
B. Soft-reconfiguration
C. Deterministic-med
D. Synchronization

Answer: A

Explanation:
Graceful-restart is a feature that allows BGP neighbors to maintain their routing information during a BGP restart or failover event,
without disrupting traffic forwarding or causing route flaps. Graceful-restart works by allowing a BGP speaker (the restarting router)
to notify its neighbors (the helper routers) that it is about to restart or failover, and request them to preserve their routing information
and forwarding state for a certain period of time (the restart time). The helper routers then mark the routes learned from the
restarting router as stale, but keep them in their routing table and continue forwarding traffic based on them until they receive an end-
of-RIB marker from the restarting router or until the restart time expires. This way, graceful-restart can minimize traffic disruption
and routing instability during a BGP restart or failover event. References:
https://docs.fortinet.com/document/fortigate/7.0.0/cookbook/19662/bgp-graceful-restart

NEW QUESTION # 49 
Refer to the exhibit showing the history logs from a FortiMail device.

Which FortiMail email security feature can an administrator enable to treat these emails as spam?

A. Impersonation analysis in an antispam profile
B. DKIM validation in a session profile
C. Sender domain validation in a session profile
D. Soft fail SPF validation in an antispam profile

Answer: A

Explanation:
Impersonation analysis is a feature that detects emails that attempt to impersonate a trusted sender, such as a company executive or
a well-known brand, by using spoofed or look-alike email addresses. This feature can help prevent phishing and business email
compromise (BEC) attacks. Impersonation analysis can be enabled in an antispam profile and applied to a firewall policy.
References: https://docs.fortinet.com/document
/fortimail/6.4.0/administration-guide/103663/impersonation-analysis
https://docs.fortinet.com/document/fortimail/7.2.0/cookbook/221814/protecting-against-email-impersonation- in-fortimail

NEW QUESTION # 50 
An administrator has configured a FortiGate device to authenticate SSL VPN users using digital certificates. A FortiAuthenticator is
the certificate authority (CA) and the Online Certificate Status Protocol (OCSP) server.
Part of the FortiGate configuration is shown below:



Based on this configuration, which two statements are true? (Choose two.)

A. OCSP checks will always go to the configured FortiAuthenticator
B. If the OCSP server is unreachable, authentication will succeed if the certificate matches the CA.
C. OCSP certificate responses are never cached by the FortiGate.
D. The OCSP check of the certificate can be combined with a certificate revocation list.

Answer: B,D

Explanation:
B is correct because the OCSP check of the certificate can be combined with a certificate revocation list (CRL). This means that the
FortiGate will check the OCSP server to see if the certificate has been revoked, and it will also check the CRL to see if the
certificate has been revoked.
D is correct because if the OCSP server is unreachable, authentication will succeed if the certificate matches the CA. This is because
the FortiGate will fall back to using the CRL if the OCSP server is unreachable.
The other options are incorrect. Option A is incorrect because OCSP checks can go to other OCSP servers, not just the
FortiAuthenticator. Option C is incorrect because OCSP certificate responses can be cached by the FortiGate.
References:
Configuring SSL VPN authentication using digital certificates | FortiGate / FortiOS 7.2.0 - Fortinet Document Library Online
Certificate Status Protocol (OCSP) | FortiGate / FortiOS 7.2.0 - Fortinet Document Library Certificate Revocation Lists (CRLs) |
FortiGate / FortiOS 7.2.0 - Fortinet Document Library
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