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EE #355
The following IAM policy is attached to an IAM group. This is the only policy applied to the group.
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"BoolIfExists™: ["aws:MultiFactorAuthPresent”:

A. Group members are permitted any Amazon EC2 action within the us-east-1 Region. Statements after the Allow permission
are not applied.

B. Group members are allowed the ec2:Stoplnstances and ec2:Terminatelnstances permissions for the us-east-1 Region only
when logged in with multi-factor authentication (MFA). Group members are permitted any other Amazon EC2 action within
the us-east-1 Region.

C. Group members are allowed the ec2:Stoplnstances and ec2:Terminatelnstances permissions for all Regions when logged in
with multi-factor authentication (MFA). Group members are permitted any other Amazon EC2 action.

D. Group members are denied any Amazon EC2 permissions in the us-east-1 Region unless they are logged in with multi-
factor authentication (MFA).

HE:. B

MY

This answer is correct because it reflects the effect of the JAM policy on the group members. The policy has two statements: one
with an Allow effect and one with a Deny effect. The Allow statement grants permission to performany EC2 action on any resource
within the us-east-1 Region. The Deny statement overrides the Allow statement and denies permission to perform the
ec2:Stoplnstances and ec2:Terminatelnstances actions on any resource within the us-east-1 Region, unless the group member is
logged in with MFA. Therefore, the group members can performany EC2 action except stopping or terminating instances in the us-
east-1 Region, unless they use MFA.

EE #356

A company hosts an application in an Amazon EC2 Auto Scaling group. The company has observed that during periods of high
demand, new instances take too long to join the Auto Scaling group and serve the increased demand. The company determines that
the root cause of the issue is the long boot time of the instances in the Auto Scaling group. The conmpany needs to reduce the time
required to launch new instances to respond to demand.

Which solution will meet this requirement?

e A Create a scheduled scaling action. Set the desired capacity equal to the maximum capacity of the Auto Scaling group.
e B. Increase the health check grace period for the Auto Scaling group by 50%.



¢ C. Create a warm pool for the Auto Scaling group. Use the default specification for the warm pool size.
¢ D. Increase the maximum capacity of the Auto Scaling group by 50%.

¥e: C

EE #357

A company uses an organization in AWS Organizations to manage AWS accounts that contain applications.

The company sets up a dedicated monitoring member account in the organization. The company wants to query and visualize
observability data across the accounts by using Amazon CloudWatch.

‘Which solution will meet these requirements?

¢ A Create a new [AM user in the monitoring account. Create cross-account IAM policies in each AWS account. Attach the
IAM policies to the new [AM user.

¢ B. Set up service control policies (SCPs) to provide access to CloudWatch in the monitoring account under the Organizations
root organizational unit (OU).

¢ C. Configure a new IAM user in the monitoring account. In each AWS account, configure an [AM policy to have access to
query and visualize the CloudWatch data in the account. Attach the new IAM policy to the new IAM user.

¢ D. Enable CloudWatch cross-account observability for the monitoring account. Deploy an AWS CloudFormation template
provided by the monitoring account in each AWS account to share the data with the monitoring account.

HMg: D

Y.

This solution meets the requirements because it allows the monitoring account to query and visualize observability data across the
accounts by using CloudWatch. CloudWatch cross-account observability is a feature that enables a central monitoring account to
view and interact with observability data shared by other accounts. To enable cross-account observability, the monitoring account
needs to configure the types of data to be shared (metrics, logs, and traces) and the source accounts to be linked. The source
accounts can be specified by account IDs, organization IDs, or organization paths. To share the data with the monitoring account,
the source accounts need to deploy an AWS CloudFormation template provided by the monitoring account. This tenplate creates
an observability link resource that represents the link between the source account and the monitoring account. The template also
creates a sink resource that represents an attachment point in the monitoring account. The source accounts can share
theirobservability data with the sink in the monitoring account. The monitoring account can then use the CloudWatch console, API,
or CLI to search, analyze, and correlate the observability data across the accounts. References: CloudWatch cross-account
observability, Setting up CloudWatch cross-account observability, [Observability Access Manager API Reference]

EE #358

A company uses Amazon RDS with default backup settings for Its database tier The company needs to make a dally backup of the
database to meet regulatory requirements. The company must retain the backups (or 30 days.

Which solution will meet these requirements with the LEAST operational overhead?

A. Use AWS Systems Manager Maintenance Windows to modify the RDS backup retention period.

B. Write an AWS Lambda function to create an RDS snapshot every day.

C. Modify the RDS database lo have a retention period of 30 days for automated backups.

D. Create a manual snapshot every day by using the AWS CLI. Modify the RDS backup retention period.

HE. C

dY:

* Current Backup Settings: By default, Amazon RDS creates autormated backups with a retention period of 7 days.

* Regulatory Requirements: The requirement is to retain daily backups for 30 days.

* Adjusting Retention Period: You can modify the RDS instance settings to increase the automated backup retention period to 30
days.

* Operational Overhead: This solution is the simplest as it leverages existing automated backups and requires minimal intervention.
* Tmplementation: The change can be made via the AWS Management Console, AWS CLI, or AWS SDKs.

References

* Amazon RDS Backups: Amazon RDS Documentation



EE #359

A pharmaceutical company is developing a new drug. The volume of data that the company generates has grown exponentially over
the past few months. The company's researchers regularly require a subset of the entire dataset to be immediately available with
minimal lag. However the entire dataset does not need to be accessed on a daily basis. All the data currently resides in on-premises
storage arrays, and the company wants to reduce ongoing capital expenses.

‘Which storage solution should a solutions architect recommend to meet these requirements?

¢ A Configure an AWS Site-to-Site VPN connection from the on-premises environment to AWS. Migrate data to an Amazon
Elastic File System (Amazon EFS) file system.

¢ B. Run AWS DataSync as a scheduled cron job to migrate the data to an Amazon S3 bucket on an ongoing basis.

e C. Deploy an AWS Storage Gateway volume gateway with cached volumes with an Amazon S3 bucket as the target storage.
Migrate the data to the Storage Gateway appliance.

¢ D. Deploy an AWS Storage Gateway file gateway with an Amazon S3 bucket as the target storage Migrate the data to the
Storage Gateway appliance.

HE: C

HE:

AWS Storage Gateway is a hybrid cloud storage service that allows you to seamlessly integrate your on-premises applications with
AWS cloud storage. Volume Gateway is a type of Storage Gateway that presents cloud-backed iSCSI block storage volumes to
your on-premises applications. Volume Gateway operates in either cache mode or stored mode. In cache mode, your primary data
is stored in Amazon S3, while retaining your frequently accessed data locally in the cache for low latency access. In stored mode,
your primary data is stored locally and your entire dataset is available for low latency access on premises while also asynchronously
getting backed up to Amazon S3.

For the pharmaceutical company's use case, cache mode is the most suitable option, as it meets the following requirements:

It reduces the need to scale the on-premises storage infrastructure, as most of the data is stored in Amazon S3, which is scalable,
durable, and cost-effective.

It provides low latency access to the subset of the data that the researchers regularly require, as it is cached locally in the Storage
Gateway appliance.

It does not require the entire dataset to be accessed on a daily basis, as it is stored in Amazon S3 and can be retrieved on demand.
It offers flexible data protection and recovery options, as it allows taking point-in-time copies of the volumes using AWS Backup,
which are stored in AWS as Amazon EBS snapshots.

Therefore, the solutions architect should recommend deploying an AWS Storage Gateway volume gateway with cached volumes
with an Amazon S3 bucket as the target storage and migrating the data to the Storage Gateway appliance.

References:

Volume Gateway | Amazon Web Services

How Volume Gateway works (architecture) - AWS Storage Gateway

AWS Storage Volume Gateway - Cached volumes - Stack Overflow
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