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CompTIA Linux+ Certification Exam Sample Questions (Q434-Q439):

NEW QUESTION # 434

A Limux administrator is configuring a new internal web server fleet. The web servers are up and running but can only be reached by
users directly via [P address. The administrator is attempting to fix this inconvenience by requesting appropriate records from the
DNS team. The details are:

Hostname: devel.comptia.org

IP address: 5.5.5.1, 5.5.5.2,5.5.5.3,5.5.54
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Nare server: 5.5.5.254
Additional names: dev.comptia.org, development.comptia.org
Which of'the following types of DNS records should the Linux administrator request from the DNS team? (Select three).

A PIR

B. SOA
C. SRV

D. NS

E. RRSIG
F. A

G. MX

H. TXT

I. CNAME

Answer: D,FI

Explanation:

The Linux administrator should request the following types of DNS records from the DNS team:

A: This record type is used to map a hostname to an [Pv4 address. The administrator needs four A records for devel.comptia.org,
one for each IP address (5.5.5.1, 5.5.5.2, 5.5.5.3, 5.5.5.4). This will allow users to access the web servers by using the hostname
devel.comptia.org instead of the IP addresses].

CNAME: This record type is used to create an alias for another hostname. The administrator needs two CNAME records, one for
dev.comptia.org and one for development.comptia.org, both pointing to devel.comptia.org. This will allow users to access the web
servers by using any of these three hostnames interchangeably1.

NS: This record type is used to delegate a domain or a subdomain to another name server. The administrator needs one NS record
for comptia.org, pomnting to 5.5.5.254, which is the name server that hosts the records for the subdomain devel.comptia.org2. This
will allow users to resolve the hostnames under comptia.org by querying the name server 5.5.5.2542.

The other record types are not relevant for the administrator's task:

MX: This record type is used to specify the mail exchange server for a domain or a subdomainl. The administrator does not need
this record type because the web servers are not intended to handle email traffic.

PTR: This record type is used to map an IP address to a hostname, which is the reverse of an A record1. The administrator does
not need this record type because the web servers are not expected to be accessed by their IP addresses.

RRSIG: This record type is used to provide digital signatures for DNSSEC, which is a security extension for DNS that verifies the
authenticity and integrity of DN'S responses3. The administrator does not need this record type because it is not mentioned in the
task requirements.

SOA: This record type is used to provide information about the authoritative name server and other parameters for a domain or a
subdomainl. The administrator does not need this record type because 1t is usually created automatically by the name server
software when a new zone file is created4.

TXT: This record type is used to store arbitrary text data that can be used for various purposes, such as SPF, DKIM, DMARC,
etc1. The administrator does not need this record type because it is not related to the web server functionality.

SRV: This record type is used to specify the location and port number of a service that runs on a domain or a subdomainl. The
administrator does not need this record type because the web servers use the standard HTTP port 80, which does not require an
SRV record.

NEW QUESTION # 435
Users report that connections to a MariaDB service are being closed unexpectedly. A systens administrator troubleshoots the issue
and finds the following message in /var/log/messages:

Which of the following is causing the connection issue?

A. The amount of RAM allocated to the server is too high.
B. The process mysqld is using too many semmaphores.

C. Something is starving the server resources.

D. The server is running out of file descriptors.

Answer: D

Explanation:

The message in /var/log/messages indicates that the server is running out of file descriptors. A file descriptor is a non-negative integer
identifier for an open file in Linux. Each process has a table of open file descriptors where a new entry is appended upon opening a
new file. There is a limit on how many file descriptors a process can open at a time, which depends on the system configuration and



the user privileges. Ifa process tries to open more files than the limit, it will fail with an error message like "Too many open files".
This could cause connections to be closed unexpectedly or other problens with the application.

NEW QUESTION # 436
A non-privileged user is attempting to use commands that require elevated account permissions, but the commands are not
successful. Which of the following most likely needs to be updated?

A. /etc/shadow
B. /etc/bashrc

C. Jetc/passwd
D. /etc/sudoers

Answer: D

Explanation:

Explanation

The /etc/sudoers file is used to configure the sudo command, which allows non-privileged users to execute commands that require
elevated account permissions1. The file contains a list of users and groups that are allowed to use sudo, and the commands they can
run with it. The file also defines the security policy for sudo, such as whether a password is required, how long the sudo session lasts,
and what environment variables are preserved or reset.

The /etc/passwd file is used to store information about the user accounts on the system, such as their username, user ID, home
directory, and login shell. The /etc/shadow file is used to store the encrypted passwords for the user accounts, along with other
mformation such as password expiration and aging. These files are not directly related to the sudo command, and updating them will
not grant a user elevated account permissions.

The /etc/bashre file is used to set up the environment for the bash shell, such as aliases, flnctions, variables, and options. This file is
executed whenever a new bash shell is started, and it affects all users on the system

However, this file does not control the sudo command or its configuration, and updating it will not allow a user to use commands that
require elevated account permissions.

NEW QUESTION # 437

An administrator thinks that a package was installed using a snap. Which of the following commands can the administrator use to
verify this information?

A. snap install

B. snap list

C. snap find

D. snap try

Answer: B

Explanation:
The snap list command lists all installed snap packages on the system. It provides details such as the package name, version, and
installation status. This command is useful for verifying whether a specific package was installed using the snap package manager.

NEW QUESTION # 438

An administrator created an mitial Git repository and uploaded the first files. The administrator sees the following when listing the
repository:

The administrator notices the file . DS STORE should not be included and deletes it from the online repository. Which of the
following should the administrator run from the root of the local repository before the next commit to ensure the file is not uploaded
again in future commits?

A. rm-f.DS STORE && git rebase origin main
B. git fetch && git checkout .DS STORE

C. m-f.DS STORE && git push

D. echo .DS STORE >> _gitignore

Answer: D



Explanation:

Explanation

The correct answer is D. The administrator should run "echo .DS STORE >> .gitignore" from the root of the local repository before
the next commit to ensure the file is not uploaded again in future commits.

This command will append the file name .DS STORE to the end of'the .gitignore file, which is a special file that tells Git to ignore
certain files or directories that should not be tracked or uploaded to the repository. By adding .DS STORE to the .gitignore file, the
administrator will prevent Git from staging, committing, or pushing this file in the future.

The other options are incorrect because:

A:mm-f.DS STORE && git push

This command will delete the file .DS STORE from the local repository and then push the changes to the remote repository.
However, this does not prevent the file from being uploaded again in future commits, if it is recreated or copied to the local
repository.

B: git fetch && git checkout .DS STORE

This command will fetch the latest changes from the remote repository and then restore the file .DS STORE from the remote
repository to the local repository. This is not what the administrator wants to do, as this will undo the deletion of the file from the
online repository.

C:mm-f.DS STORE && git rebase origin main

This command will delete the file .DS STORE from the local repository and then rebase the local branch onto the main branch of the
remote repository. This will rewrite the commit history of the local branch and may cause conflicts or errors. This is not what the
administrator wants to do, as this is a risky and unnecessary operation.

NEW QUESTION # 439
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