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CompTIA CloudNetX Certification Exam Sample Questions (Q79-Q84):

NEW QUESTION # 79

A company has a 40Gbps network that uses a network tap to inspect the traffic using an IDS. The IDS usually performs normally
except when the servers are downloading patches from their local update repository

10.10.10.139 using HTTPS. During the patch windows, the IDS cannot handle the extra load and drops a significant number of
packets. Which of the following would allow a network engineer to prevent this issue without compromising the network visibility?

A. Configuring the IDS to ignore traffic from 10.10.10.139

B. Scheduling a cron job to stop the IDS service during the patch window
C. Using PF_RING offload to filter out "host 10.10.10.139 and port 443"
D. Adding a "dst host 10.10.10.139" BPF on the tap

Answer: D

Explanation:
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By applying a Berkeley Packet Filter to drop only the HTTPS patch¥frepo traffic before it reaches the IDS, you relieve the
processing burden during patch windows while preserving full visibility for all other flows.
This avoids reconfiguring the IDS itself or losing visibility across the rest of the network.

NEW QUESTION # 80

A company is transitioning from on-premises to a hybrid environment. Due to regulatory standards, the company needs to achieve a
high level of reliability and high availability for the connection between its data center and the cloud provider. Which of the following
solutions best meets the requirements?

A. Establish a Direct Connect with the cloud provider and peer to two different VPCs in the cloud network.

B. Establish a VPN with two tunnels to a transit gateway at the cloud provider.

C. Establish a Direct Connect with the cloud provider and a redundant connection with a VPN over the internet.
D. Establish two Direct Connect connections to the cloud provider using two different suppliers.

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Establishing two Direct Connect (or equivalent private connectivity services such as Azure ExpressRoute) connections with two
different providers ensures maximum redundancy and reliability. This setup complies with high availability (HA) and fault-tolerance
design best practices for regulated industries, where minimal downtime and service continuity are critical.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Hybrid Connectivity and High Availability':
"Redundant connections to cloud providers should use physically separate paths and providers to ensure fault tolerance and meet
reliability requirements in hybrid cloud environments."

"Direct connections provide higher availability and consistent performance than VPNs." Other options:

* A. Peering to two VPCs does not ensure link redundancy.

* B. Combining Direct Connect with VPN offers backup but less reliability than dual Direct Connects.

* D. VPN over the internet are lower in reliability and do not meet high availability standards required for regulated industries.

NEW QUESTION # 81

An organization with an on-premises data center is adopting additional cloud-based solutions. The organization wants to keep
communication secure between remote employees' devices and workloads. Which of the following ZTA features best achieves this
goal?

A. Cloud access security broker
B. Principle of least privilege

C. Identity as the perimeter

D. Secure service edge

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

"[dentity as the perimeter” is a core principle of Zero Trust Architecture (ZTA). Rather than relying on traditional network-based
perimeters, access is granted based on user identity and device posture. This is essential for remote users accessing cloud
workloads, ensuring secure authentication regardless of physical location.

Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Zero Trust and Identity- Centric Security™:

"Zero Trust shifts the trust boundary from the network to the user and device identity. 'Identity as the perimeter’ ensures only verified
users and devices are granted access to resources." Other options:

* A. Secure service edge (SSE) is a broad cloud security model, but not a specific ZTA principle.

* B. CASBs monitor cloud app usage, not core access authentication.

* C. Principle of least privilege is a supporting concept, but not the primary perimeter defense mechanism

NEW QUESTION # 82

An architect needs to deploy a new payroll application on a cloud host. End users' access to the application will be based on the end
users' role. In addition, the host mustbe deployed on the 192.168.77.32/30 subnet.

Which of the following Zero Trust elements are being implemented in this design? (Choose two.)



A. Least privilege

B. WAF

C. Microsegmentation
D. CASB

E. MFA

F. Device trust

Answer: A,C

Explanation:

Least privilege: Granting users access to the payroll app strictly according to their roles enforces the principle of least privilege.
Microsegmentation: Placing the host in its own 192.168.77.32/30 subnet isolates it from other workloads, achieving
microsegmentation.

NEW QUESTION # 83

A network security administrator needs to set up a solution to:
Gather all data from log files in a single location.

Correlate the data to generate alerts.

Which of'the following should the administrator implement?

A. Log management

B. Event log monitoring
C. SIEM

D. Syslog

Answer: C

Explanation:
A Security Information and Event Management system centralizes log collection from disparate sources and applies correlation rules
to generate actionable alerts.

NEW QUESTION # 84
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