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HH #312
You want to use API tokens and other secrets within your team's Terraform workspaces. Where does HashiCorp recommend you
store these sensitive values? (Pick the 3 correct responses)

A. In HashiCorp Vault.

B. Ina plaintext document on a shared drive.

C. In a terraform.tfvars file, securely managed and shared with your team.

D. In an HCP Terraform/Terraform Cloud variable, with the sensitive option checked.
E. In a terraform.tfvars file, checked into your version control system.

Ef: A.C. D
R

Sensitive values such as API tokens should be stored in a secure way, either in Terraform Cloud variables marked as sensitive or in
HashiCorp Vault. Storing secrets in version control systens or plaintext files is not recommended.

Reference:

Terraform Cloud Environment Variables

R #313
When declaring a variable, setting the sensitive argument to true will prevent the value from being stored in the state file.

e A True
e B. False

IEf#: B

fiR .-

Rationale for Correct Answer: Marking a variable (or output) as sensitive = true primarily prevents Terraform from displaying the
value in CLI output and in some Ul contexts. It does not prevent the value from being stored in the state file if that value is used by
resources. Terraform state must often store attribute values to track and manage infrastructure; sensitive marking is about redaction,
not state omission.

Analysis of Incorrect Options (Distractors):

A (True): Incorrect-sensitive values can still be written to state; you must protect state storage (encryption, access control) and avoid
storing secrets in state where possible.

Key Concept: Sensitive values are redacted in output, but still can exist in state.

Reference: Terraform Objectives - Implement and Maintain State (state contents and sensitive data handling), Read, Generate, and
Modify Configurations (sensitive variables/outputs).

R #314
What is the name of the defautlt file where Terraform stores the state?
Type your answer in the field provided. The text field is not case-sensitive and all variations of the correct answer are accepted.

Ef#:

fR .
Terraform tfstate
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Explanation:

The name of the default file where Terraform stores the state is terraform.tfstate. This file contains a JSON representation of the
current state of the infrastructure managed by Terraform. Terraformuses this file to track the metadata and attributes of the
resources, and to plan and apply changes. By default, Terraform stores the state file locally in the same directory as the configuration
files, but it can also be configured to store the state remotely in a backend. References = [Terraform State], [State File Format]

HH #315
What functionality do providers offer in Terraform? (Pick the 3 correct responses below.)

A. Group a collection of Terraform configuration files that map to a single state file.
B. Enforce security and compliance policies.

C. Interact with cloud provider APIs.

D. Provision resources for on-premises infrastructure services.

E. Provision resources for public cloud infrastructure services.

Ef#: C. D. E
A

Rationale for Correct answer:

B: Providers can manage on-premises services (e.g., vSphere, Kubernetes, GitHub, DNS, databases), not just public cloud.

C: Providers provision and manage public cloud resources (AWS, Azure, Google Cloud, etc.).

D: Providers are the plugin layer that interacts with APIs (cloud/service APIs) to create, read, update, and delete resources.
Analysis of Incorrect Options (Distractors):

A: This describes how Terraform configuration and state are organized (root module/workspace/state), not a provider fimction.
E: Policy enforcement is handled by separate policy-as-code systens (e.g., Sentinel/ OPA integrations) rather than being a core
provider responsibility.

Key Concept: Providers as plugins that implement resource/data source types and perform API interactions for many platforms.
Reference:

R #316
You add a new provider to your configuration and immediately run terraform apply in the CD using the local backend. Why does the

apply fail?

A. Terraformneeds to install the necessary plugins first

B. Terraform requires you to manually run terraform plan first

C. The Terraform CD needs you to log into Terraform Cloud first

D. Terraform needs you to format your code according to best practices first

EE: A

R 2

The reason why the apply fails after adding a new provider to the configuration and immediately running terraform apply in the CD
using the local backend is because Terraform needs to install the necessary plugins first. Terraform providers are plugins that
Terraformuses to interact with various cloud services and other APIs. Each provider has a source address that determines where to
downloadit from. When Terraform encounters a new provider in the configuration, it needs to run terraform init first to install the
provider plugins in a local directory. Without the plugins, Terraform cannot commumicate with the provider and perform the desired
actions. Reference = [Provider Requirements], [Provider Installation]

B #317
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