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the most straightforward. But the time is limited for many people since you may be caught with other affairs. With our SOA-C02
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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q420-Q425):
NEW QUESTION # 420 
A company has a public website that recently experienced problems. Some links led to missing webpages, and other links rendered
incorrect webpages. The application infrastructure was running properly, and all the provisioned resources were healthy. Application
logs and dashboards did not show any errors, and no monitoring alarms were raised. Systems administrators were not aware of any
problems until end users reported the issues.
The company needs to proactively monitor the website for such issues in the future and must implement a solution as soon as
possible.
Which solution will meet these requirements with the LEAST operational overhead?

A. Rewrite the application to surface a custom error to the application log when issues occur.
Automatically parse logs for errors. Create an Amazon CloudWatch alarm to provide alerts when issues are detected.
B. Create an AWS Lambda function to test the website. Configure the Lambda function to emit an Amazon CloudWatch
custom metric when errors are detected. Configure a CloudWatch alarm to provide alerts when issues are detected.
C. Create an Amazon CloudWatch Synthetics canary. Use the CloudWatch Synthetics Recorder plugin to generate the script
for the canary run. Configure the canary in line with requirements. Create an alarm to provide alerts when issues are detected.

Answer: C

Explanation:
Amazon CloudWatch Synthetics allows you to create canaries that monitor your endpoints and APIs.
Canaries are scripts that run on a schedule to check your application's availability and performance, and can detect issues before
your customers do.
* Create a CloudWatch Synthetics Canary:
* Open the Amazon CloudWatch console at Amazon CloudWatch Console.
* Navigate to Synthetics and choose Create Canary.
* Use the CloudWatch Synthetics Recorder plugin to generate the script for the canary run.
* Configure the Canary:
* Define the schedule for the canary to run (e.g., every minute).
* Specify the endpoint URL of the website.
* Configure the canary to check for specific errors or issues based on your requirements.
* Create Alarms:
* Set up CloudWatch alarms to notify you when the canary detects issues. You can configure the alarm to send notifications via
Amazon SNS.
References:
* Creating and Managing Canaries
* CloudWatch Synthetics

NEW QUESTION # 421 
A SysOps administrator is configuring an Auto Scaling group of Amazon EC2 instances for an application. The average CPU
utilization of the instances in the Auto Scaling group must remain at approximately 40% when the load on the application changes.
Which solution will meet this requirement in the MOST operationally efficient manner?

A. Configure a step scaling policy. Create an Amazon CloudWatch alarm that enters ALARM state when CPU utilization is
greater than 40%. Associate the alarm with the scaling policy.
B. Create a scheduled scaling action. Configure the action to run at times when the application typically experiences an
increase in traffic.
C. Configure a target tracking scaling policy. Specify a target value of 40 for average CPU utilization.
D. Configure a simple scaling policy. Create an Amazon CloudWatch alarm that enters ALARM state when CPU utilization is
greater than 40%. Associate the alarm with the scaling policy.

Answer: C
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Explanation:
Target tracking automatically adjusts the Auto Scaling group size to hold the specified metric (average CPU utilization) close to the
target (40%), without requiring you to define individual alarms or scaling steps. This "set-and-forget" approach is the most
operationally efficient way to maintain the desired CPU utilization as load fluctuates.

NEW QUESTION # 422 
A SysOps administrator manages policies for many AWS member accounts in an AWS Organizations structure. Administrators on
other teams have access to the account root user credentials of the member accounts. The SysOps administrator must prevent all
teams, including their administrators, from using Amazon DynamoDB. The solution must not affect the ability of the teams to access
other AWS services.
Which solution will meet these requirements?

A. In all member accounts, configure 1AM policies that deny access to all DynamoDB resources for all users, including the
root user.
B. In all member accounts, configure 1AM policies that deny AmazonDynamoDBFullAccess to all users, including the root
user.
C. Remove the default service control policy (SCP) in the management account. Create a replacement SCP that includes a
single statement that denies all DynamoDB actions.
D. Create a service control policy (SCP) in the management account to deny all DynamoDB actions. Apply the SCP to the
root of the organization

Answer: D

Explanation:
To prevent all teams within an AWS Organizations structure from using Amazon DynamoDB while allowing access to other AWS
services, the most effective solution is to use a Service Control Policy (SCP). SCPs apply at the organization, organizational unit
(OU), or account level and can override individual IAM policies, including the root user's permissions:
* B: Create a service control policy (SCP) in the management account to deny all DynamoDB actions.
Apply the SCP to the root of the organization. This policy will effectively block DynamoDB actions across all member accounts
without affecting the ability to access other AWS services. SCPs are powerful tools for centrally managing permissions in AWS
Organizations and can enforce policy compliance across all accounts. Further information on SCPs and their usage can be found in
the AWS documentation on Service Control Policies AWS Service Control Policies.

NEW QUESTION # 423 
A user is connected to an Amazon EC2 instance in a private subnet. The user is unable to access the internet from the instance by
using the following curl command: curl http:/www.example.com.
A SysOps administrator reviews the VPC configuration and learns the following information:
* The private subnet has a route to a NAT gateway for CIDR 0.0.0.0/0
* The outbound security group for the EC2 instance contains one rule: outbound for port 443 to CIDR
0.0.0.0/0
* The inbound security group for the EC2 instance allows ports 22 and 443 from the user's IP address.
* The inbound network ACL for the subnet allows port 22 and port range 1024-65535 from CIDR 0.0.0.0/0 Which action will
allow the user to complete the curl request successfully?

A. Add an additional outbound security group rule for port 80 to CIDR 0.0.0.0/0.
B. Add an additional inbound network ACL rule for port 80 to CIDR 0.0.0.0/0.
C. Add an additional outbound security group rule for port 80 to the user's IP address.
D. Add an additional inbound security group rule for port 80 to CIDR 0.0.0.0/0.

Answer: A

Explanation:
Since the EC2 instance is attempting to access the internet using HTTP (port 80) but is configured only to allow HTTPS (port 443)
traffic, the security group needs adjustment:
* Security Group Configuration: The outbound rules of the security group associated with the EC2 instance must allow traffic over
HTTP. Add an outbound rule that enables port 80 to destination
0.0.0.0/0. This rule will allow the instance to send HTTP requests to any IP address on the internet.
* Test Connectivity: After updating the security group, test the connectivity using the curl command again to ensure the configuration
allows internet access via HTTP.



This change is necessary because the existing security group configuration does not permit outbound HTTP traffic, which is essential
for accessing websites using HTTP.

NEW QUESTION # 424 
A company is using Amazon Elastic File System (Amazon EFS) to share a file system among several Amazon EC2 instances. As
usage increases, users report that file retrieval from the EFS file system is slower than normal.
Which action should a SysOps administrator take to improve the performance of the file system?

A. Identify any unused files in the file system, and remove the unused files.
B. Configure the file system for Provisioned Throughput.
C. Resize the Amazon Elastic Block Store (Amazon EBS) volume of each of the EC2 instances.
D. Enable encryption in transit on the file system.

Answer: B

Explanation:
To improve the performance of an Amazon Elastic File System (EFS) when users report slower file retrieval times, configuring the
file system for Provisioned Throughput is an effective solution.
* Login to AWS Management Console:
* Open the Amazon EFS console at Amazon EFS Console.
* Select the File System:
* In the EFS console, select the file system that you want to modify.
* Modify Throughput Settings:
* Choose File system policy and then Manage file system policy.
* Under Throughput mode, select Provisioned Throughput.
* Specify the desired throughput in MiB/s based on your application's needs.
* Apply Changes:
* Save the changes to apply the new throughput settings to the file system.
Amazon EFS Performance
Managing Throughput Modes

NEW QUESTION # 425
......
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