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Overall, we can say that with the AWS Certified Security - Specialty (SCS-C02) exam you can gain a competitive edge in your job
search and advance your career in the tech industry. However, to pass the Amazon SCS-C02 Exam you have to prepare well. For
the quick Amazon SCS-C02 exam preparation the SCS-C02 Questions is the right choice.

Amazon AWS Certified Security - Specialty Sample Questions (Q145-Q150):
NEW QUESTION # 145 
A company used AWS Organizations to set up an environment with multiple AWS accounts. The company's organization currently
has two AWS accounts, and the company expects to add more than 50 AWS accounts during the next 12 months The company
will require all existing and future AWS accounts to use Amazon GuardDuty. Each existing AWS account has GuardDuty active.
The company reviews GuardDuty findings by logging into each AWS account individually.
The company wants a centralized view of the GuardDuty findings for the existing AWS accounts and any future AWS accounts. The
company also must ensure that any new AWS account has GuardDuty automatically turned on.
Which solution will meet these requirements?

A. Create a new AWS account in the organization. Enable GuardDuty in the new account. Enable AWS Security Hub in each
account. Select the option to automatically add new AWS accounts to the organization.
B. Enable AWS Security Hub in the organization's management account. Designate the management account as the delegated
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administrator account for Security Hub. Add existing accounts as member accounts. Select the option to automatically add
new AWS accounts to the organization. Send all Security Hub findings to the organization's GuardDuty account.
C. Enable AWS Security Hub in the organization's management account. Configure GuardDuty within the management
account to send all GuardDuty findings to Security Hub.
D. Create a new AWS account in the organization. Enable GuardDuty in the new account. Designate the new account as the
delegated administrator account for GuardDuty. Configure GuardDuty to add existing accounts as member accounts. Select
the option to automatically add new AWS accounts to the organization

Answer: D

Explanation:
For a company using AWS Organizations that requires centralized management and automatic activation of Amazon GuardDuty
across all current and future AWS accounts, setting up a delegated administrator account for GuardDuty is the optimal solution. By
enabling GuardDuty in a new account and designating it as the delegated administrator, the company can centrally manage
GuardDuty findings and automatically enroll new AWS accounts into GuardDuty as they are created within the organization. This
approach ensures consistent threat detection and continuous monitoring across all accounts, aligning with best security practices.

NEW QUESTION # 146 
There is a requirement for a company to transfer large amounts of data between IAM and an on-premise location. There is an
additional requirement for low latency and high consistency traffic to IAM. Given these requirements how would you design a hybrid
architecture? Choose the correct answer from the options below Please select:

A. Create a VPC peering connection between IAM and the Customer gateway.
B. Create an iPSec tunnel for private connectivity, which increases network consistency and reduces latency.
C. Create a VPN tunnel for private connectivity, which increases network consistency and reduces latency.
D. Provision a Direct Connect connection to an IAM region using a Direct Connect partner.

Answer: D

Explanation:
IAM Direct Connect makes it easy to establish a dedicated network connection from your premises to IAM. Using IAM Direct
Connect you can establish private connectivity between IAM and your datacenter, office, or colocation environment which in many
cases can reduce your network costs, increase bandwidth throughput and provide a more consistent network experience than
Internet-based connections.
Options B and C are invalid because these options will not reduce network latency Options D is invalid because this is only used to
connect 2 VPC's For more information on IAM direct connect, just browse to the below URL:
https://IAM.amazon.com/directconnect
The correct answer is: Provision a Direct Connect connection to an IAM region using a Direct Connect partner. omit your
Feedback/Queries to our Experts

NEW QUESTION # 147 
A company wants to ensure that its IAM resources can be launched only in the us-east-1 and us-west-2 Regions.
What is the MOST operationally efficient solution that will prevent developers from launching Amazon EC2 instances in other
Regions?

A. Provision EC2 resources by using IAM Cloud Formation templates through IAM CodePipeline. Allow only the values of
us-east-1 and us-west-2 in the IAM CloudFormation template's parameters.
B. Enable Amazon GuardDuty in all Regions. Create alerts to detect unauthorized activity outside us-east-
1 and us-west-2.
C. Create an IAM Config rule to prevent unauthorized activity outside us-east-1 and us-west-2.
D. Use an organization in IAM Organizations. Attach an SCP that allows all actions when the IAM:
Requested Region condition key is either us-east-1 or us-west-2. Delete the FullIAMAccess policy.

Answer: A

NEW QUESTION # 148 
The Security Engineer is managing a traditional three-tier web application that is running on Amazon EC2 instances. The application



has become the target of increasing numbers of malicious attacks from the Internet.
What steps should the Security Engineer take to check for known vulnerabilities and limit the attack surface?
(Choose two.)

A. Review the application security groups to ensure that only the necessary ports are open.
B. Use AWS Certificate Manager to encrypt all traffic between the client and application servers.
C. Use Elastic Load Balancing to offload Secure Sockets Layer encryption.
D. Use AWS Key Management Services to encrypt all the traffic between the client and application servers.
E. Use Amazon Inspector to periodically scan the backend instances.

Answer: A,E

Explanation:
The steps that the Security Engineer should take to check for known vulnerabilities and limit the attack surface are:
* B. Review the application security groups to ensure that only the necessary ports are open. This is a good practice to reduce the
exposure of the EC2 instances to potential attacks from the Internet.
Application security groups are a feature of Azure that allow you to group virtual machines and define network security policies
based on those groups1.
* D. Use Amazon Inspector to periodically scan the backend instances. This is a service that helps you to identify vulnerabilities and
exposures in your EC2 instances and applications. Amazon Inspector can perform automated security assessments based on
predefined or custom rules packages2.

NEW QUESTION # 149 
A company's Security Engineer is copying all application logs to centralized Amazon S3 buckets. Currently, each of the company's
applications is in its own IAM account, and logs are pushed into S3 buckets associated with each account. The Engineer will deploy
an IAM Lambda function into each account that copies the relevant log files to the centralized S3 bucket.
The Security Engineer is unable to access the log files in the centralized S3 bucket. The Engineer's IAM user policy from the
centralized account looks like this:
The centralized S3 bucket policy looks like this:
Why is the Security Engineer unable to access the log files?

A. The s3:PutObject and s3:PutObjectAcl permissions should be applied at the S3 bucket level
B. The S3 bucket policy does not explicitly allow the Security Engineer access to the objects in the bucket.
C. The Security Engineers IAM policy does not grant permissions to read objects in the S3 bucket
D. The object ACLs are not being updated to allow the users within the centralized account to access the objects

Answer: C

NEW QUESTION # 150
......
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