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¢ Data Management: This section of the exam measures the skills of Security Analysts and focuses on

effective data ingestion, log management, and context enrichment for threat detection and response. It
evaluates candidates on setting up ingestion pipelines, configuring parsers, managing data normalization,
and handling costs associated with large-scale logging, Additionally, candidates demonstrate their ability to
establish baselines for user, asset, and entity behavior by correlating event data and integrating relevant
threat intelligence for more accurate monitoring,

FEY 72

Incident Response: This section of the exam measures the skills of Incident Response Managers and
assesses expertise in containing, investigating, and resolving security incidents. It includes evidence
collection, forensic analysis, collaboration across engineering teans, and isolation of affected systemns.
Candidates are evaluated on their ability to design and execute automated playbooks, prioritize response
steps, integrate orchestration tools, and manage case lifecycles efficiently to streamline escalation and
resolution processes.

ey 73

Platform Operations: This section of the exam measures the skills of Cloud Security Engineers and covers
the configuration and management of security platforms in enterprise environments. It focuses on integrating
and optimizing tools such as Security Command Center (SCC), Google SecOps, GTI, and Cloud IDS to
improve detection and response capabilities. Candidates are assessed on their ability to configure
authentication, authorization, and API access, manage audit logs, and provision identities using Workforce
Identity Federation to enhance access control and visibility across cloud systemns.
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¢ Detection Engineering: This section of the exam measures the skills of Detection Engineers and focuses on
developing and fine-tuning detection mechanisms for risk identification. It involves designing and
implementing detection rules, assigning risk values, and leveraging tools like Google SecOps Risk Analytics
ey 74 and SCC for posture management. Candidates learn to utilize threat intelligence for alert scoring, reduce
false positives, and improve rule accuracy by integrating contextual and entity-based data, ensuring strong
coverage against potential threats.
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Google Cloud Certified - Professional Security Operations Engineer (PSOE)
Exam 58 %€ Security-Operations-Engineer & 5% & (Q28-Q33):

HH #28

You are managing a Google Security Operations (SecOps) implementation for a regional customer. Your customer inforns you that
logs are appearing in the platform after a consistent six-hour delay. After some research, you determine that there is a log time zone
issue. You want to fix this problem. What should you do?

A. Modify the default parser and include a default time zone.
B. Modify the UI settings to correct the time zone.

C. Create a parser extension to correct the time zone.

D. Create a custom parser to correct the time zone.

Ef: C
fEE -

The correct fix is to create a parser extension to correct the time zone. Parser extensions let you adjust specific fields, such as
timestamps, without modifying the default parser. This resolves ingestion delays caused by time zone mismatches while maintaining
the integrity and upgrade compatibility of the default parser.

HMA #29

You are a SOC analyst at an organization that uses Google Security Operations (SecOps). You are investigating suspicious activity
in your organization's environment. Alerts in Google SecOps indicate repeated PowerShell activity on a set of endpoints. Outbound
connections are made to a domain that does not appear in your threat intelligence feeds. The activity occurs across multiple systems
and user accounts. You need to search across impacted systers and user identities to identify the malicious user and understand the
scope of the compromise. What should you do?

¢ A Performa raw log search for the suspicious domain string, and manually pivot to related user activity.

¢ B. Use the Behavioral Analytics dashboard i Risk Analytics to identify abnormal IP-based activity and high-risk user
behavior.

e C. Use the User Sign-In Overview dashboard to monitor authentication trends and anomalies across all users.

e D. Performa YARA-L 2.0 search to correlate activity across impacted systens and users.

iRt
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The most effective approach is to performa YARA-L 2.0 search that correlates activity across impacted systems and user identities.
YARA-L rules can link PowerShell execution events, outbound connections, and user activity, enabling you to identify the malicious
user and the scope of the compromise efficiently, rather than relying on manual log searches or only analyzing authentication trends.

H #30

You are using Google Security Operations (SecOps) to investigate suspicious activity linked to a specific user. You want to identify
all assets the user has interacted with over the past seven days to assess potential impact. You need to understand the user's
relationships to endpoints, service accounts, and cloud resources.

How should you identify user-to-asset relationships in Google SecOps?

e A. Use the Raw Log Scan view to group events by asset ID.

¢ B. Generate an ingestion report to identify sources where the user appeared in the last seven days.
¢ C. Query for hostnames in UDM Search and filter the results by user.

¢ D. Run a retrohunt to find rule matches triggered by the user.

Ef: C
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Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engneer
documents:

The primary nvestigation tool for exploring relationships and historical activity in Google Security Operations is the UDM (Universal
Data Model) search. The platforms curated views, such as the "User View," are built on top of this search capability.

To find all assets a user has interacted with, an analyst would performa UDM search for the specific user (e.

g, principal.user.userid = "suspicious_user") over the specified time range. The search results will include all UDM events associated
with that user. Within these events, the analyst can examine all populated asset fields, such as principal.asset.hostname, principal.ip,
target.resource.name, and target.user.userid (for interactions with service accounts).

This UDM search allows the analyst to pivot from the user entity to all related asset entities, directly answering the question of "what
assets the user has interacted with." While the wording of Option A is slightly backward (it's more efficient to query for the user and
find the hostnames), it is the only option that correctly identifies the UDM search as the tool used to find user-to-asset (hostname)
relationships. Options B (Retrohunt), C (Raw Log Scan), and D (Ingestion Report) are incorrect tools for this investigative task.
(Reference: Google Cloud documentation, "Google SecOps UM Search overview"; "Investigate a user"; " Universal Data Model
noun list")

B #31

You have identified a new threat actor group that has several IOCs in Google Threat Intelligence.

You want to use some of these IOCs in several detection rules in Google Security Operations (SecOps) to help identify suspicious
activity. You want to use the most effective approach. What should you do?

¢ A Save the IOCs in a new collection in Google Threat Intelligence. Share this list with other members of the security team to
facilitate their searches and rule creation.

e B. Add the IOCs to a new or existing reference list, and update the YARA-L logic of detection rules to include the reference
list.

e C. Identify the detection rules that apply to the new IOCs, and update the YARA-L logic to reference the threat actor group.

¢ D. Configure a new data feed in Google SecOps that includes the IOCs. Update the YARA-L logic to reference the new
10Cs agamnst applicable UDM fields.

EfE: B
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The most effective approach is to add the IOCs to a reference list in Google SecOps and then update the YARA-L logic of your
detection rules to reference that list. This centralizes the IOCs for reuse across multiple rules, simplifies maintenance, and ensures
consistency in detection logic without duplicating IOC entries in multiple places.

R #32

You are a SOC manager guiding an implementation of your existing incident response plan (IRP) into Google Security Operations
(SecOps). Youneed to capture time duration data for each of the case stages. You want your solution to minimize maintenance
overhead. What should you do?



A. Write a job in the IDE that runs frequently to check the progress of each case and updates the notes with timestarmps to
reflect when these changes were identified.

B. Configure Case Stages in the Google SecOps SOAR settings, and use the Change Case Stage action in your playbooks
that captures time metrics when the stage changes.

C. Configure a detection rule in STEM Rules & Detections to include logic to capture the event fields for each case with the
relevant stage metrics.

D. Create a Google SecOps dashboard that displays specific actions that have been run, identifies which stage a case is in,
and calculates the time elapsed since the start of the case.

IEf#: B

TR

This requirement is a core, out-of-the-box feature of the Google SecOps SOAR platform. The solution with the minimal
maintenance overhead is always the native, built-in one. The platformis designed to measure SOC KPIs (like MTTR) by tracking
Case Stages.

A SOC manager first defines their organization's incident response stages (e.g., "Triage," "Investigation,"

"Remediation") in the SOAR settings. Then, as playbooks are built, the Change Case Stage action is added to the workflow. When
a playbook runs, it triggers this action, and the SOAR platform automatically timestamps the exact moment a case transitions from
one stage to the next.

This creates the precise time-duration data needed for metrics. This data is then automatically available for the built-in dashboards
and reporting tools (as mentioned in Option A, which is the result of Option B). Option D (custom IDE job) and Option C
(detection rule) are incorrect, high-maintenance, and non-standard ways to accomplish a task that is a findamental feature of the
SOAR platform

(Reference: Google Cloud documentation, "Google SecOps SOAR overview"; "Get insights from dashboards and reports";
"Manage playbooks")
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