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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q55-Q60):
NEW QUESTION # 55 
Refer to the exhibits. You connect to a device behind a branch FortiGate device and initiate a ping test. The device is part of the
LAN subnet and its IP address is 10.0.1.101.
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Based on the exhibits, which interface uses branch 1_fgt to steer the test traffic?

A. HUB1-VPN1
B. port1
C. port2



D. port4

Answer: C

Explanation:
The ping target IP 157.240.19.35 matches an App Control entry for Facebook (ID 15832).
According to the diagnose firewall route list output, this application is handled by vwl_service=2 (Non-Critical-DIA), which routes
traffic via oif=4 (port2). Therefore, FortiGate steers the Facebook test traffic through port2.

NEW QUESTION # 56 
The administrator uses the FortiManager SD-WAN overlay template to prepare an SD-WAN deployment. Using information
provided through the SD-WAN overlay template wizard, FortiManager creates templates ready to install on the spoke and hub
devices.
What are the three templates created by the SD-WAN overlay template for a spoke device? (Choose three.)

A. Rules template
B. Static route template
C. BGP template
D. CLI template
E. IPsec tunnel template

Answer: A,C,E

Explanation:
Rules template → Defines the SD-WAN rules for traffic steering.
BGP template → Configures dynamic routing for overlay tunnels.
IPsec tunnel template → Builds the IPsec VPN tunnels from the spoke to the hubs.

NEW QUESTION # 57 
You manage an SD-WAN topology. You will soon deploy 50 new branches.
Which three tasks can you do in advance to simplify this deployment? (Choose three.)

A. Create a ZTP template.
B. Create model devices.
C. Define metadata variables value for each device.
D. Create policy blueprint.
E. Update the DHCP server configuration.

Answer: A,B,D

Explanation:
When planning to deploy a large number of branches (e.g., 50), Fortinet recommends several preparatory steps to simplify and
automate the rollout. Creating model devices allows you to predefine configurations and settings that can be cloned or adapted for
each branch, saving time and minimizing manual errors. Preparing a Zero Touch Provisioning (ZTP) template enables automatic
onboarding and provisioning of new FortiGates as soon as they come online, reducing manual intervention. Lastly, creating a policy
blueprint allows for standardized policy deployment across all branches, ensuring consistent security and SD-WAN rule
enforcement. This holistic approach streamlines the deployment process, allows for rapid scaling, and ensures that all devices are
configured according to corporate policy from day one.
Reference:
[FCSS_SDW_AR-7.4 1-0.docx Q8]
Fortinet SD-WAN 7.4 Reference Architecture, "ZTP and Model Device Strategies for Scalable Rollouts" FortiManager Admin
Guide, "Policy Blueprints and Automation for Branch Deployment"

NEW QUESTION # 58 
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.





When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branch1_fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Review the per-device mapping configuration for metadata variables
B. Do not define installation targets for SD-WAN members.
C. Specify the gateway of the SD-WAN member port1 with an IP address or use the default value.
D. Update the management IP address of branch1_fgt.

Answer: A,C

Explanation:
Specify the gateway of the SD-WAN member port1 with an IP address or use the default value → The error log shows invalid ip -
prop[gateway]: ip4class(${sdwan_port1_gw}) invalid ip addr, meaning the variable ${sdwan_port1_gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.
Review the per-device mapping configuration for metadata variables → The issue is tied to how the metadata variable
${sdwan_port1_gw} is mapped for branch1_fgt. If this device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 59 
Which two statements are correct when traffic matches the implicit SD-WAN rule? (Choose two.)

A. Traffic is load balanced using the algorithm set for the v4-ecmp-mode setting.
B. Traffic does not match any of the entries in the policy route table.
C. All SD-WAN rules have the default and gateway setting enabled.
D. The session information output displays no SD-WAN-specific details.

Answer: B,D

Explanation:
If the session matched the SD-WAN implicit rule, and therefore was handled using standard FIB routing, these SD-WAN fields do
not appear.
If traffic doesnt match any entry in the proute table then it will use the implicity deny SD-WAN rule.

NEW QUESTION # 60
......
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