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Q_:- An orgenizstion implemented an informatsen n-(:I:I\ nanagensen (TRM ) solution 1o preven
critical data from being copeed without pesmission and a clowd backip solution o ensure that ©
he eritseal ibsta i protected from storage Dilures

Which IRM challenge will the organization need 10 addness”

Jusisdictional conflicts
Agent conllicts
Replication restrictions
Execulion restrictions

e

Replication restrictions

Q: A data center engineer is tsked with the destruction of data on solid-
state drivies (S5Ds). The CIEMSST must crsune thiat the daty is not eble o be retrieyved
Which data destruction action should the engineer 1ake to meeet this goal?

Overw TEing
Crypto-shreddeng
Wipng
Degaussing

Crypto-shreddeng

QE An organization wants (o gather and interpret logs from its cloud environment,
Which systee should the organziation wse foe s lask?
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HH #53
A governmental data storage organization plans to relocate its primary North American data center to a new property with larger
acreage. Which defense should the organization deploy at this location to prevent vehicles from causing harm to the data center?

A. Locks
B. Canxras
C. Bollards
D. Fences

IEf: C

A -

Bollardsare physical barriers designed to prevent vehicles from ramming into or breaching secure facilities.

They are often placed at entrances, around perimeters, or in front of critical infrastructure like data centers.

Locks, cameras, and fences provide important physical security, but they cannot stop a high-speed vehicle from causing damage.
Cameras record activity, fences create boundaries, and locks secure access points, but only bollards physically block or mitigate
vehicle attacks.

Governmental and critical infrastructure sites commonly deploy bollards to protect against both accidental collisions and deliberate
vehicle-borne attacks. Combined with layered security measures-such as surveillance and fencing-they enhance resilience against
physical threats to sensitive data centers.

HH #54
‘Which characteristic of cloud computing refers to sharing physical assets among multiple customers?

¢ A Rapid scalability
® B. Measured service
¢ (. Resource pooling
e D. On-demand self-service

Ef#: C

TR

Resource pooling is one of the core characteristics of cloud computing defined by NIST. It refers to the provider's ability to serve
multiple customers by dynamically allocating and reallocating computing resources such as storage, processing, memory, and
network bandwidth. These resources are abstracted using virtualization, ensuring that customers remain isolated from one another
even though they share the same physical assets.

Rapid scalability describes elasticity, on-demand self-service allows users to provision resources without provider intervention, and
measured service refers to metering usage. None of these concepts directly describe the multi-tenant model of shared resources.
Resource pooling improves efliciency, reduces costs, and provides flexibility, but it also introduces new security considerations such
as data isolation and hypervisor security. Customers must ensure that providers implement strong controls to prevent data leakage or
cross-tenant compromnise.

B #55
An organization is considering a cloud provider that has multivendor pathway connectivity. What does this feature provide?

¢ A. Connections to several electric providers that are not on the same grid
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¢ B. Contracts with fuel providers
¢ C. Contracts with heating, ventilation, and air conditioning (HVAC) providers
¢ D. Connections to several internet service providers

IEf#: D

R -

Multivendor pathway connectivityrefers to a cloud provider's ability to maintain connections with multiple internet service providers
(ISPs). This ensures redundancy and reduces the risk of outages due to a single ISP failure.

Electric providers, fuel vendors, and HVAC contracts support facility resilience, but they are not directly tied to connectivity. The
purpose of multivendor pathways is specifically to guarantee uninterrupted network access and resilience for customer workloads.
By maintaining ISP redundancy, cloud providers improve availability and meet SLA commitments. This capability is especially
critical for enterprises requiring high uptime or operating in regions where connectivity disruptions are common. It also provides
flexibility in bandwidth management and routing optimization.

HM #56
Which action should a custommer take to add an extra layer of protection to the data stored in a public cloud environment?

A. Use database activity monitoring (DAM)

B. Use block storage instead of file storage

C. Use additional encryption for sensitive files and folders
D. Use web application firewalls (WAFs)

Ef#: C

fEEL:

While cloud providers typically offer built-in encryption, customers should applyadditional encryptionfor sensitive data to maintain
defense-in-depth. Encrypting files and folders before uploading them ensures that even if provider-side protections fail, data remains
confidential.

WAFs protect applications from web threats, DAM tools monitor database use, and block storage versus file storage is an
architecture choice. None of these directly provide an extra protective layer for stored data.

By maintaining control of their encryption keys, customers ensure compliance with data protection standards such as GDPR,
HIPAA, or PCI DSS. This practice also mitigates insider threats within the provider's environment and supports secure multi-cloud
strategies. Encryption remains the strongest safeguard for protecting sensitive files in public cloud storage.

R #57

An organization negotiates a new contract with a cloud provider and wants to ensure that its critical business data is protected if the
cloud provider goes out of business. For this reason, the organization wants the cloud provider to store a copy of the organization's
data with a neutral third party, which would release the data in case the provider is unable to meet its obligations. Which type of
provision should be included in the contract to ensure this?

A. Offboarding
B. Encryption

C. Indenmnification
D. Escrow

IEfE: D

AR :

The correct contractual safeguard is anescrow agreement. Data escrow involves storing critical data or software with a neutral third
party, which can release it to the customer if the provider fails to meet obligations, such as bankruptcy or service discontinuation.
Indenmification covers liability, offboarding manages termination processes, and encryption secures data but does not ensure
availability if the provider disappears.

Escrow provisions protect business continuity by guaranteeing customer access to data regardless of provider viability. They are
especially important for organizations handling mission-critical workloads or long-term regulatory obligations in the cloud.

B #58
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