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NEW QUESTION # 76 
While hardening a system, an administrator runs a port scan with Nmap, which returned the following output:
Which of the following is the best way to address this security issue?

A. Closing port 80 on the network switch to block traffic
B. Configuring a firewall to block traffic on port 23 on the server
C. Disabling and removing the Telnet service on the server
D. Changing the systems administrator's password to prevent unauthorized access

Answer: C

Explanation:
Port 23/tcp indicates Telnet, which is insecure because it transmits data in plaintext. The best hardening approach is to disable and
remove the Telnet service entirely, eliminating the vulnerability rather than just blocking it at the firewall. Secure alternatives like SSH
should be used instead.

NEW QUESTION # 77 
A systems administrator is creating a backup copy of the /home/directory. Which of the following commands allows the
administrator to archive and compress the directory at the same time?

A. dd of=/backups/home.tar.xz if=/home/
B. tar -cJf /backups/home.tar.xz /home/
C. rsync -z /backups/home.tar.xz /home/
D. cpio -o /backups/home.tar.xz /home/

Answer: B

Explanation:
The tar -cJf command creates (-c) an archive, compresses it with XZ (-J), and writes it to a file (- f). This allows archiving and
compression of the /home/ directory in one step.

NEW QUESTION # 78 
Which of the following best describes journald?

A. A feature that creates crash dumps in case of kernel failure
B. A system service that collects and stores logging data
C. A service responsible for keeping the filesystem journal
D. A service responsible for writing audit records to a disk

Answer: B

Explanation:
journald, part of systemd, is the core logging service in modern Linux systems and is covered under Linux+ V8 logging and
monitoring objectives.
The correct description is A. systemd-journald collects, stores, and indexes logging data from the kernel, system services, and
applications. Logs are stored in a structured, binary format and can be queried using journalctl. Journald supports metadata tagging,
log filtering, and centralized logging integration.
Option B refers to kernel crash dump mechanisms like kdump. Option C describes filesystem journaling (such as ext4 journaling).
Option D refers to auditd, which manages security audit logs.
Linux+ V8 documentation clearly distinguishes journald from other logging and auditing services. Therefore, the correct answer is A.

NEW QUESTION # 79 
A Linux administrator wants to make the ENABLE_AUTHvariable set to 1 and available to the environment of subsequently
executed commands. Which of the following should the administrator use for this task?

A. export ENABLE_AUTH=1
B. let ENABLE_AUTH=1
C. ENABLE_AUTH=$(echo $ENABLE_AUTH)



D. ENABLE_AUTH=1

Answer: A

Explanation:
The export command sets an environment variable and makes it available to subsequently executed commands and child processes,
ensuring ENABLE_AUTH=1 is recognized system- wide in that shell session.

NEW QUESTION # 80 
Which of the following is a characteristic of Python 3?

A. It is extensible through modules.
B. It is closed source.
C. It is binary compatible with Java.
D. It is fully backwards compatible.

Answer: A

Explanation:
Python 3 characteristics are part of Linux+ V8 scripting objectives. One of Python's most important features is its modular and
extensible architecture.
Option B is correct because Python 3 supports extensibility through modules and packages. Python includes a large standard library
and allows developers to extend functionality using third-party modules or custom code.
This makes Python highly adaptable for automation, system management, and DevOps tasks.
The other options are incorrect. Python is open source, not closed source. Python 3 is not fully backwards compatible with Python
2, which is a major distinction emphasized in Linux+ V8. Python is also not binary compatible with Java.
Linux+ V8 documentation highlights Python's extensibility as a key reason it is widely used in Linux automation. Therefore, the
correct answer is B.
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