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Fortinet EMEA Advanced Support Exam Sample Questions (Q31-Q36):

NEW QUESTION # 31
‘Which of these BGP paths will be the preferred one ?

A. Prefer the path with the lowest Multi-Exit Discriminator (MED)

B. Prefer External path (learned via EBGP) over Internal path (IBGP)
C. Prefer the path with the shortest AS Path

D. Prefer the path with the highest Local Preference value

Answer: D

Explanation:
BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
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local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

NEW QUESTION # 32
What are the advantages of using a hub-and-spoke IPSec VPN configuration instead of a fully-meshed set of IPSec tunnels? (Select
all that apply below)

A. The routing table management is simpler because of fewer routes compared to a fully meshed node.
B. Using a hub and spoke topology provides stronger encryption.

C. Using a hub and spoke topology simplifies configuration because fewer tunnels are required.

D. Using a hub and spoke topology is required to achieve full redundancy.

Answer: A,C

Explanation:

Hub-and-spoke IPsec VPN reduces the number of tunnels needed (one per spoke to hub instead of n(n-1)/2 n full mesh),
simplifying configuration and routing tables with summarized routes at the hub. It does not inherently provide stronger encryption or
require for redundancy (though can be made redundant). Exact extract: I want to have a way to quickly (preferably automated)
setup VPN's to my 2 hubs from each spoke.

However we do not want/need VPNs between spokes. Hub Configuration: Configure the FortiGate unit as the hub. Set up IPsec
VPN tunnels for each spoke. Use preshared keys for authentication. The purpose of this document is to describe the requirements
and general information for building a Hub & Spoke architecture using FortiGate- VM on Oracle Cloud ... The remote sites do not
need to have connectivity to each other nor does the customer want them to have connectivity to each other. Given these ... This
article gives a brief configuration example from one spoke to other spoke using IPsec, through the Hub firewall.

NEW QUESTION # 33
What is the role of the FortiGate 'set sreintf’ command in a firewall policy?

A. Specifies the source interface for traffic matching
B. Defines the destination interface for traffic

C. Configures the source NAT mterface

D. Sets the source IP address range

Answer: A

Explanation:

The 'set srcintf’ command in a FortiGate firewall policy specifies the source interface from which traffic originates, helping define the
policy's scope. It does not set the destination interface (B), source IP range (C), or NAT mterface (D). Exact extract: "The 'set
sreintf’ command in a firewall policy specifies the source mnterface for incoming traffic, allowing FortiGate to match packets based on
their entry interface."

NEW QUESTION # 34
Hybrid cloud means that

A. Orne customer uses VMs with multiple different operating systems in the same cloud account

B. The cloud provider uses AMD, Intel and possibly also other CPU vendors

C. Sonx of the customer's systems are virtualized in the public cloud and some are in the local datacenter
D. Cloud provider provides both 32-bit and 64-bit virtual machines

Answer: C

Explanation:



A hybrid cloud combines on-premises infrastructure (local datacenter) with public cloud resources, allowing workloads to operate
across both environments for flexibility and scalability. Fortinet solutions like FortiGate- VM support hybrid cloud deployments.
Option A refers to hardware diversity, C to OS variety, and D to architecture types, none of which define hybrid cloud. Exact
extract: "Hybrid cloud is the combination of public cloud services with an on-premises private cloud or datacenter... This allows
customers to run some systens in the public cloud and others in their local datacenter, managed seamessly."

NEW QUESTION # 35
In VMware vSphere, the term VMotion refers to

A. The patented technology available to migrate a server from Hyper-V to VMware

B. The streaming of high definition video on a virtual machine

C. A zero downtime live migration of workloads from one server to another

D. The process used to describe the movement of hard drive platters on a virtual machine

Answer: C

Explanation:

VMotion in VMware vSphere enables live migration of running virtual machines from one physical server to another with zero
downtime, ensuring continuous operation. Fortinet's FortiGate- VM supports such environments. Options A, C, and D are incorrect
as they do not describe VMotion; C refers to a different migration scenario, and D is unrelated to virtualization. Exact extract:
"VMotion allows the live migration of a running virtual machine from one physical server to another with no downtime... This ensures
workloads continue running during server maintenance or load balancing,"
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