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%| &l CompTIA Cloud+ CV0-004 FE2MEZE2 A (Q336-Q341):

BAE #3306
A cloud admnistrator needs to distribute workloads across remote data centers for redundancy reasons. Which of the following
deployment strategies would eliminate downtime, accelerate deployment, and remain cost efficient?

A. Canary
B. Blue-green

C. Rolling
D. In-place

He:. B

Y.

Blue-green deployment is the strategy that can elimnate downtime, accelerate deployment, and remain cost-efficient. It involves
running two identical production environments, only one of which is live at any given time (blue or green). When it's time to deploy,
the new version is released to the inactive environment (green), which is then thoroughly tested. Once ready, the traffic is switched
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over, making the green environment live.

AE #337

The QA team is testing a newly implemented clinical trial management (CTM) SaaS application that uses a business intelligence
application for reporting. The UAT users were instructed to use HTTP and HTTPS.

Refer to the application dataflow:

1A - The end user accesses the application through a web browser to enter and view clinical data.

2A - The CTM application server reads/writes data to/from the database server.

1B - The end user accesses the application through a web browser to run reports on clinical data.

2B - The CTM application server makes a SOAP call on a non-privileged port to the BI application server.

3B - The BI application server gets the data from the database server and presents it to the CTM application server.

‘When UAT users try to access the application using httpsz/ctm.app.com or http//ctm.app.com, they get a message stating: "Browser
cannot display the webpage." The QA team has raised a ticket to troubleshoot the issue.

INSTRUCTIONS

You are a cloud engineer who is tasked with reviewing the firewall rules as well as virtual network settings.

You should ensure the firewall rules are allowing only the traffic based on the dataflow.

You have already verified the external DNS resolution and NAT are working,

Verify and appropriately configure the VLAN assignments and ACLs. Drag and drop the appropriate VLANS to each tier from the
VLAN Tags table. Click on each Firewall to change ACLs as needed.

Ifat any time you would like to bring back the mitial state of the simulation, please click the Reset All button.
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e A. See explanation below
HE: A

ME.
On firewall 3, change the DENYY 0.0.0.0 entry to rule 3 not rule 1.

EHE #338

A developer at a small startup company deployed some code for a new feature to its public repository. A few days later, a data
breach occurred. A security team investigated the incident and found that the database was hacked. Which of the following is the
most likely cause of this breach?

e A. Compromised deployment agent
¢ B. Unpatched web servers



e (. Hard-coded credentials
¢ D. Database core dump

He: C

Y.

Hard-coded credentials within code, especially when deployed in a public repository, are a common security vulnerability. If
credentials such as passwords or API keys are embedded in the code, anyone with access to the repository can potentially use them
to gain unauthorized access to databases or other sensitive resources. This is a likely cause of the data breach in the scenario
described. Reference: CompTIA Security+ Guide to Network Security Fundamentals by Mark Ciampa.

HEE #339

A company is running a set of replica containers with image version 1. The company updates the image to version 2 and would like
to replace some of the version 1 images with version 2. During the replacement process, a minimum percentage of version 1 replicas
need to be kept running while starting image version 2 containers alongside them. Which of the following deployment methods is best
given the company's requirements?

A. Upgrading
B. Patching

C. Rolling
D. In-place

HE. C

MY
A rolling deployment gradually replaces old container replicas with new ones, ensuring a minimum number of the old version remain
available while new version containers start, meeting the requirement for continuous availability during the update.

ZE #340

A company has developed an online trading platform. The engineering team selected event-based scaling for the platform's
underlying resources. The platform resources scale up with every 2,000 subscribed users. The engineering team finds out that
although compute utilization is low, scaling is still occurring. Which of the following statements best explains why this is the case?

A. Event-based scaling does not take resource load into account.

B. Event-based scaling should not be triggered at the 2,000-user frequency.
C. Event-based scaling does not scale down resources.

D. Event-based scaling should not track user subscriptions.
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