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NEW QUESTION # 59 
You are troubleshooting a client that is experiencing slow WLAN performance. As part of the troubleshooting activity, you start a
packet capture on your laptop close to the client device. While analyzing the packets, you suspect that you have not captured all
packets transmitted by the client. By analyzing the trace file, how can you confirm if you have missing packets?

A. The missing packets will be shown as CRC errored packets
B. Protocol Analyzers show the number of missing packets in their statistics view
C. Retransmission are an indication of missing packets
D. Look for gaps in the sequence number in MAC headers.

Answer: D

Explanation:
One way to confirm if you have missing packets in your packet capture is to look for gaps in the sequence number in MAC headers.
The sequence number is a 12-bit field in the MAC header that is used to identify and order data frames within a traffic stream. The
sequence number is incremented by one for each new data frame transmitted by a STA, except for retransmissions, fragments, and
control frames. The sequence number can range from 0 to 4095, and then wraps around to 0. If you see a jump or a gap in the
sequence number between two consecutive data frames from the same STA, it means that you have missed some packets in
between. The other options are not correct, as they do not confirm if you have missing packets in your packet capture. CRC errored
packets are packets that have been corrupted during transmission and have failed the error detection check. Protocol analyzers may
show the number of CRC errored packets in their statistics view, but not the number of missing packets. Retransmissions are an
indication of packet loss or collision, but not necessarily of missing packets in your capture. References: [Wireless Analysis
Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 114-115

NEW QUESTION # 60 
Given: Protocol analyzer often have useful graphical dashboards providing information about the health and operations of the
WLAN.
What is a valid use of a graph showing the Top APs Based on Active Associations?

A. Ensuring compliance with corporate security policies
B. Discovering the total number of client STAs on your network
C. Evaluating the capacity handling on a specific channel
D. Locating overloaded APs

Answer: D

NEW QUESTION # 61 
When using a commercial WLAN protocol analyzer, you notice that it is listing vendor names for some APs and client STAs.
What is the source of this information?

A. Banner grabbing
B. Vendor OUI values
C. DNS name resolution
D. Broadcast name resolution

Answer: B

NEW QUESTION # 62 
You are troubleshooting problems with DHCP in relation to lightweight APs. They vendor class identifier (VCI) is not specified in
the DHCP server. When you contact vendor support, they inform you that it is not necessary.
When is this information true?

A. When only one AP exists on the subnet
B. When the DHCP server is directly connected to the subnet
C. When only one client option 43 value is required
D. When only one client option 60 value is required

Answer: C



Explanation:
The DHCP server should be configured to provide the IP address information to the APs, but it may also be required to pass
information for option 43. Option 43 is a vendor information option and can be used for any vendor purpose. The vendor class
identifier (VCI) (for example, "Cisco AP c3600") is used with option 60 to determine the appropriate information to return with
option 43.

NEW QUESTION # 63 
What interframe space would be expected between a CIS and a Data frame?

A. PIFS
B. DIFS
C. AIFS
D. SIFS

Answer: D

Explanation:
The interframe space that would be expected between a CTS (Clear to Send) and a Data frame is SIFS (Short Interframe Space).
A SIFS is the shortest interframe space that is used for high-priority transmissions, such as ACKs (Acknowledgements), CTSs, or
data frames that are part of a fragmentation or aggregation process. A SIFS is a fixed value that depends on the PHY type and
channel width. A CTS and a Data frame are part of a virtual carrier sense mechanism called RTS/CTS (Request to Send/Clear to
Send), which is used to avoid collisions and hidden node problems in wireless transmissions. When a STA (station) wants to send a
data frame, it first sends an RTS frame to the intended receiver, indicating the duration of the transmission. The receiver then
responds with a CTS frame, also indicating the duration of the transmission. The other STAs in the vicinity hear either the RTS or the
CTS frame and update their NAV (Network Allocation Vector) timers accordingly, deferring their access to the medium until the
transmission is over. The sender then sends the data frame after waiting for a SIFS, followed by an ACK frame from the receiver
after another SIFS. The other options are not correct, as they are not used between a CTS and a Data frame. A PIFS (PCF
Interframe Space) is used for medium access by the PCF (Point Coordination Function), which is an optional and rarely
implemented polling-based mechanism that provides contention-free service for time-sensitive traffic. An AIFS (Arbitration
Interframe Space) is used for medium access by different ACs (Access Categories), which are logical queues that correspond to
different QoS (Quality of Service) levels for different types of traffic. An AIFS is a variable interframe space that depends on the
AIFSN (Arbitration Interframe Space Number) value of each AC. A DIFS (Distributed Interframe Space) is used for medium
access by the DCF (Distributed Coordination Function), which is the default and mandatory contention-based mechanism that
provides best- effort service for normal traffic. References: [Wireless Analysis Professional Study Guide CWAP-405], Chapter 6:
802.11 Frame Exchanges, page 166-167; Chapter 7: QoS Analysis, page 194-195

NEW QUESTION # 64
......

When we are in some kind of learning web site, often feel dazzling, because web page design is not reasonable, put too much
information all rush, it will appear desultorily. Absorbing the lessons of the CWAP-405 study materials, will be all kinds of
qualification examination classify layout, at the same time on the front page of the CWAP-405 study materials have clear test module
classification, so clear page design greatly convenient for the users, can let users in a very short period of time to find what they want
to study, and then targeted to study. Saving the precious time users already so, also makes the CWAP-405 Study Materials look
more rich, powerful strengthened the practicability of the products, to meet the needs of more users, to make the CWAP-405 study
materials stand out in many similar products.
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