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Z| &l CompTIA SecAl+ CY0-001 FEMEEA (Q11-Q16):

AE#11
An architect is creating a threat model for an agentic system. Which of the following should the architect do first?

A. Identify the trust boundary between the components.

B. Calculate the risk to resources based on data sensitivity.

C. Apply compensating controls based on exposure findings.

D. Scan for vulnerabilities from the Open Worldwide Application Security Project (OWASP) Top 10.

HE: A

Y.
The first step in creating a threat model is to identify trust boundaries, which define where data or control transitions between
different systemns, users, or components. This helps map potential attack surfaces and informs subsequent risk analysis and control

AEE#12
A company wants to detect abnormal insider activity based on historical logs. Which technology is BEST?

A. PKI

B. SSL termination
C. UEBA

D. CASB

e C

MH.
User and Entity Behavior Analytics detects deviations from normal patterns.

EE#13
A company discovers that attackers exploited an unpatched vulnerability in a web server. Which control BEST prevents this?

A. WAF rules
B. Password complexity enforcement
C. Configuration baselines

D. Patch management
HE: D

ME:
Timely patching directly prevents exploitation of known vulnerabilities.

A2 #14
A security consultant must summarize the impact of posture management on a machine learning (ML) use case. Which of the
following is the most appropriate reference for this purpose?

A. Generative adversarial network (GAN)

B. European Union Al Act

C. Organization for Economic Co-operation and Development (OECD) standards

D. National Institute of Standards and Technology (NIST) Al Risk Management Framework (RMF)

He:. D

Y.
The NIST AI RMF provides structured guidance for assessing and managing risks across the Al lifecycle, including posture
management. It helps organizations align Al security practices with governance, resilience, and trustworthiness requirements.



HEE#15
An Al security team must assess the probability of an attack on its new systemand the impact associated with such an attack. Which
of the following threat-modeling resources best addresses the threat landscape for machine learning (ML)?

A. MITRE Adversarial Threat Landscape for Al Systems (ATLAS)
B. Common Vulnerabilities and Exposures (CVE) Al working group
C. Open Worldwide Application Security Project (OWASP)

D. Massachusetts Institute of Technology (MIT) risk repository

HE: A

Y.

MITRE ATLAS is specifically designed to capture adversarial tactics, techniques, and procedures (TTPs) targeting machine learning
systemns. It helps organizations assess both the probability and impact of AI/ML-related attacks, making it the most relevant threat-
modeling resource.
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