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Topic Details

¢ Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN

¢ FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.

Topic 1

¢ Storage: Designed for storage admmnistrators managing enterprise data solutions, this section tests
proficiency in deploying Block

e Fie

Topic 2 ¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage

performance metrics and cost optimization techniques.

e Identity and Access Management (IAM): This domain validates skills of security architects implementing

granular access controls, emphasizing IAM policy creation, compartment organization, and dynamic group
Topic 3 configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisirs to enforce least-privilege principles across OCI resources

¢ Compute: This section measures skills of cloud architects responsible for designing scalable and resilient

mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
Topic 4 evaluates understanding of OCI compute image options, infrastructure mamtenance processes, and
strategies for optimizing instance performance across availability domains.

Oracle Cloud Infrastructure 2025 Architect Associate Sample Questions
(Q48-Q53):

NEW QUESTION # 48
‘What would be the total meteredBytes shown by the File Storage service after the hourly update cycle is complete when you
overwrite 0.5 GB ofa 1 GB file?

A 25GB
B.0.5GB
C.1.5GB
D.1GB

Answer: C

Explanation:

In Oracle Cloud Infrastructure (OCI) File Storage, when you overwrite a portion of a file, the service does not immediately reclaim
the space occupied by the previous version of the file. The total meteredBytes reflects both the original data and the new data
written.

Scenario Explanation: You start with a 1 GB file. When you overwrite 0.5 GB of this file, the file system retains both the 0.5 GB of
the original file and the new 0.5 GB you wrote.

Calculation: The original 1 GB file contributes 1 GB to meteredBytes. When 0.5 GB is overwritten, the total usage becomes 1.5 GB
(1 GB original + 0.5 GB new).

Thus, after the hourly update cycle, the total meteredBytes shown by the File Storage service will be 1.5 GB.

Reference:

Oracle Cloud Infrastructure Documentation: File Storage Service Overview

NEW QUESTION # 49
‘Which THREE protocols are supported by the Oracle Cloud Infrastructure (OCI) private Network Load Balancers?

e A ICMP
e B.iSCSI
e C.BGP



e D TCP
e E UDP
e F. HTTP

Answer: D,EF

Explanation:

The OCI Private Network Load Balancer supports multiple protocols for managing traffic efficiently across your instances within a
private subnet. Specifically, it supports:

UDP (User Datagram Protocol): Commonly used for applications that require fast, connectionless communication, such as video
streaming or DN services.

TCP (Transmission Control Protocol): A reliable, connection-oriented protocol, widely used for web traffic and other applications
requiring data integrity.

HTTP (Hypertext Transfer Protocol): Frequently used for web traffic, it is an application-layer protocol built on top of TCP and
enables communication between web browsers and servers.

The combination of these protocols allows the OCI Network Load Balancer to manage diverse workloads, including web services
and real-time applications.

For reference:

OCI Load Balancer Documentation

NEW QUESTION # 50
Which Oracle Cloud Infrastructure (OCI) Identity and Access Management (IAM) policy is invalid?

A. Allow group 'Default/'A- Admins' to manage all-resources in compartment Project-A

B. Allow any-user to inspect users in tenancy

C. Allow dynamic-group 'Default’/FrontEnd' to manage instance-family in compartment Project-A
D. Allow group 'Default’/'A-Developers' to create volumes in compartiment Project-A

Answer: B

Explanation:

In Oracle Cloud Infrastructure (OCI), Identity and Access Management (IAM) policies are used to control access to resources.
The policy in option C is invalid because "any-user" is not a valid principal in OCI IAM policies. OCI policies can only grant
permissions to groups or dynamic groups, but not to arbitrary users.

Here's an explanation for each option:

A . Allow dynamic-group 'Default'’/FrontEnd' to manage instance-family in compartment Project-A: This is valid. It grants the
dynamic group 'FrontEnd' the ability to manage instances within the Project-A compartiment.

B. Allow group 'Default’/'A- Admins' to manage all-resources in compartment Project-A: This is valid. It provides full administrative
access to all resources in the Project-A compartiment for the 'A- Admins' group.

C . Allow any-user to inspect users in tenancy: This is invalid because OCI does not allow the use of "any-user" in policies. You
must specify a valid group or dynamic group to define permissions.

D . Allow group 'Default'’/ A-Developers' to create volumes in compartment Project-A: This is valid. It permits the 'A-Developers'
group to create volumes in the Project-A compartment.

For reference:

OCI Policy Reference

NEW QUESTION # 51
Which authentication option should you use to ensure third-party APIs communicate with OCI resources?

A. API Signing Key

B. SSH Key Pair with 2048-bit algorithm
C. Auth Tokens

D. OCI Username and Password

Answer: A

Explanation:
When ensuring that third-party APIs communicate securely with OCI resources, the appropriate authentication option is API Signing
Key.



API Signing Key: This method uses an RSA key pair to authenticate and sign API requests. The API signing key provides a secure
and reliable way to ensure that the API requests to OCI are coming from an authorized source. It is commonly used for
programmatic access to OCI services.

Other Options:

SSH Key Pair: Primarily used for secure shell access to compute instances, not for API authentication.

Auth Tokens: Typically used for authentication in environments where APIs don't support the API Signing Key, such as OCI CLI or
SDKs.

OCI Username and Password: Generally used for the Console login, not for securing API communications.

Relevant OCI Documentation:

API Signing Key Authentication

This documentation provides details on using API Signing Keys for secure API commumication in OCIL.

NEW QUESTION # 52
Which statement is true about instance configurations and instance pools in OCI?

A. You cannot reuse the same instance configuration for multiple instance pools.

B. You can delete an instance configuration if it is associated with an instance pool.

C. You can only delete an instance configuration if it is not associated with any instance pool.
D. An instance pool can have multiple instance configurations associated with it.

Answer: C

NEW QUESTION # 53
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