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Cisco Certified Network Associate Exam Sample Questions (Q375-Q380):
NEW QUESTION # 375 
Drag and drop the threat-mitigation techniques from the left onto the types of threat or attack they mitigate on the right.

Answer:

Explanation:
Explanation:

NEW QUESTION # 376 
Which protocol prompts the Wireless LAN Controller to generate its own local web administration SSL certificate for GUI access?

A. TACACS+
B. HTTP
C. HTTPS
D. RADIUS

Answer: C

Explanation:
You can protect communication with the GUI by enabling HTTPS. HTTPS protects HTTP browser sessions by using the Secure
Sockets Layer (SSL) protocol. When you enable HTTPS, the controller generates its own local web administration SSL certificate
and automatically applies it to the GUI. You also have the option of downloading an externally generated certificate. Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80/b_cg80_chapter_011.html

NEW QUESTION # 377 
Refer to the Exhibit.
After the switch configuration the ping test fails between PC A and PC B Based on the output for switch 1. which error must be
corrected?

A. The PCs are m the incorrect VLAN
B. All VLANs are not enabled on the trunk
C. Access mode is configured on the switch ports.
D. There is a native VLAN mismatch

Answer: D

NEW QUESTION # 378 
Refer to the exhibit.
An extended ACL has been configured and applied to router R2 The configuration failed to work as intended Which two changes
stop outbound traffic on TCP ports 25 and 80 to 10.0.20 0 26 from the 10.0.10 0/26 subnet while still allowing all other traffic?
(Choose two )

A. The ACL must be moved to the Gi0/1 interface outbound on R2
B. The source and destination IPs must be swapped in ACL 101
C. Add a "permit ip any any" statement at the end of ACL 101 for allowed traffic
D. The ACL must be configured the Gi0/2 interface inbound on R1
E. Add a "permit ip any any" statement to the begining of ACL 101 for allowed traffic.

Answer: B,C

NEW QUESTION # 379 
Three switches must be configured for Layer 2 connectivity. The company requires only the designated VLANs to be configured on
their respective switches and permitted accross any links between switches for security purposes. Do not modify or delete VTP



configurations.
The network needs two user-defined VLANs configured:
VLAN 110: MARKETING
VLAN 210: FINANCE
1. Configure the VLANs on the designated switches and assign them as access ports to the interfaces connected to the PCs.
2. Configure the e0/2 interfaces on Sw1 and Sw2 as 802.1q trunks with only the required VLANs permitted.
3. Configure the e0/3 interfaces on Sw2 and Sw3 as 802.1q trunks with only the required VLANs permitted.

Answer:

Explanation:
See the Explanation below.
Explanation:
Answer as below configuration:
Sw1
enbale
config t
Vlan 210
Name FINANCE
Inter e0/1
Switchport access vlan 210
do wr
Sw2
Enable
config t
Vlan 110
Name MARKITING
Int e0/1
Switchport acees vlan 110
do wr
Sw3
Enable
config t
Vlan 110
Name MARKITING
Vlan 210
Name FINANCE
Int e0/0
Switchport access vlan 110
Int e0/1
Switchport access vlan 210
Sw1
Int e0/1
Switchport allowed vlan 210
Sw2
Int e0/2
Switchport trunk allowed vlan 210
Sw3
Int e0/3
Switchport trunk allowed vlan 210
Switchport trunk allowed vlan 210,110

NEW QUESTION # 380
......
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