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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q36-Q41):

NEW QUESTION # 36
How are the configurations synchronized between two FortiGate VMs in an active-passive HA with SDN connector failover
deployed fromthe Azure marketplace?

A. Using system autoscaling during a failover

B. An Azure finction distributes the configuration files
C. By configuring FGSP on the primary

D. Using unicast FGCP

Answer: D

Explanation:
In anactive-passive HA deploymentof FortiGate VMs in Azure using the Marketplace template, configuration synchronization is
handled viaunicast FortiGate Clustering Protocol (FGCP). FGCP allows the primary unit to replicate its configuration and session
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information to the secondary unit, ensuring seamless failover.

NEW QUESTION # 37
Refer to the exhibit.
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The exhibit shows some of the properties of a virtual NIC that is used by a FortiGate VM deployed in Azure.

The virtual NIC shown is connected to a subnet (10.0.1.0/26) with several VMs that will be accessing the internet through the
FortiGate VM.

Which statement is true for this scenario?

A. The NIC in the exhibit needs to be assigned a public IP address.

B. You must change the default gateway on the VMs in the Internal Subnet for this to work.
C. The VMs in the 10.0.1.0/26 subnet can access the internet through FortiGate.

D. The parameters of the virtual NIC are not configured correctly.

Answer: B

Explanation:

For VMs in the10.0.1.0/26subnet to access the internetthrough the FortiGate VM, theirdefault gateway must be changedto the
internal IP address of the FortiGate's NIC in that subnet (e.g,,LABI-FGT-A-Nic2).

This ensures traffic is routedthrough FortiGate for inspection and NAT, rather than directly using Azure's default system routes.

NEW QUESTION # 38
What characterizes the branch-to-branch topology in an Azure virtual WAN?

A. Increased redundancy through multiple connections to the central hub
B. Enhanced security through centralized traffic management

C. Inproved scalability for branch offices connecting to Azure

D. Simplified network architecture with reduced hub dependencies

Answer: C

Explanation:

Thebranch-to-branch topologyin Azure Virtual WAN is characterized bydirect connectivity between branchesthrough the Virtual
WAN backbone, whichreduces dependency on centralized hubs. This results in asimplified network architecture, lowering latency
and optimizing routing between branch locations.

NEW QUESTION # 39
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

e A By prioritizing Azure ExpressRoute traffic over other network traffic
¢ B. By using public internet connections for enhanced routing flexibility
e (. By establishing dedicated private connections to Azure data centers




¢ D. By relying on load balancing to dynamically optimize latency
Answer: C

Explanation:

Azrre ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 40
What is a requirement when you deploy a FortiGate active-active cluster in Azure?

A. You must use unicast FGCP to synchronize the configurations.

B. You nmust configure both load balancers to allow administrative access.
C. You nust configure all FortiGate VMs with three or more interfaces.
D. You must assign the public IP address to an Azure load balancer.

Answer: D

Explanation:

In anactive-active FortiGate clusterdeployment in Azure, you must assign thepublic IP address to an Azure load balancer. This is
required because Azure does not support multiple VM sharing a single public IP directly. TheAzure Load Balancerhandles inbound
traffic and distributes it to the active FortiGate instances.
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