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¢ Deploying an NC2 on AWS Environment: This portion assesses your knowledge of cloud cluster
deployment, cloud provider network configuration, and your skills in addressing cluster deployment

Topic 1 challenges.

¢ Configuring an NC2 on AWS Environment: This section examines your proficiency in setting up cloud
Topic 2 networking and security measures, as well as addressing connectivity issues.

¢ Prepare the AWS cloud environment: This exam segment evaluates your ability to set up the AWS cloud
environment, initiate NC2 service subscription, establish implementation criteria, and recognize networking

Topic 3 .
prerequisttes.

¢ Managing an NC2 on AWS Environment: This exam component tests your understanding of node and
Topic 4 cluster management tasks, along with your ability to oversee cluster and cloud resource health.

Nutanix Certified Professional - Cloud Integration - AWS Sample Questions
(Q138-Q143):

NEW QUESTION # 138
‘When configuring an alert email in Prism Central deployed within an NC2 environment, what is required in order for the emails to be
sent properly?

A. A whitelisted public cloud console endpoint

B. Nane servers configured in Prism Central

C. Cluster Super Admin permissions

D. SMTP server configured in Prism Central settings

Answer: D

Explanation:

To ensure that alert emmils are sent properly from Prism Central within an NC2 environment, configuring an SMTP server in the
Prism Central settings is required. The SMTP server facilitates the sending of email notifications for alerts and other commumnications.
SMTP Configuration:

Prism Central requires an SMTP server to send email alerts. This mvolves specifying the SMTP server address, port, and
authentication details if needed.

The configuration must include the email address from which the alerts will be sent and the recipient addresses.

Steps to Configure SMTP Server in Prism Central:

Login to Prism Central.

Navigate to the "Settings" menu.

Select "Email Server" under the "Alerts" section.

Enter the SMTP server details, including the server address, port, and authentication credentials.

Test the configuration to ensure emails are sent correctly.

Reference:

Nutanix Prism Central Admmistration Guide

Nutanix Support Documentation on Email Alert Configuration

Best Practices for Configuring SMTP Servers in Cloud Environments

NEW QUESTION # 139

An administrator has been tasked with ensuring NC2 VM are able to access AWS resources. The NC2 VM traffic must not
traverse the internet.

n which two ways would the administrator achieve this? (Choose two.)

A. By using a Gateway Endpoint
B. By using a NAT Gateway.

C. By usinga VPC Peer.

D. By using an Interface Endpoint

Answer: C,D



Explanation:

To ensure that NC2 VMs can access AWS resources without traversing the internet, the administrator can use AWS VPC Peering
and Interface Endpoints. Both methods ensure that traffic stays within the AWS network, maintaining security and efficiency.

* Interface Endpoint:

* Interface Endpoints allow you to privately connect your VPC to supported AWS services. They use AWS PrivateLink to route
traffic directly to services within the AWS network, bypassing the public internet.

* Steps:

* Create an interface endpoint for the required service in the AWS VPC console.

* Ensure the security groups and route tables are configured to allow traffic to the interface endpoint.

* VPC Peering:

* VPC Peering allows the routing of traffic between VPCs using private [P addresses, without the need for internet gateways, NAT
devices, or VPN connections.

* Steps:

* Create a VPC peering connection between the VPCs.

* Update the route tables to direct traffic between the peered VPCs.

* Ensure security group rules allow the necessary traffic between VPCs.

AWS VPC Peering Documentation

AWS Interface Endpoint Documentation

Nutanix Cloud Clusters on AWS Admmnistration Guide

NEW QUESTION # 140

An administrator planned to create a new NC2 cluster and chose the existing AWS VPC infrastructure in the workflow. The
admmistrator need two private subnets to complete the configuration.

What are these two private subnets used for..

A. For Prism Element and Prism Central management
B. For user VMs and cluster management

C. For private NAT and Elastic IP management

D. For DNS and NTP management

Answer: B

Explanation:

The requirement for two private subnets in the NC2 cluster configuration workflow serves the same purposes:

One subnet is designated for user VM, ensuring user workloads are separated from management operations.

The other subnet is designated for cluster management, maintaining the integrity and security of management processes and internal
communications.

Reference:

Nutanix Clusters on AWS Deployment Guide

Nutanix Cloud Clusters on AWS Administration

NEW QUESTION # 141

An administrator is deploying a Flow networking-based NC2 cluster on AWS. In addition to the subnets required by a standard
network deployment, a Flow-based cluster requires two additional subnets. Which two additional subnets should the administrator
ensure are configured? (Choose two.)

A. Prism Central.

B. Management.

C. Public.

D. Flow Virtual Network.

Answer: B,D

Explanation:

A standard NC2 deployment typically requires a management subnet and a public subnet for basic internet and console access.
However, when moving to aFlow-based deployment(using Flow Virtual Networking), the architecture becomes more complex,
requiringManagementandFlow Virtual Networksubnets specifically tailored for the overlay. TheManagement subnetis used for the
bare-metal hosts and CVMs to communicate with the NC2 portal and Prism Central. TheFlow Virtual Network subnet(often the
Transit VPC subnet) is required to host the distributed gateways that manage encapsulated Geneve traffic. These subnets are



essential for segregating the management traffic from the virtualized workload traffic, ensuring that the software- defined overlay has
a dedicated and secure path through the AWS VPC infrastructure.

NEW QUESTION # 142

An administrator is creating and destroying multiple clusters daily for a test/dev environment. The administrator wants ensure that
every NC2 on AWS cluster deployed will allow full access from the on- premises CVM subnet.

What is most-efficient way to achive this?

¢ A Modify the UVM Network Security Group of each cluster by setting the inbound allow address of the on-premises
subnet.

¢ B. Create a Custom AWS Network Security Group using a key value of tagnutanix:clusters:external and set the inbound
allow address of the on-premises subnet.D/ Create a Custom AWS Network Security Group using a key of taginutanix:
clusters:external:cluster-uuid and set the value of the UUIDfor each deployed cluster. Set the inbound allow address of the
on-premises subnet.

¢ C. Modify the UVM Network Security Group of each cluster by setting the outbound allow address of the on-premises
subnet.

Answer: B

Explanation:

* To ensure that every NC2 on AWS cluster deployed allows full access from the on-premises CVM subnet efficiently, the
admmistrator should create a custom AWS Network Security Group.

* Use a key value oftagnutanix:clusters:externalfor the security group, and set the inbound allow address to the on-premises subnet.
* This approach leverages AWS tags to manage security group rules dynamically and ensures that the necessary access permissions
are applied automatically to all clusters with the specified tag.

* This method reduces the need for manual configuration of each cluster ' s security group, streamlining the process for a test/dev
environment where clusters are frequently created and destroyed.

Refer to the AWS documentation on Network Security Groups and Nutanix documentation on best practices for securing NC2
clusters.

NEW QUESTION # 143
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