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¢ Troubleshooting

FH 1

e Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

FH 3 ADOM settings. These advanced functions help strengthen system reliability and streamline management at

a larger scale.



https://drive.google.com/open?id=1ogIphvup9rEQ0hrsOu-zvlP5fJMPEGus
https://www.exampassdump.com/FCP_FMG_AD-7.6_valid-braindumps.html

o Admunistration: This section of the exam measures the skills of System Administrators and covers the
=X 4 essential features of FortiManager. It includes the mitial configuration process and the setup of
admunistrative domains (ADOM ), ensuring smooth system management.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
=5 on registering devices within ADOMs and handling device configurations. Candidates also learn how to
mstall changes through scripts and diagnose issues using the revision history.

¢ Policy and Objects: This section of the exam measures the skills of System Administrators and evaluates
=X 7 their ability to manage policies and objects within FortiManager. It involves ADOM revisions, workspace
mode, and policy imports and installations, emphasizing consistent policy control across networks.
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EE #58
While attempting to push a NetFlow configuration script through the FortiManager policy package:

an admnistrator encounters an error stating that an object is unrecognized in line 4.

Starting leg (Run on database)

config vdem

edit AGEUSR

[line 4] > config sys interface [parameter(s) invalid. details object unrecognized]

Failed to commit to DB, reason([line 4] > config sys interface [parameter(s) invalid. detail: object unrecognized]

Running script(NetFlow Configuration) on DB failed

What must the administrator do to successfully apply the NetFlow configuration script and avoid the object unrecognized error?

A. Run the script on the device database.

B. Create a normalized interface on the policy layer before running the script.

C. Make sure the user running the script has full access to the VDOM--AGEUSR.
D. Use metadata variables if they use VDOMSs in the script.

HE: A

Y.
Ifyou try to run the script in the policy package DB, you'll get an error using metadata or a normalized interface.
However, if you run it at the Device DB level, the script is successful and makes the changes.

HE#59
Refer to the exhibits.
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An admmnistrator needs to push a FortiToken Mobile to assign it to HR user in the HQ-NGFW-1.
However, when installing the policy package, they receive the following error message:

Copy device global obijects

vdom copy failed:
error -999 -

Copy objects for wvdom root

“firewall policy"™, "1", id=5532, COMMIT FAIL - "invalid value - propluser fortitoken]:
Mobile FortiToken FTKMOB4AYACSCS6D ‘used by user local HR_user could not be found at
device

“user local®, "FTKMOB4AYACSCS6D™, id=5586, COMMIT FAIL - invalid value - prop[user
fortitoken!: Mobile ForriToken FTRMOB4ASACSCS6D used by user local HR_user could neot
ba found at g i

‘Why is the administrator not able to install the FortiToken on the HQ-NGFW-1 firewall?

¢ A. The administrator must use a metadata variable to assign the same FortiToken to multiple users in FortiManager.
¢ B. The admmistrator must use a user local meta field to assign FortiToken.

e C. The administrator must use a valid FortiToken that exists on HQ-NGFW-1.

¢ D. The admnistrator must use per-device mapping to assign the FortiToken to HQ-NGFW-1.

Y. C

ME.

The error occurs because the FortiToken used (FTKMOB4A9ACS5C56D) must already exist and be registered on the FortiGate
device HQ-NGFW-1. FortiManager cannot push or create new FortiTokens on the device; the token must be valid and present on
the FortiGate before it can be assigned to a user.

EHE #60

Company policy dictates that any time a change is made to a policy package on FortiManager an ADOM revision is created before
the change installed, and that revision is held for a mnimum of

90 days.

Over the past three months, each installed change has resulted in several unused policies and duplicate objects.



The FortiManager administrator plans to upgrade the FortiGate devices and then upgrade the FortiManager ADOM from version
7.4107.6.
‘Which action can the administrator take to avoid slow ADOM upgrades?

A. Find unused firmware templates, then delete them before upgrading.

B. Limit ADOM revisions before upgrading.

C. Check and repair the global configuration database before upgrading,

D. Export firewall policies to Excel, delete them on the ADOM. then reimport them after upgrading the ADOM.

HeE: B

Y.

Limiting ADOM revisions reduces the number of stored historical configurations, which helps avoid performance degradation and
slow ADOM upgrades caused by a large volume of revisions.

EE #61
Which is recommended when you are managing a high volume of logs in your network?

A. Enable advanced ADOM mode on FortiManager.

B. Add and manage FortiAnalyzer from FortiManager.

C. Forward logs from FortiAnalyzer to FortiManager daily.
D. Store logs on FortiManager and use FortiView.

2
m

: B

o
Y.

Adding and managing FortiAnalyzer from FortiManager is recommended for handling a high volume of logs, as FortiAnalyzer is
designed specifically for centralized log management, analysis, and reporting, which offloads this workload from FortiManager.

EE #62

The administrator uses FortiManager to push a CLI script using the Remote FortiGate Directly (via CLI) option to configure an
IPsec VPN. However, when running the script, the admistrator receives the following error:

config vpn ipsec phase2-interface [parameter(s) invalid. detail: object mismatch] What must the administrator do to resolve the script
error and successfully apply the [Psec configuration?

A. Add the end command after finishing the IPsec phase 1-interface configuration block.
B. Add a second config vpn ipsec phase2-interface block without linking it to phasel.
C. Run the script using the policy package or ADOM database method.

D. Use IPsec templates to deploy provisioning templates.

Y. C
yw,
Running the script through the policy package or ADOM database method allows FortiManager to properly interpret object

relationships and dependencies in the IPsec configuration, preventing object mismatch errors when pushing complex VPN settings
directly via CLL
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