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B #27
Content filtering supports which two of the following protocols? (Choose two.)

A. SNMP
B. HTTP
C. SMTP
D. TFTP

Eﬁ: B\ C

iR

Content filtering on SRX devices inspects and controls specific file types transferred across certain application protocols:
* SMTP (Option A):Supported. Content filtering can block specific file attachments in emails.

* HTTP (Option D):Supported. Content filtering can block downloads of specific file types over web traffic.

* SNMP (Option B):Not supported; SNMP is a management protocol, not a content delivery protocol.

* TFTP (Option C):Not supported by content filtering.

Correct Protocols:SMTP and HTTP

Reference:Juniper Networks -Content Security and Filtering Supported Protocols, Junos OS Security Fundamentals.

HM #28
Which two statements are correct about unified security policies on SRX Series Firewalls? (Choose two.)

A. Unified security policies can be zone-based or global.

B. Unified security policies with multiple matches use the most restrictive match.

C. Unified security policies use the application identification (AppID) engine.

D. Unified security policies match applications before processing policy statements.

Ef: A. C

R :

Unified security policies integratetraditional zone-based policieswithapplication-based policies. Their characteristics include:

* Zone-based or global (Option B):Unified policies can be applied as either zone-specific or global policies.

* ApplD engine (Option C):They leverage the AppID engine for application identification, enabling fine-grained control at the
application layer.

* Policy matching (Option A):Policies are evaluated sequentially like standard security policies; applications are not matched before
policy processing,

* Multiple matches (Option D):If multiple policies could match, the first match applies (sequential order), not the "most restrictive."
Correct Statements:B and C Reference:Juniper Networks -Unified Security Policies and AppSecure Integration, Junos OS Security
Fundamentals.

ER#29
Which two characteristics of destination NAT and static NAT are correct? (Choose two.)

A. Destination NAT supports port forwarding.

B. Static NAT uses Port Address Translation.

C. Static NAT automatically creates a matching rule for the opposite direction.

D. Destination NAT requires address range sizes that match the devices being translated.

EM: AL C

AR

* Static NAT:Provides a one-to-one bidirectional mapping between internal and external IP addresses.

When configured, the translation automatically applies in both directions (Option A is correct). It does not use Port Address
Translation (Option C is incorrect).

* Destination NAT:Allows external clients to access internal resources by translating the destination address. It supportsport
forwardingso specific services (e.g., HTTP on port 80) can be forwarded to an internal host (Option D is correct). It does not
require equal-sized address ranges (Option B is incorrect).

Correct Characteristics:Static NAT is bidirectional, and Destination NAT supports port forwarding,

Reference:Juniper Networks -NAT Types and Characteristics, Junos OS Security Fundamentals.



H #30
Your manager asks you to verify when your antivirus definitions were last updated on your SRX Series Firewall.
‘Which operational mode command allows you to see this information?

o A show security web filtering status

¢ B. show security utm content-filtering statistics
¢ (. show security utm anti-virus status

¢ D. show security utm anti-spam status

Ef#: C

TR

The antivirus feature on SRX relies on signature definition files that must be regularly updated. To check the status of these updates,
the correct operational command is:

* show security utm anti-virus status(Option D). This displays details such as:

* Antivirus engine status

* Last update time of virus definitions

* Version of the signature database

Other options:

* Content-filtering statistics (Option A) shows counters for file-type filtering, not antivirus updates.

* Anti-spam status (Option B) shows spam filtering engine connectivity.

* Web filtering status (Option C) shows SBL/web filter server connection details.

Correct Command:show security utm anti-virus status

Reference:Juniper Networks -UTM Antivirus Commands and Monitoring, Junos OS Security Fundamentals.

ZH #31

When does screening occur in the flow module?

e A after session lookup
¢ B. before session lookup
¢ C. during policy lookup
e D. during route lookup

IEf#: B

fiR .-

In Juniper SRX flow-based packet processing, theflow moduleis responsible for security fimctions such as screening, session
management, NAT, and policy enforcement. The processing order is critical:

* Screens are applied before any session lookup. This ensures that packets are inspected for anomalies, floods, or protocol
violations before consuming resources for session management. Examples of these screens include TCP SYN flood protection,
ICMP flood protection, and port scanning protection.

* After screening, thesession lookupoccurs. At this point, the firewall checks whether the packet belongs to an existing session in the
session table. Ifa matching session is found, the packet bypasses policy evaluation and is forwarded according to the session state.
* Ifno existing session is found, the packet continues throughroute lookup, NAT processing, and security policy evaluationbefore a
new session is created.

Thus,screening occurs before the session lookup, protecting the system early in the flow process. This design ensures efficiency by
dropping malicious or malformed traffic before allocating session resources.

Reference:Juniper Networks -SRX Series Services Gateways Security Processing (Flow Module Sequence), Junos OS Security
Fundamentals, Official Course Guide.
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