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Microsoft GH-100 Exam Syllabus Topics:

Topic Details

Topic 1

Describe how GitHub is deployed, distributed, and licensed: This section of the exam measures skills of
GitHub Enterprise Administrators and highlights the deployment models of GitHub Enterprise Server,
Enterprise Cloud, and GitHub AE. It covers licensing structures, billing for seat licenses and metered
services, support options, and monitoring license usage across users and machine accounts.
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Topic 2

Manage user identities and GitHub authentication: This section of the exam measures skills of DevOps
Engineers and focuses on managing authentication and identity across organizations using SAML SSO,
SCIM, and team synchronization. Candidates need to understand identity providers, user membership
implications, authorization models, and enforcing security measures such as two-factor authentication.

Topic 3

Support GitHub Enterprise for users and key stakeholders: This section of the exam measures skills of
GitHub Enterprise Administrators and covers supporting users, identifying issues that can be resolved
internally versus those needing GitHub Support, and generating support bundles and diagnostics. It also
involves recognizing underutilized features, managing workflows like branching and pull requests,
understanding CI
CD strategies, recommending tooling, and extending capabilities through APIs or Marketplace apps.

Topic 4

Manage access and permissions based on membership: This section of the exam measures skills of
DevOps Engineers and reviews how to manage organizations, teams, and repository permissions. It
includes default permission settings, team synchronization through AD, scripting across multiple
organizations, and aligning enterprise policies with trust requirements. It also contrasts roles such as
organization members, owners, collaborators, and billing managers.

Microsoft GitHub Administration Sample Questions (Q42-Q47):
NEW QUESTION # 42 
What is a key characteristic of GitHub Enterprise Server (GHES) compared to GitHub Enterprise Cloud (GHEC)?

A. GHES allows enterprises to have complete control over their hosting environment, including data storage and network
security policies.
B. GHEC offers data residency options in regions that GHES does not support.
C. GHES is hosted by GitHub and offers automatic scaling, while GHEC requires self-hosting.
D. GHES users cannot integrate with external identity providers for authentication.

Answer: A

Explanation:
GitHub Enterprise Server is a self-hosted product you install and manage on your own infrastructure - giving you full control over
data storage, network security policies, and the underlying environment.

NEW QUESTION # 43 
Why would a GitHub App be favored over a machine account for automation tasks?

A. Machine accounts are easier to audit than GitHub Apps.
B. GitHub Apps provide a higher rate limit ceiling than using a personal access token on a machine account, when they use an
install token and are owned by a GitHub Enterprise Cloud licensed enterprise.
C. GitHub Apps are limited to a single repository.
D. Machine accounts are required for webhook delivery.

Answer: B

Explanation:
GitHub Apps authenticate with short-lived installation tokens scoped to fine-grained permissions and, when owned by a GitHub
Enterprise Cloud organization, enjoy a higher rate limit (15,000 requests/hour) compared to a machine account's personal access
token.

NEW QUESTION # 44 
You are managing a repository in your organization's GitHub account. A team member asks you to confirm who has access to the
repository and their permission levels. Which tool should you use to review and manage repository access?

A. GitHub Pages Settings.



B. Repository Settings > Manage Access.
C. GitHub Actions Logs.
D. Branch Protection Rules.

Answer: B

Explanation:
Use theRepositorySettingsManageAccess page to view all users and teams with access and their assigned permission levels.

NEW QUESTION # 45 
You want to ensure a secret is automatically available to only workflows in internal and private repositories in the organization.
Where do you configure the required access policy?

A. Actions policies
B. Runner groups
C. Rulesets
D. Organization secret

Answer: D

Explanation:
You set the access policy on the Organization Secret itself - configuring its visibility so it's scoped automatically to only internal and
private repositories.

NEW QUESTION # 46 
You have subscribed to GitHub Premium Support, and you need to submit a support ticket. GitHub Premium Support can help you
with:

A. installing GitHub Enterprise Server.
B. integrating with third-party applications.
C. setting up hardware.
D. writing scripts.

Answer: A

Explanation:
GitHub Premium Support includes assistance with installing and using GitHub Enterprise Server, ensuring your deployment is
configured correctly and any installation issues are resolved.

NEW QUESTION # 47
......
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