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FH 270
e Portal Services: This section of the exam measures the skills of a Portal Administrator and covers the
FH 1 configuration and management of self-service portals for guest and local user access.

¢ Two-Factor Authentication: This section of the exam measures the skills of a Security Engineer and covers
=R 2 the implementation and configuration of two-factor authentication using FortiTokens and other verification
methods.

¢ Managing Users and Troubleshooting Authentication: This section of the exam measures the skills of a
=x 3 Technical Support Specialist and covers advanced user management techniques and methods for
diagnosing and resolving authentication issues.

¢ Admnistrative Users and High Availability: This section of the exam measures the skills of a System
=X 4 Engineer and covers the management of administrative user accounts and the implementation of high
availability configurations to ensure system reliability and redundancy.

=% 5 e 802.1X Authentication

¢ Certificate Management: This section of the exam measures the skills of a Certificate Manager and covers
=M e the administration of digital certificates, including issuance, renewal, and revocation processes.

o FSSO Process and Methods: This section of the exam measures the skills of a Network Architect and
=7 covers the Fortinet Single Sign-On (FSSO) framework, including its processes and various deployment
methods.

¢ OAuth and SAML:This section of the exam measures the skills of an Identity and Access Management
=x 8 (IAM) Specialist and covers the implementation of O Auth services and SAML-based single sign-on

configurations.
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EAE2#34
Which three of the following can be used as SSO sources? (Choose three.)

A. FortiGate

B. FortiClient SSO Mobility Agent

C. RADIUS accounting

D. FortiAuthenticator in SAML SP role
E. SSH sessions

e AB,C

Y.

RADIUS accounting can be used by FortiAuthenticator to obtain user identity and session details for SSO.
FortiClient SSO Mobility Agent reports user login events to FortiAuthenticator for SSO.

FortiGate can act as an SSO source by sending user authentication information to FortiAuthenticator.

HEE #35
In a PKI infrastructure, what is the purpose of the root certificate?

e A ltis the certificate of the end user in a communication

e B. It is used for encrypting sensitive user data

e C. It is a backup certificate for emergency situations

e D. It is the highest-level certificate that signs other certificates

HE: D

EE #36
What is the primary benefit of single sign-on (SSO) in a network environment?

¢ A Faster internet speeds

¢ B. Minimizing the need for strong passwords

e C. Allowing users to access multiple resources with a single authentication
¢ D. Reducing the number of users

HE: C

HE#37

FortiAuthenticator has several roles that involve digital certificates.

Which role allows FortiAuthenticator to receive the signed certificate signing requests (CSRs) and send certificate revocation lists
(CRLs)?

o A. OCSP server
e B. EAP server
o (. SCEP server
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e D. Remote LDAP server

¥e: C

EE #38
In FortiAuthenticator, what is the purpose of a captive portal?

A. To restrict user access to specific websites

B. To capture and authenticate user credentials before granting access to the network
C. To manage hardware resources in the network

D. To encrypt all network traffic for security
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