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F5 F5CAB3 Exam Syllabus Topics:

Topic Details

Topic 1
Apply procedural concepts required to modify and manage virtual servers: This domain covers managing
virtual servers including applying persistence, encryption, and protocol profiles, identifying iApp objects,
reporting iRules, and showing pool configurations.

Topic 2
Apply procedural concepts required to modify and manage pools: This domain addresses managing server
pools including health monitors, load balancing methods, priority groups, and service port configurations.
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While attempting the exam, take heed of the clock ticking, so that you manage the F5 F5CAB3 Questions in a time-efficient way.
Even if you are completely sure of the correct answer to a question, first eliminate the incorrect ones, so that you may prevent
blunders due to human error.

F5 BIG-IP Administration Data Plane Configuration Sample Questions (Q24-
Q29):
NEW QUESTION # 24 
The BIG-IP Administrator has to provide encrypted communication between the users and the virtual server they access. Multiple
hostnames are configured in DNS with the same IP address. Which profile type and setting in the profile should be used? (Choose
one answer)

A. Server SSL, Client Name
B. Client SSL, Client Name
C. Client SSL, Server Name
D. Server SSL, Server Name

Answer: C

Explanation:
To provide encrypted communication between users and a virtual server, the BIG-IP system acts as a transparent SSL/TLS proxy.
The administrative configuration required for this is a Client SSL profile.
When multiple hostnames (FQDNs) are associated with a single IP address, the system must determine which SSL certificate to
present to the client during the initial TLS handshake. This is achieved using an extension of the TLS protocol called Server Name
Indication (SNI).
The configuration logic is as follows:
* Profile Type: The Client SSL profile is responsible for terminating the SSL connection from the client (the user) to the BIG-IP
system.
* The Setting: Within the Client SSL profile (under the "Advanced" view), there is a field specifically called Server Name. By
entering the specific hostname (e.g., www.example.com) in this field, the BIG- IP system can match the hostname requested by the
client in the ClientHello message to the correct profile.
* Implementation: The administrator typically creates multiple Client SSL profiles-one for each hostname-and assigns them all to the
same virtual server. One of these profiles must be designated as the Default SSL Profile for SNI to handle requests where the client
does not provide a hostname or provides one that does not match any specific profile.
By using the Client SSL profile and the Server Name setting, the BIG-IP system ensures that each user receives the correct
certificate for the specific site they are trying to reach, even though all sites share a single virtual server IP.

NEW QUESTION # 25 
A Standard Virtual Server for a web application is configured with SNAT Automap. The original client IP must be known by
backend servers.
What should the BIG-IP Administrator configure?

A. SNAT pool using client IP
B. Performance (HTTP) Virtual Server
C. HTTP Transparent profile
D. HTTP profile with X-Forwarded-For

Answer: D

Explanation:
X-Forwarded-For inserts the original client IP into HTTP headers while SNAT is enabled.
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NEW QUESTION # 26 
Which persistence profile would be the most appropriate to ensure an HTTP web request connects to the same pool member?
(Choose one answer)

A. Cookie persistence
B. SSL persistence
C. Destination address
D. Hash persistence

Answer: A

Explanation:
For HTTP-based applications, cookie persistence is the most appropriate and commonly recommended persistence method.
According to the BIG-IP Administration: Data Plane Configuration documentation:
Cookie persistence inserts or uses an HTTP cookie to maintain session affinity.
It operates at Layer 7 (HTTP) and is application-aware.
It allows persistence to be maintained even when multiple clients are behind a NAT device.
Why the other options are incorrect:
A . Destination address
Destination address persistence is generally used for inbound traffic patterns such as firewall or proxy scenarios.
B . Hash persistence
Hash persistence is less granular and not HTTP-specific.
C . SSL persistence
SSL persistence is typically used when SSL session IDs are reused and is less reliable than cookies for HTTP applications.
Correct Resolution:
Using cookie persistence ensures that HTTP web requests are consistently directed to the same pool member.

NEW QUESTION # 27 
A BIG-IP Administrator adds new pool members into a highly utilized pool. Users report application failures.
Which pool-level setting should be checked?

A. Allow SNAT
B. Availability Requirement
C. Slow Ramp Time
D. Action On Service Down

Answer: C

Explanation:
Slow Ramp Time prevents new pool members from receiving full traffic immediately, avoiding overload.

NEW QUESTION # 28 
Which Virtual Server type prevents the use of a default pool?

A. Performance (HTTP)
B. Performance (Layer 4)
C. Standard
D. Forwarding (IP)

Answer: D

Explanation:
Forwarding (IP) virtual servers operate at Layer 3 and forward traffic based on routing, not pools.

NEW QUESTION # 29
......
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