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FS BIG-IP Administration Support and Troubleshooting Sample Questions
(Q20-Q25):

NEW QUESTION # 20

A BIG-IP Admnistrator receives reports fromusers that SSL connections to the BIG-IP device are failing. Upon checking the log
files, the administrator notices: SSL transaction (TPS) rate limit reached. stats show a maximum of 1200 client-side SSL TPS and
800 server-side SSL TPS. What is the minimum SSL license limit required to handle this peak?

A0
B. 1
C.2
D.3

Answer: D

Explanation:

Troubleshooting failed SSL handshakes involves interpreting the resource limits defined by the system's license8888. The log
message SSL transaction (TPS) rate limit reached indicates the BIG-IP is dropping SSL connections because it has exceeded its
licensed "Transactions Per Second" capacity. When analyzing stats to determine the correct license level, the administrator must
focus on "Client-side" SSL TPS. This represents the mitial encrypted handshakes between users and the BIG-IP virtual servers91.
In this scenario, the peak client-side demand is 1200 TPS. While the 800 server-side transactions represent re-encryption toward
the backend, F5's primary SSL TPS license limits typically apply to the client-facing side of the traffic flow. Therefore, to resolve the
mtermittent connectivity issues and ensure the virtual server works reliably during peaks, the license must be upgraded to at least
1200 TPS949596969696. 9798Confirming this peak via statistics and comparing it to the current license is a standard
troubleshooting step for SSL performance issues.

NEW QUESTION # 21

A BIG-IP Administrator creates a new Virtual Server. The end user is unable to access the page. During troubleshooting, the
administrator learns that the connection between the BIG-IP system and server is NOT set up correctly. What should the
administrator do to solve this issue?

A. Set Address Translation to SNAT and configure a specific translation address

B. Disable Address Translation

C. Set Address Translation to Auto Map, configure a SNAT pool, and have pool members in the same subnet of the servers
D. Set Address Translation to SNAT and have self-IP configured in the same subnet of servers

Answer: A

Explanation:

When a virtual server is not working as expected despite the pool members being marked "UP" (Green), the issue is frequently a
return-path routing failure. If the BIG-IP forwards a request with the original client's source IP address, the backend server will try
to respond directly to that client. If the server does not have its default gateway pointed back to the BIG-IP, the response packet
will be routed elsewhere (or dropped), resulting in a connection timeout for the user. To resolve this, the administrator must configure
"Source Address Translation" (SNAT). By setting SNAT to "Automap" or a specific SNAT address, the BIG-IP replaces the
client's IP with its own internal sel-IP. The backend server then sees the BIG-IP as the source and sends the response back to it
locally. This troubleshooting step ensures a fimctional, symimetric trl8affic flow. Identifying the need for SNAT is one of the most
common troubleshooting tasks for new virtual server deployments where the BIG-IP is not the default gateway for the backend
Servers.

NEW QUESTION # 22
A BIG-IP Admnistrator needs to view the CPU utilization of a particular Virtual Server. Which section of the Configuration Utility
should the admmistrator use for this purpose?

e A Statistics > Module Statistics > Traffic Summary
e B. Statistics > Module Statistics > Local Traffic > Virtual Servers
e (. Statistics > Analytics > Process CPU Utilization



e D). Statistics > Module Statistics > Local Traffic > Virtual Addresses
Answer: B

Explanation:

‘When a BIG-IP system experiences high overall CPU usage, troubleshooting requires identifying which specific application or
service is the primary consumer of resources. While the systemrwide performance graphs provide a global view, the granular data
necessary to isolate a "top talker" is found in the "Local Traffic" statistics. Navigating to Statistics > Module Statistics > Local Traffic
> Virtual Servers allows the administrator to see specific metrics for each configured virtual server, including the number of packets
processed, current connections, and critical CPU cycles consumed. This is essential for troubleshooting performance issues where
an inefficient iRule, high SSL handshake volume, or complex L7 profiles (like Compression or ASM) might be overtaxing the Traffic
Management Microkernel (TMM) for one specific application. By reviewing these basic stats, an administrator can determine if a
performance bottle-neck is a system-wide hlardware issue or if it is isolated to a single virtual server, enabling targeted remediation
such as optimizing iRule logic or moving the high-load virtual server to a dedicated device.

NEW QUESTION # 23
Refer to the exhibit.
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The image shows the status of a virtual server named application vs in the BIG-IP Configuration Utility.
What is the cause of the status shown? (Choose two answers)

¢ A. Pool member(s) forced offline

¢ B. Pool member(s) administratively disabled
¢ (. Node(s) administratively disabled

¢ D. Virtual Server administratively disabled

Answer: B,C

Explanation:

The exhibit shows the virtual server application vs with a status indicating it is offline but enabled. In BIG-IP terminology, this status
means the virtual server itself is administratively enabled, but it is unable to pass traffic because no usable pool members are
available.

Two common and documented causes for this condition are:

Pool member(s) administratively disabled (Option A):

When all pool members are administratively disabled, BIG-IP removes them from load-balancing decisions. Even though the virtual
server remains enabled, it has no available pool members to send traffic to, resulting in an offline status.



Node(s) administratively disabled (Option C):

Pool members inherit the status of their parent nodes. If a node is administratively disabled, all associated pool members are also
marked unavailable. This condition causes the virtual server to show as offline, even though the virtual server configuration itself'is
correct.

The other options are incorrect:

Forced offline pool members (Option B) result in a different operational intent and are explicitly set for maintenance scenarios.
Virtual server administratively disabled (Option D) would show the virtual server as disabled, not enabled/offline.

This behavior is consistent with BIG-IP traffic management logic and is commonly verified by reviewing pool and node availability
states when diagnosing virtual server availability issues.

NEW QUESTION # 24
Refer to the exhibit.
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A BIG-IP Admmnistrator needs to deploy an application on the BIG-IP system to perform SSL offload and re-encrypt the traffic to
pool members. During testing, users are unable to connect to the application.
What must the BIG-IP Administrator do to resolve the issue? (Choose one answer)

A. Remove the configured SSL Profile (Client)

B. Enable Forward Proxy in the SSL Profile (Client)

C. Configure an SSL Profile (Server)

D. Configure Protocol Profile (Server) as splitsession-default-tcp

Answer: C

Explanation:

To successfully perform SSL offload and re-encryption on a BIG-IP system, the virtual server must be configured with both a Client
SSL profile and a Server SSL profile. The Client SSL profile enables BIG-IP to decrypt nbound HTTPS traffic from clients, while
the Server SSL profile is required to re-encrypt traffic before forwarding it to the pool members.

From the exhibit, the virtual server has a Client SSL profile configured, which allows BIG-IP to accept HTTPS connections from
clients. However, there is no Server SSL profile attached, meaning BIG-IP attempts to send unencrypted HTTP traffic to pool
members listening on HTTPS (port 443). This protocol mismatch causes the server-side SSL handshake to fail, resulting in users
being unable to connect to the application.

This behavior is well documented in BIG-IP SSL troubleshooting guides: when backend servers expect HTTPS, a Server SSL
profile is mandatory to establish a secure connection from BIG-IP to the pool members.

The other options are incorrect:

Removing the Client SSL profile (Option A) would break client-side HTTPS.



The server-side TCP profile (Option B) is unrelated to SSL encryption.
Forward Proxy (Option C) is only used for outbound SSL inspection scenarios.
Therefore, configuring an SSL Profile (Server) is the correct and required solution.

NEW QUESTION # 25
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