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GIAC Cyber Incident Leader GCIL Sample Questions (Q51-Q56):

NEW QUESTION # 51
Which improvements can help an organization enhance its incident response process?
(Select two.)
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Response:

A. Regularly updating incident response plans based on threat intelligence
B. Assigning incident response tasks randomly to different employees

C. Creating well-defined escalation procedures

D. Waiting until an incident occurs before reviewing response protocols

Answer: A,C

NEW QUESTION # 52

What are best practices to prevent ransomware attacks?
(Select two.)

Response:

A. Regularly updating software and security patches

B. Paying the ransom immediately to recover data

C. Avoiding security awareness training for employees

D. Implementing robust backup and disaster recovery solutions

Answer: A,D

NEW QUESTION # 53
Which of the following best describes a ransomware attack?
Response:

A. An attack that only impacts cloud-based services

B. A phishing attack that tricks users into resetting their credentials

C. An attack that locks or encrypts a victini's files and demands payment for decryption
D. A cyberattack that passively observes a target's network activity

Answer: C

NEW QUESTION # 54
What is a common indicator of a credential stuffing attack?
Response:

A. An increase in database read requests

B. High CPU usage on cloud servers

C. Multiple failed login attempts froma single [P address
D. A sudden spike in DNS queries

Answer: C

NEW QUESTION # 55

Which security measures can reduce the risk of unpatched vulnerabilities?
(Select two.)

Response:

A. Delaying security patches until a cyberattack occurs

B. Implementing compensating controls such as firewalls and endpoint protection
C. Disabling security alerts to avoid distractions

D. Enforcing a strict patch management policy

Answer: B,D



NEW QUESTION # 56
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