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Amazon CLF-C02 Exam Syllabus Topics:

Topic Details

Topic 1
Billing, Pricing, and Support: This section contrasts pricing methods and budgeting resources management.
It also tests understanding of billing methods, identifying support options, and technical resources.

Topic 2
Cloud Technology and Services: Describe ways to access AWS services in AWS Cloud and explore
connectivity options. It deals with defining the global infrastructure of AWS, computing services, and
network services.

Topic 3
Cloud Concepts: This section involves knowledge of value proposition and exploring design rules of AWS.
It covers the advantages of techniques for moving over to AWS cloud and developing a good
understanding of cloud economics.

Topic 4
Security and Compliance: This section involves understanding the shared responsibility framework of AWS
in addition to compliance and governance. It also involves exploring the management capabilities of AWS
by exploring its security capabilities.
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Amazon AWS Certified Cloud Practitioner Sample Questions (Q668-Q673):
NEW QUESTION # 668 
A user wants to identify any security group that is allowing unrestricted incoming SSH traffic.
Which AWS service can be used to accomplish this goal?

A. Amazon Cognito
B. Amazon Macie
C. AWS Shield
D. AWS Trusted Advisor

Answer: D

Explanation:
The correct answer to the question is D because AWS Trusted Advisor is an AWS service that can be used to accomplish the goal
of identifying any security group that is allowing unrestricted incoming SSH traffic.
AWS Trusted Advisor is a service that provides customers with recommendations that help them follow AWS best practices.
Trusted Advisor evaluates the customer's AWS environment and identifies ways to optimize their AWS infrastructure, improve
security and performance, reduce costs, and monitor service quotas. One of the checks that Trusted Advisor performs is the
Security Groups - Specific Ports Unrestricted check, which flags security groups that allow unrestricted access to specific ports,
such as port 22 for SSH. Customers can use this check to review and modify their security group rules to restrict SSH access to
only authorized sources. Reference: Security Groups - Specific Ports Unrestricted

NEW QUESTION # 669 
Which AWS service or resource provides answers to the most frequently asked security-related questions that AWS receives from
its users'?

A. AWS Chatbot
B. AWS Knowledge Center
C. AWS Artifact
D. Amazon Connect

Answer: C

Explanation:
AWS Artifact is your go-to, central resource for compliance-related information that matters to you. It provides on-demand access
to AWS's security and compliance reports and select online agreements. Reports available in AWS Artifact include our Service
Organization Control (SOC) reports, Payment Card Industry (PCI) attestation of compliance, and certifications from accreditation
bodies across geographies and compliance verticals that validate the implementation and operating effectiveness of AWS security
controls.
Agreements available in AWS Artifact include the Business Associate Addendum (BAA) and the Nondisclosure Agreement (NDA).
AWS Artifact helps you answer the most frequently asked security and compliance questions that AWS receives from its users.
References: Compliance FAQ, Compliance Solutions Guide

NEW QUESTION # 670 
Which of the following is a fully managed MySQL-compatible database?

A. Amazon Aurora
B. Amazon S3
C. Amazon Redshift
D. Amazon DynamoDB

Answer: A

Explanation:
Amazon Aurora is a fully managed MySQL-compatible database that combines the performance and availability of traditional
enterprise databases with the simplicity and cost-effectiveness of open-source databases. Amazon Aurora is part of the Amazon
Relational Database Service (Amazon RDS) family, which means it inherits the benefits of a fully managed service, such as
automated backups, patches, scaling, monitoring, and security. Amazon Aurora also offers up to five times the throughput of



standard MySQL, as well as high availability, durability, and fault tolerance with up to 15 read replicas, cross-Region replication,
and self-healing storage. Amazon Aurora is compatible with the latest versions of MySQL, as well as PostgreSQL, and supports
various features and integrations that enhance its functionality and usability123 Amazon Aurora, Amazon RDS, AWS - Amazon
Aurora Overview

NEW QUESTION # 671 
A company uses Amazon Aurora as its database service. The company wants to encrypt its databases and database backups.
Which party manages the encryption of the database clusters and database snapshots, according to the AWS shared responsibility
model?

A. AWS Marketplace partners
B. Third-party partners
C. AWS
D. The company

Answer: C

Explanation:
Explanation
AWS manages the encryption of the database clusters and database snapshots for Amazon Aurora, as well as the encryption keys.
This is part of the AWS shared responsibility model, where AWS is responsible for the security of the cloud, and the customer is
responsible for the security in the cloud. Encryption is one of the security features that AWS provides to protect the data at rest and
in transit. For more information, see Amazon Aurora FAQs and AWS Shared Responsibility Model.

NEW QUESTION # 672 
Which AWS service uses AWS Compute Optimizer to provide sizing recommendations based on workload metrics?

A. Amazon Lightsail
B. Amazon EC2
C. Amazon RDS
D. AWS Step Functions

Answer: B

Explanation:
Explanation
Amazon EC2 is a web service that provides secure, resizable compute capacity in the cloud. It allows you to launch virtual servers,
called instances, with different configurations of CPU, memory, storage, and networking resources. AWS Compute Optimizer
analyzes the specifications and utilization metrics of your Amazon EC2 instances and generates recommendations for optimal
instance types that can reduce costs and improve performance. You can view the recommendations on the AWS Compute
Optimizer console or the Amazon EC2 console12.
Amazon RDS, Amazon Lightsail, and AWS Step Functions are not supported by AWS Compute Optimizer.
Amazon RDS is a managed relational database service that lets you set up, operate, and scale a relational database in the cloud.
Amazon Lightsail is an easy-to-use cloud platform that offers everything you need to build an application or website, plus a cost-
effective, monthly plan. AWS Step Functions lets you coordinate multiple AWS services into serverless workflows so you can build
and update apps quickly3 .

NEW QUESTION # 673
......
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