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HH #30
A technician needs to download and install a new web browser on a desktop. Which attribute should be used to verify the installer's
authenticity?

A. Name
B. Size
C. Hash
D. Date

Ef#: C

TR

Hash values(like SHA256) are published by vendors to verify file integrity. A match confirns the file hasn't been tampered with.
FromTravis Everett - CompTIA A+ All-in-One Exam Guide:

"Use hash values to ensure downloaded software matches the vendor's published version and hasn't been modified."

HM #31

A technician is attempting to join a workstation to a domain but is receiving an error message stating the domain cannot be found.
However, the technician is able to ping the server and access the internet. Given the following information:

* [P Address - 192.168.1.210

* Subnet Mask - 255.255.255.0

* Gateway - 192.168.1.1

* DNSI - 8.8.8.8

*DNS2-1.1.1.1

* Server - 192.168.1.10

Which of'the following should the technician do to fix the issue?

e A. Update the default gateway.
¢ B. Assign a static [P address.
¢ C. Configure a subnet mask.
e D. Change the DNS settings.

Ef#: D

fiR .-

Comprehensive and Detailed Explanation From Exact Extract:

The issue described-"domain cannot be found" despite the ability to ping the server and access the internet-indicates aDN'S
resolution problem, not a network connectivity issue. The workstation is currently usingpublic DN'S servers (8.8.8.8 and
1.1.1.1)whichcannot resolve internal domain names, such as the ones used in Active Directory environments. To resolve this, the
technician needs tochange the DNS settings to point to the internal DNS server, which in most domain setups is thedomain controller
itself (likely 192.168.1.10 in this case).

Here's the breakdown of the incorrect options:

* B. Assign a static IP address: The IP is already assigned and functioning; the device can ping and reach the network and internet.
* C. Configure a subnet mask: The subnet mask is appropriate for the network range (Class C /24).

* D. Update the default gateway: The gateway is valid and allows internet access; this is not the issue.

CompTIA A+ 220-1102 Core 2 Objective Reference:

Objective 1.8 - Given a scenario, use features and tools of the operating system

Under this objective, candidates must know how to troubleshoot OS-based network configurations, including proper DNS settings
in domain environments.

HR #32
After completing malware removal steps, what is the next step the technician should take?

A. Review system logs

B. Reimage the computer

C. Educate the end user

D. Perform a secondary antivirus scan



IEf: C

R :

Comprehensive and Detailed Explanation From Exact Extract:

End-user education is crucial after malware removal to prevent recurrence. Teaching safe browsing habits and security awareness
conpletes the remediation cycle.

Mark Soper - Mike Meyers' Lab Manualstates:

"Educating the user after malware remediation is part of the CompTIA malware response methodology. This includes training on
phishing and safe practices."

HM #33
A client reports that their browser's home page changed. Every time they run an internet search, the results are returned from
unfamiliar websites. Which of the following actions should a technician take first to resolve the issue? (Select two)

A. Clear the browsing history

B. Uninstall malicious extensions
C. Reset browser startup page

D. Run operating system updates
E. Check the system date and time
F. Restart the user's machine

Ef#: B. C

fEEHL:

Comprehensive and Detailed Explanation From Exact Extract:

The symptoms suggest abrowser hijacker. Thefirst stepsshould be toremove any malicious extensionsandreset the startup pageto
restore normal behavior.

FromAll-in-One Exam Guide:

"Browser hijackers often install as extensions and change homepage settings. Removing these extensions and resetting the startup
configuration typically resolves the issue."

B #34
A user recently nstalled an application that accesses a database froma local server. When launching the application, it does not
populate any information. Which of the following command-line tools is the best to troubleshoot the issue?

A. nslookup
B. curl
C. netstat

D. ipconfig
IEf#: B
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Comprehensive and Detailed Explanation From Exact Extract:

The scenario involves an application that should retrieve data froma local database server but is failing to do so. This likely indicates
a problem in communication between the application and the database server (such as a network issue, port misconfiguration, or
service unavailability). The correct troubleshooting approach nvolves testing the network/service connectivity between the client and
the database.

Let's examine the options:

* A. ipconfigThis command displays IP configuration details for Windows systens, such as [P address, subnet mask, and default
gateway. While useful for diagnosing general networkissues, it does not test service connectivity or the availability of a specific
application port/service.

* B. nslookup:Used to query DNS servers to resolve domain names to IP addresses. However, since the question references a local
server (likely accessed via IP or static hostname), DNS is probably not mvolved. Also, it does not test application/service
availability.

* C. netstat:Displays active TCP connections, listening ports, and routing tables. It helps determine whether the local system is
listening for or maintaining any network connections, but it does not initiate a connection to test availability. It's diagnostic but not
interactive for service testing.

* D. curl'This is the most appropriate tool for this scenario. curl is used to test connectivity to services over protocols like HTTP,



HTTPS, FTP, and more. Ifthe application retrieves data via a web interface or API (common in database-driven applications), curl
can be used to test if the application can successfully reach and retrieve data from the server. It provides immediate, testable
feedback on whether the server and service are available and responsive.

Example usage:

curlhttpz/localhost:8080/apvdata

This command would test whether a local server's application programming interface (API) is available and responding on port
8080.

CompTIA A+ 220-1102 Reference Points:

* Objective 2.4: Given a scenario, use appropriate tools to troubleshoot and support Windows OS issues.

* Objective 3.3: Use appropriate tools to troubleshoot and resolve issues.

* The CompTIA A+ Core 2 study guide references curl as a useful command-line utility for testing connectivity and troubleshooting
application access to services.
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