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HP #25
Which of'the following is a requirement for multi-tenant service providers?

A. Ensure that customers cannot access another entity's cardholder data environment.
B. Ensure that a customer's log files are available to all hosted entities.

C. Provide customers with a shared user ID for access to critical system binaries.

D. Provide customers with access to the hosting provider's system configuration files.

EfE: A

A -

Formulti-tenant service providers,isolation and segmentationare critical. As perRequirement 12.10.3, each customer's environment
nmust besegregated and protectedsuch that no tenant can access another's data or systemns.

* Option A#Correct. This is the foundational control -isolation of customer environments.

* Option B#Incorrect. Exposing system config files is a security risk.

* Option C#lIncorrect. Shared user IDs areexplicitly prohibitedby Requirement 8.2.1.

* Option D#Incorrect. Customers should only access their own logs.

Reference:PCI DSS v4.0.1 - Requirement 12.10.3; Scoping Guidance for Service Providers.
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HH #26
Which of'the following is an example of multi-factor authentication?

A. A token that must be presented twice during the login process.
B. A user fingerprint and a user thumbprint.

C. A user password and a PIN-activated smart card.

D. A user passphrase and an application-level password.

Ef#: C

TR

Requirement 8.4.2defines multi-factor authentication (MFA) asauthentication that requires at least two of the following:
* Something you know (password/PIN)

* Something you have (smart card/token)

* Something you are (biometric)

* Option A#Incorrect. Presenting the same token twice is stillsingle-factor.

* Option B#Incorrect. Two passwords arestill one factor- "something you know".

* Option C#Correct. Password (something you know) + smart card (something you have) =MFA.

* Option D#Incorrect. Fingerprint and thumbprint are bothbiometrics, so one factor.

Reference:PCI DSS v4.0.1 - Requirement 8.4.2 and Glossary definition of MFA.

B #27
Where an entity under assessment is using the customized approach, which of the following steps is the responsibility of the
assessor?

A. Derive testing procedures and document them in Appendix E of the ROC.

B. Perform the targeted risk analysis as per PCI DSS requirement 12.3.2.

C. Document and maintain evidence about each customized control as defined in Appendix E of PCI DSS.
D. Monitor the control.

EM: C
W

Customized Approach Overview

* Appendix E of PCI DSS v4.0 outlines the customized approach, which allows entities to demonstrate their control effectiveness
using methods that differ from the defined approach.

Assessor Responsibilities

* QSAs must document and maintain detailed evidence for each customized control implemented by the entity.

* Evidence must support how the customized control meets the security objectives of the original requirement.

Testing and Validation

* The QSA musst perform validation to confirm the customized control's adequacy and effectiveness and ensure it sufficiently
addresses the requirement's intent.

Documentation

* All findings, testing procedures, and conclusions must be recorded in the Report on Compliance (ROC) Appendix E, providing
traceability and transparency.

HH #28
Which of the following describes "stateful responses' to communication initiated by a trusted network?

A. Logs of user activity on the firewall are correlated to identify and respond to suspicious behavior.

B. A current baseline of application configurations is maintained and any misconfiguration is responded to promptly.
C. Active network connections are tracked so that mnvalid "response" traffic can be identified.

D. Admunistrative access to respond to requests to change the firewall is limited to one individual at a time.

Eff: C
L

Stateful inspection (or stateful packet filtering)tracks the state of active connections and determines which packets are part of a valid
session.Requirement 1.4.2references the use of network security controls (NSCs) withstateful filteringcapability to allow legitimate



trafficonly in response to trusted requests.

* Option A#Incorrect. Firewall admin procedures are not what "stateful" refers to.

* Option B#Correct. "Stateful responses" mean tracking existing connections toblock unauthorised or spoofed responses.
* Option C#Incorrect. That describes configuration management, not stateful filtering,

* Option D#Incorrect. Logging is important but not part of stateful inspection.

H #29
Assigning a unique ID to each person is intended to ensure?

A. Shared accounts are only used by admnistrators.

B. Individual users are accountable for their own actions.

C. Strong passwords are used for each user account.

D. Access is assigned to group accounts based on need-to-know.

Ef#: B

R -

According toRequirement 8.2.1, PCI DSS mandates that all users be assigned aunique IDbefore accessing system components or
cardholder data. This ensuresaccountability, enabling identification of actions taken by each user.

* Option A#Incorrect. Password strength is addressed underRequirenment 8.3, not unique ID.

* Option B#Incorrect. Shared accounts areprohibitedregardless of admin status.

* Option C#Correct. Unique IDs ensure thateach user's actions can be traced.

* Option D#Incorrect. Group accounts are discouraged in favour of individual accountability.

B #30
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