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Linux Foundation Certified Kubernetes Administrator (CKA) Program

Exam 585 CKA A B & (Q52-Q57):

B #52
Score: 7%

Task
Create a new nginx Ingress resource as follows:
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* Name: ping
* Namespace: ing-internal
* Exposing service hi on path /hi using service port 5678

Ef#:

RN -

See the solution below.
Explanation

Solution:

vi ingress.yaml

#

apiVersion: networking k8s.io/v1
kind: Ingress

metadata:

name: ping

namespace: ing-internal
spec:

rules:

- http:

paths:

- path: /hi

pathType: Prefix
backend:

service:

name: hi

port:

number: 5678

#

kubectl create -f ingress.yaml

B #53
You are managing a Kubernetes cluster for a company with multiple teams working on different projects. You want to implement
RBAC to ensure each team has access only to the resources they need.

IEf#:

fi .-

See the solution below with Step by Step Explanation.

Explanation:

Team A (developers) needs to create and manage deployments, pods, and services in the "dev'" namespace.
Team B (ops) needs to manage the cluster's overall health and can access all resources in all namespaces.
Team C (security) needs to audit and monitor all cluster activity but cannot modify any resources.

Create a YAML file to define the roles and role bindings to implement this RBAC setup.

Solution (Step by Step) :

1 . Create the "dev" namespace:

kubectl create namespace dev

2. Define the "dev-team'' role:

3. Create the "dev-team' role binding;

4. Define the "ops-team'' role:

5. Create the "ops-team' role binding;

6. Define the "security-team' role:

7. Create the "security-team' role binding;

8. Apply the YAML file to the cluster: kubectl apply -f rbac-config. yaml

HR #54

Create a pod as follows:



* Name: mongo
* Using Image: mongo
* In a new Kubernetes namespace named: my-website

-
s

B #55
You are deploying a service in Kubernetes that needs to access a database service running in a different namespace. How can you
configure NetworkPolicy to allow communication between these services across namespaces?

Ef#:

A -

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1 . Create a NetworkPolicy in the service's namespace:

- Create a NetworkPolicy in the namespace of the service that needs to access the database.
- Code:

2. Ensure the Database Namespace has the Correct Label: - Ensure that the namespace where the database service is running has
the label 'database: true'. 3. Apply the NetworkPolicy: - Apply the NetworkPolicy using 'kubectl apply -f networkpolicy.yam'.

HM #56
Label a node as app=test and verify

Ef#:

fEEL:
kubectl label node node-name app=test // Verify kubectl get no -show-labels kubectl get no -1 app=test

B #57
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