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Microsoft Security Operations Analyst Sample Questions (Q51-Q56):

NEW QUESTION # 51

Youneed to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation
when specific security alerts are received by Azure Security Center.

How should you conplete the portion of the template that will provision the required Azure resources? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

“resources”: [
{

“type”: “ W /automations”,
Microsoft Automation
Microsoft Logic
Microsoft. Security

“apiVersion”: “2015-01-0l-preview”,
"name”: ™ [parameters(‘name’)]",

“location”: “[parameters(‘location’)]”,;
“properties™: {
“description”: “[format (variables(‘@éséription’), *{0}’', parameters

(*subscriptionId’))]”,
“isEnabled”: true,
“actions”: [
{
“actionType”: “LogaeApp”
“logicAppResourcdld”l "“[resourcelId(‘ITEM2/workflows’, parameters
(‘appName’)) 1",
“uri”: “[listeCallbackURL (resourceld(parameters(‘subscriptionId’'),

- L] r Al
parameters( ‘resourceGroupame” ), W /workflows/triggers’,

Microsoft Automation
Microsoft.Logic
Microsoft. Security

parameters ( ‘appName )y ‘manual’), ‘2019-05-01').value]”™
}
1¢

Answer:

Explanation:
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"rasources”: [
i
“type

oW

| W /automations”,

MiUOSO: Automation
Microsoft Logic | *
ln—aré"’—lms Ty BN\ ricrosoft

“apiVersion”: “2019-01-0l-preview"”, o
“name”: “([parameters(‘name’)]”,
“location”: “[parameters(‘location’)]”,
“properties”: {
“description”: “[format (variables(‘déscription’), ‘{0}', parameters
(‘*subscriptionId’))]*,
“isEnabled”: true,
“actions™: [

{

“actionType": “LegicApp”,

“logichAppResourceld”: “[resourcelId(‘ITEM2/workflows’, parameters
(*appName’)) 1",

“uri”:® “[liscCallbackURL (resourceld(parameters ( ‘subscriptionId’)
parameters ( ‘resourceGroupName’), °* | W /workflows/triggers’,

Microsoft Automation
Microsoft Logic |
Microsoft Security

parameters( ‘appName’), ‘manual’), *2019%-05-01').wvalue]”
}

Refere;me:
https:/docs.microsoft.com/en-us/azure/security-center/quickstart-automation-alert

NEW QUESTION # 52

You have a Microsoft Sentinel workspace

You develop a custom Advanced Security information Model (ASIM) parser named Parser] that produces a schema named
Schemal.

Youneed to validate Scherml.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area M h
Porgerl | ige:smorm mi | invoke ¥ aSimSchesaTester('Schemal')
evaluate Y evaluate
nvoke invoke
parse parse

Parserl EQF‘ | ¥ ASisSchesmaTester( Schemal’

evaluate

Coke |

WExat crosoft

Arower Ares 7‘ Microsoft

Parserl | getscheng ) ¥ 1 invoke ¥  ASimSchemaTester( Schemal')

NEW QUESTION # 53

Youneed to use an Azure Sentinel analytics rule to search for specific criteria in Amazon Web Services (AWS) logs and to generate
incidents.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer



area and arrange them in the correct order.
a Microsoft 365 ES
Actions Answer Area

Create a rule by using the Changes to
Amazon VPC settings rule template

From Analytics in Azure Sentinel, create
a Microsoft incident creation rule

connector

Add the Amazon Web Services @

|Set the alert logic :
L ivi T IJAA N )]

a custom analytics rule that uses a
scheduled query

Select a Microsoft security service

Add the Syslog connector

Answer:
Explanation:

Answer Area

Add the Amazon Web Services connector

From Analytics in Azure Sértinel, create a

custom analytics rule that uses a scheduled
query

OSOTL

IV
Set the alert logic

Yillal®

1 - Add the Amazon Web Services commector

2 - From Analytics in Azure Sentinel, create a custom analytics rule that uses a scheduled query
3 - Set the alert logic

Reference:

httpsz/docs.microsoft.conven-us/azure/sentinel/detect- threats-custom

NEW QUESTION # 54

You have a Microsoft 365 E5 subscription that uses Microsoft 365 Defender for Endpoint.

Youneed to ensure that you can initiate remote shell connections to Windows servers by using the Microsoft
365 Defender portal.

‘What should you configure? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

QO



NEW QUESTION # 55
You have an Azure subscription that is linked to a hybrid Azire AD tenant and contains a Microsoft Sentinel workspace named
Sentinell.
You need to enable User and Entity Behavior Analytics (UEBA) for Sentinel 1 and configure UEBA to use data collected from
Active Directory Domain Services (AD OS).
‘What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Arca

Tothe AD DS

d“ 1, configure: | The Audit Logs data source ¥

The Secunty Events data source
The Signin Logs data source

Answer:



Explanation:

Answer Arca
To the AD DS domain controllers, deploy: | The Azuge Connected Machine agent v]
Micrgsoft Defender for Identity sensors k
The Azure Connected Machine agent
The Azure Monmitor agent
For Sentifiell,«ccnfigure: | The Audit Logs data source. _ v |
 The Audit Logsdatl
P R The Secunty Events data source
0SSO The Sianks Logs data souroe
| wd The Signin Logs data source
Explanation:
Answer Arca
To the AD DS domain controllers, deplayr “The Azure Connected Machine agent v
For Sentinel17configure:  The Audit Logs data source Y
NEW QUESTION # 56
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