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F5 BIG-IP Administration Install, Initial Configuration, and Upgrade Sample
Questions (Q15-Q20):
NEW QUESTION # 15 
A BIG-IP device will be dedicated to functioning as a WAF, requiring only the ASM module to be provisioned. What provisioning
level will ensure that the system allocates all CPU, memory, and disk resources to this module exclusively?

A. Comprehensive
B. Dedicated
C. Maximal
D. Nominal

Answer: B

Explanation:
Provisioning defines how BIG-IP allocates system resources to modules. The provisioning levels include:
Dedicated - allocates all CPU, memory, and disk resources to a single module Nominal - standard resource allocation balanced with
other modules Minimal - lowest level, used for basic utility needs None - module disabled Comprehensive / Maximal - not valid
TMOS provisioning levels Why "Dedicated" is correct When a BIG-IP device is intended to run only ASM (Web Application
Firewall), the recommended way to maximize performance is to provision the module at Dedicated level.
With ASM: Dedicated:
ASM receives the entire hardware capacity
No other modules can or should be provisioned
This is explicitly recommended when a device is used solely as a WAF platform

NEW QUESTION # 16 
Which of the following is true about High Availability (HA) in BIG-IP?

A. HA is only used for SSL offloading
B. HA requires no additional configuration
C. HA setup ensures both systems actively share traffic
D. In HA, one BIG-IP system is in active mode, and the other is in standby mode

Answer: D

Explanation:
In a High Availability (HA) setup, one BIG-IP unit is actively serving traffic while the other is in standby mode, ready to take over in
case of a failure.

NEW QUESTION # 17 
Which one of the following is a port and protocol combination allowed by the Allow Default setting for Port Lockdown?

A. TCP 443
B. TCP 80
C. UDP 8443

Answer: A

Explanation:
Port Lockdown controls which ports and protocols a Self IP will respond to.
The Allow Default setting permits only a predefined set of BIG-IP internal and required service ports.
The Allow Default list includes:
TCP 443 HTTPS (Management/TMUI access via Self-IP)
TCP 4353 CMI (device sync)
TCP/UDP ports related to HA communication
Other essential internal F5 ports



Why TCP 443 is correct:
It is one of the officially allowed ports under Allow Default.
It enables HTTPS/TMUI access through a Self IP.

NEW QUESTION # 18 
The monitoring team reports that the SNMP server is unable to poll data from a BIG-IP device.
What information will help the BIG-IP Administrator determine whether the issue originates from the BIG-IP system?

A. The "Traffic Group" setting must use a floating Traffic Group.
B. The configuration on the exhibit is correct and other options should be explored.
C. The "Port Lockdown" setting is preventing the SNMP server from polling data from the BIG-IP.
D. The "VLAN / Tunnel" setting must allow All Vlans.

Answer: C

Explanation:
The exhibit shows aSelf IPwith:
* VLAN:Data
* Port Lockdown:Allow None
Impact of "Allow None" on SNMP
When a Self IP is configured with:
Port Lockdown: Allow None
the BIG-IP blocksallservices and ports except a few hardcoded HA communication ports.
This means:
* UDP/161 (SNMP)is blocked
* UDP/162 (SNMP traps)is blocked
* The SNMP server cannot poll or receive data from the BIG-IP through this Self IP SNMP relies on access through the Self IP if
out-of-band (mgmt interface) is not used.
Thus, the issue is directly caused byPort Lockdown = Allow None, which prevents SNMP communication.
Why the other options are incorrect:
B). Traffic Group must use a floating Traffic Group
* SNMP polling doesnotrequire floating Self IPs.
* Floating groups apply to HA failover IPs, not SNMP functionality.
C). VLAN/Tunnel must allow All VLANs
* Self IPs are always bound to a VLAN; SNMP doesnotrequire All VLANs.
* As long as the Self IP belongs to a reachable VLAN, SNMP can work.
D). Configuration is correct
* It is not correct:Allow Noneblocks SNMP and is the problem.

NEW QUESTION # 19 
Which of the following actions is NOT required during the initial setup of a BIG-IP system?

A. Set up self-IPs
B. Set up SSL certificates
C. Install a software license
D. Assign an administrative password

Answer: B

Explanation:
Setting up SSL certificates is typically done after the initial setup, not during it. The main tasks during initial setup involve network
configuration and licensing.

NEW QUESTION # 20
......
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