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HE#21
Which of'the following actions can be specified in a policy by default?

A. UPDATE
B. INSERT
C. CREATE
D. HEAD

Ef#: D

R -

In PingAM 8.0.2, Authorization Policies define who can perform what actions on a specific resource. These "Actions" are defined
within a Resource Type. When you create a new policy, you must select which actions are allowed or denied.

According to the "Resource Types" documentation, PingAM includes several "Default” resource types (such as URL, RPC, and
others).9 For the most common resource type, the URL Resource Type, PingAM defines a set of standard HTTP-related actions
by default:

GET

POST

PUT

DELETE

HEAD

OPTIONS

PATCH

HEAD (Option A) is a standard HTTP method and is included in the default list for URL-based policies.

INSERT, CREATE, and UPDATE (Options B, C, and D) are not provided by default in the standard URL resource type. While an
administrator can certainly create a Custom Resource Type and define "INSERT" or "UPDATE" as valid actions (common for
database or API-specific policies), they are not present in the "default” out-of-the-box configuration for web-based resources.
Understanding the default action set is important for administrators when quickly securing web applications without the need for
custom schema development.

R #22
‘What happens when an end user accesses the following login page: .../ XUI/?Force Auth=true#login?

A. Even if the end user is already authenticated, they will be redirected to the login page

B. The end user will be presented with second factor authentication

C. Nothing, ForceAuth is not a parameter that PngAM knows how to process

D. A screen is presented to the end user suggesting they enable second factor authentication

IEf#: A

AR

The ForceAuth=true parameter is a standard directive used in various authentication protocols (specifically SAML2 and OIDC) and
is natively supported by the PingAM 8.0.2 XUI (the modern End-User User Interface).

According to the "Authentication and SSO" documentation:

Normally, if a user has an active, valid session cookie (iPlanetDirectoryPro), and they navigate to the AM login URL, PingAM will
recognize the session and automatically redirect the user to their destination (the "Success URL") without prompting for credentials.
This is the core benefit of Single Sign-On.

However, when the Force Auth=true parameter is appended to the query string, it instructs the PingAM authentication engine to
bypass the session check for the purpose of re-authentication. The engine will:

Ignore the existing valid session cookie.

Force the user back to the login page (rendering the initial nodes of the configured authentication tree).

Require the user to provide their credentials again.

This is a critical security feature for high-value transactions. For instance, if a user is already logged in but attempts to change their



bank transfer details, the application can redirect them to AM with Force Auth=true to ensure the person sitting at the computer is
indeed the authorized user. Option B is incorrect because Force Auth only forces a re-authentication; whether that includes MFA
depends on the tree configuration, not the parameter itself Option C is incorrect as PingAM explicitly processes this parameter.
Therefore, the primary outcome is the redirection to the login page regardless of the current session state.

HF#23
In a multi-server deployment, what is the impact of not ensuring stickiness in the load balancer configuration?

A. The browser will not be able to validate the user session with the correct PingAM server
B. The user will see more redirects in their browser

C. Performance may decrease as load on the system will be higher

D. Session failover will not work

Ef#: C

RN -

In a high-availability PingAM 8.0.2 cluster, the Load Balancer (LB) is responsible for distributing traffic across multiple AM
instances. Session Stickiness (also known as session affinity) ensures that all requests froma specific user session are routed to the
same AM server that initially created the session.

According to the PingAM "Deployment Planning" and "Load Balancing" documentation, PingAM is designed to be "sticky-
preferred” but not "sticky-required" if the Core Token Service (CTS) is used. If stickiness is not ensured:

Performance Inpact: Every time a user request lands on a different AM server (Server B) than the one that holds the session in local
memory (Server A), Server B must query the CTS (External Store) to retrieve the session details, deserialize the object, and
reconstruct the session state. This cross-server look-up ntroduces significant latency and increases the load on the PingDS instances
hosting the CTS.

CTS Load: Without stickiness, every single request becomes a "Global" session lookup. This drastically increases the I/O and CPU
overhead on the back-end directory servers, potentially leading to performance degradation of the entire identity platform.

Why other options are incorrect:

Option A: Session failover requires the CTS, but stickiness actually minimizes the need for failover logic during normal operation.
Failover still works without stickiness, it just becomes the "default" behavior for every request.

Option B: AM servers in a cluster share the same encryption keys and back-end stores. Any server can technically validate a
session by looking it up in the CTS; the browser doesn't "know" which server is correct.

Option C: Redirects are handled at the application logic level. While some internal processing changes, it doesn't necessarily result in
extra browser-level HTTP redirects.

Thus, the primary negative impact of lacking stickiness in a correctly configured cluster is a decrease in performance (Option D) due
to the constant session synchronization overhead.

H #24
Which type of logs are written by PingAM?

A. Java logs, debug logs, and audit logs
B. Audit logs and Java logs

C. Debug logs and Java logs

D. Debug logs and audit logs

IEfE: D

AR

According to the PingAM 8.0.2 "Maintenance and Troubleshooting" documentation, the system generates two primary, distinct
categories of logs for monitoring and problem-solving: Audit Logs and Debug Logs.

Audit Logs: These are high-level logs intended for security auditing, compliance, and reporting. They record specific "business
events" or "state changes" within the system. Exanples include successful logins, failed authentication attempts, administrative
configuration changes (logged in config.audit.json), and policy evaluation decisions (logged in access.audit.json). These logs are
structured (often in JSON) to be easily consumed by SIEM (Security Information and Event Management) tools.

Debug Logs: These are low-level, highly verbose logs intended for developers and support engineers. They record the internal
"thought process" of the PingAM engine. They track the execution of specific Java classes, the results of LDAP queries, and the
movement of data between authentication nodes. These logs are stored in the /debug directory and can be adjusted to different
levels of verbosity (Error, Warning, Message, Info).

While PingAM runs within a Java Virtual Machine (JVM), and you may see container logs (like catalina.out in Tomcat) or "Java



logs" from the underlying web server, these are technically external to the PingAM application itself. The PingAM application's
internal logging framework is strictly split between Audit (what happened at a functional level) and Debug (why it happened at a
code level). Therefore, Option C is the most accurate technical description of the logs natively managed and written by the PngAM
service.

HP #25
Which audit event handler is used by PingAM by default, when audit logging is enabled?

A. JSON audit event handler

B. Elasticsearch audit event handler
C. CSV audit event handler

D. Syslog audit event handler

EfE: A

R -

Audit logging is a vital security feature in PingAM 8.0.2 that provides a record of systemactivity. To make these logs useful for
modern analysis tools and to ensure they contain rich metadata, PingAM utilizes structured logging,

According to the PingAM "Audit Logging Service" documentation:

‘When an administrator enables audit logging in a new installation, the system is pre-configured with the JSON audit event handler as
the default. This handler writes log entries to the local filesystem in a structured JSON format (e.g,, access.audit.json).

The choice of JSON (Option D) as the default is strategic:

Structure: JSON allows for complex, nested data structures, which is necessary to capture the full context of an authentication
journey or a policy decision.

Interoperability: JSON is the "native language" of modern log aggregators and SIEM platforns like Splunk, ELK
(Elasticsearch/Logstash/Kibana), and Sumo Logic.

Readability: While structured, it remains human-readable for quick manual inspection.

Why other options are incorrect:

CSV (B) and Syslog (C) are available handlers but must be explicitly added or configured; they are not the primary defauilt.
Elasticsearch (A) is a powerful target for audit logs, but PngAM typically sends data there via an external collector reading the
JSON files or via a specifically configured Elasticsearch handler, rather than it being the out-of-the-box default for a local installation.
The JSON handler ensures that from the moment logging is turned on, the data is stored in a format that balances detailed reporting
with ease of integration.
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