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materials, you are able to pass the exam more easily in the most efficient and productive way and learn how to study with dedication
and enthusiasm There are many advantages of our SC-100 guide torrent.

Microsoft SC-100 exam is a certification exam designed to test the skillset and knowledge of cybersecurity professionals. SC-100
exam s also known as the Microsoft Cybersecurity Architect exam, and it is intended for individuals who are interested in pursuing a
career in cybersecurity architecture. SC-100 Exam validates the abilities of the candidates in designing, implementing, and
maintaining secure computing environments using Microsoft technologies.

Microsoft Cybersecurity Architect Sample Questions (Q207-Q212):

NEW QUESTION # 207

Your company plans to follow DevSecOps best practices of the Microsoft Cloud Adoption Framework for Azure to integrate
DevSecOps processes into continuous integration and continuous deployment (C/CD) DevOps pipelines You need to recommend
which security-related tasks to integrate nto each stage of the DevOps pipelines.

What should recommend? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Infrastructure scanning: | Go to production ‘.J_"!
Build and test
Commit the code
Operate
Plan and develop

Static application security testing: | Plan and develop -4

Commit the code
Go to production

Microstsft..

Infrastrieture scanning: | Go to production R |
Build and test
Commit the code
Go 1o production
Operate
Plan and develop

Static application security testing: | Plan and develop v

Commit the code

Mi

NEW QUESTION # 208

Your company has on-premises Microsoft SQL Server databases.

The company plans to move the databases to Azure.

Youneed to recommend a secure architecture for the databases that will minimize operational requirements for patching and protect
sensitive data by using dynamic data masking. The solution must minimize costs.

What should you include in the recommendation?

e A. SQL Server on Azure Virtual Machines
e B. Azure SQL Database
e C. Azure Synapse Analytics dedicated SQL pools

Answer: B
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Explanation:

Azre SQL Database, Azire SQL Managed Instance, and Azure Synapse Analytics support dynamic data masking, Dynamic data
masking limits sensitive data exposure by masking it to non-privileged users.

Azure SQL Database is cheaper as its offer DTU's based tier and also vCore based for more intensive workflow.

Hovewer, Managed Instance offers almost ~100% compatibility with on-prem Microsoft SQL Server.

Reference:

httpsz/docs.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking- overview?view=azuresql
https//learn.microsoft.comyen-us/answers/questions/105763 1/azure-sql-db-vs-azure-sql managed-instance-cost

NEW QUESTION # 209

You have a Microsoft Entra tenant. The tenant contains 500 Windows devices that have the Global Secure Access client deployed.
You have a third-party software as a service (SaaS) app named Appl.

You plan to implement Global Secure Access to manage access to Appl.

Youneed to recommend a solution to manage connections to App1. The solution must ensure that users authenticate by using their
Microsoft Entra credentials before they can connect to Appl.

What should you include the recommendation?

A. aprivate access traffic forwarding profile
B. an internet access traffic forwarding profile
C. a Global Secure Access app

D. a Quick Access app

Answer: C

NEW QUESTION # 210

You have a Microsoft 365 ES subscription and an Azure subscripts You need to evaluate the existing environment to increase the
overall security posture for the following components:

* Windows 11 devices managed by Microsoft Intune

* Azure Storage accounts

* Azure virtual machines

‘What should you use to evaluate the components? To answer, select the appropriate options in the answer area.



Microsoft

Windows 11 devices:

Azure virtual machines:

Azure Storage accounts:

Answer:

Explanation:

v

Microsoft 365 compliance center
Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

v

Microsoft 365 compliance center

Microsoft 365 Defender

Microsoft Defender for Cloud
Microsoft Sentinel

v

Microsoft 365 compliance center
Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel




Windows 11 devices: v
Microsoft 365 compliance center

IMicrosoft 365 Defender
Microsoft Defender for Cloud

Microsoft Sentinel :P 1; ft

Microsoft 365 compliance center
Microsoft 365 Defender
Im:.msoft Defender for Cloud

Microsoft Sentinel

Azure virtual machines:

Azure Storage accounts: ¥
Microsoft 365 compliance center

Microsoft 365 Defender
Microsoft Defender for Cloud
Microsoft Sentinel

NEW QUESTION # 211

You are evaluating the security of ClaimsApp.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE; Each correct selection is worth one point.
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To block connections from North Korea to ClaimsApp, you require a custom rule in FD1.
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Topic 1, Fabrikam, Inc
On-premises Environment
The on-premises network contains a single Active Directory Domain Services (AD DS) donain named corp. fabrikam com
Azure Environment



Fabrikam has the following Azure resources:

* An Azure Active Directory (Azure AD) tenant named fabrikam onmicrosoft.com that syncs with corp.fabnkam.com

* A single Azure subscription named Subl

* A virtual network named Vnetl in the East US Azure region

* A virtual network named Vnet2 in the West Europe Azure region

* An instance of Azure Front Door named FDI that has Azure Web Application Firewall (WAR enabled

* A Microsoft Sentinel workspace

* An Azure SQL database named ClainsDB that contains a table named ClaimDetails

* 20 virtual machines that are configured as application servers and are NOT onboarded to Microsoft Defender for Cloud

* A resource group named TestRG that is used for testing purposes only

* An Azure Virtual Desktop host pool that contains personal assigned session hosts All the resources in Sub1 are in either the East
US or the West Europe region.

Partners

Fabrikam has contracted a company named Contoso, Ltd. to develop applications. Contoso has the following infrastructure-.

* An Azure AD tenant named contoso.onmicrosoft.com

* An Amazon Web Services (AWS) implementation named ContosoAWS| that contains AWS EC2 instances used to host test
workloads for the applications of Fabrikam Developers at Contoso will connect to the resources of Fabrikam to test or update
applications. The developers will be added to a security Group named Contoso Developers in fabrikam onmicrosoft.com that will be
assigned to roles in Subl.

The ContosoDevelopers group is assigned the db.owner role for the ClainsDB database.

Compliance Event

Fabrikam deploys the following compliance environment:

* Defender for Cloud is configured to assess all the resources in Sub1 for compliance to the HIPAA HITRUST standard.

* Currently, resources that are noncompliant with the HIPAA HITRUST standard are remediated manually.

* Qualys is used as the standard vulnerability assessment tool for servers.

Problem Statements

The secure score in Defender for Cloud shows that all the virtual machines generate the following recommendation-. Machines
should have a vulnerability assessment solution.

All the virtual machines must be compliant in Defender for Cloud.

ClaimApp Deployment

Fabrikam plans to implement an internet-accessible application named ClaimsApp that will have the following specification

* ClamsApp will be deployed to Azure App Service instances that connect to Vnetl and Vnet2.

* Users will connect to ClaimsApp by using a URL of https/claims. fabrikam.com.

* ClamsApp will access data in ClaimsDB.

* ClamsDB must be accessible only from Azure virtual networks.

* The app services pernission for ClaimsApp must be assigned to ClaimsDB.

Application Development Requirements

Fabrikam identifies the following requirements for application development:

* Azure DevTest labs will be used by developers for testing,

* All the application code must be stored in GitHub Enterprise.

* Azure Pipelines will be used to manage application deployments.

* All application code changes must be scanned for security vulnerabilities, including application code or configuration files that
contain secrets in clear text. Scanning must be done at the time the code is pushed to a repository.

Security Requirement

Fabrikam identifies the following security requirements:

* Internet-accessible applications must prevent connections that originate in North Korea.

* Only members of a group named InfraSec must be allowed to configure network security groups (NSGs} and instances of Azure
Firewall, VIM. And Front Door in Subl.

* Administrators must connect to a secure host to perform any remote administration of the virtual machines. The secure host must
be provisioned from a custom operating system image.

AWS Requirements

Fabrikam identifies the following security requirements for the data hosted in ContosoAWSV.

* Notify security administrators at Fabrikam if any AWS EC2 instances are noncompliant with secure score recommendations.

* Ensure that the security admiistrators can query AWS service logs directly fiom the Azure environment.

Contoso Developer Requirements

Fabrikam identifies the following requirements for the Contoso developers;

* Every month, the membership of the ContosoDevelopers group must be verified.

* The Contoso developers must use their existing contoso.onmicrosoft.com credentials to access the resources in Subl1.

* The Comoro developers must be prevented from viewing the data in a column named MedicalHistory in the ClaimDetails table.
Compliance Requirement

Fabrikam wants to automatically remediate the virtual machines in Sub! to be compliant with the HIPPA HITRUST standard. The



virtual machines in TestRG must be excluded from the compliance assessment.

NEW QUESTION # 212

Preparing for Microsoft Cybersecurity Architect (SC-100) exam can be a challenging task, especially when you're already juggling
multiple responsibilities. People who don't study with updated Microsoft SC-100 practice questions fail the test and lose their
resources. [f' you don't want to end up in this unfortunate situation, you must prepare with actual and Updated SC-100 Dumps of
ExamPrepAway. At ExamPrepAway, we believe that one size does not fit all when it comes to Microsoft SC-100 exam
preparation.
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