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WGU Network-and-Security-Foundation Sample Questions (Q22-Q27):
NEW QUESTION # 22 
Which layer of the OSI model includes HTTP?

A. Transport
B. Application
C. Session
D. Network

Answer: B

Explanation:
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TheApplication layer(Layer 7 of the OSI model) includesHypertext Transfer Protocol (HTTP), which is used for web
communication. This layer provides network services directly to applications and users.
* Network layerdeals with IP addressing and packet routing.
* Session layermanages connections but does not include HTTP.
* Transport layerensures reliable data transmission but does not handle application protocols.

NEW QUESTION # 23 
Which CIA triad component is a driver for enabling role-based access controls?

A. Availability
B. Confidentiality
C. Integrity
D. Consistency

Answer: B

Explanation:
Confidentialityensures that sensitive information is only accessible to authorized individuals.Role-Based Access Control
(RBAC)enforces confidentiality by restricting access based on a user's role within an organization, ensuring that only authorized users
can view or modify certain data.
* Integrityensures data is not altered improperly.
* Availabilityensures access to resources but does not manage permissions.
* Consistencyis not a CIA triad component.

NEW QUESTION # 24 
A company has a legacy network in which all devices receive all messages transmitted by a central wire.
Which network topology is described?

A. Star
B. Bus
C. Ring
D. Point-to-point

Answer: B

Explanation:
ABus topologyis a network setup in which all devices share a single communication channel (central wire), and data is transmitted
along this cable. Each device listens for data but only processes packets addressed to it.
This topology was widely used in older Ethernet networks.
* Star topologyuses a central switch or hub, not a shared wire.
* Point-to-point topologyinvolves a direct link between two devices, not multiple devices sharing a medium.
* Ring topologyconnects each device to two adjacent devices in a circular path, not a single shared bus.

NEW QUESTION # 25 
An organization is updating its information security policies in order to comply with thePersonal Information Protection and
Electronic Documents Act (PIPEDA).
What should this organization expect to be required under this legislation?

A. Securely dispose of personally identifiable information
B. Disclose the software used to protect personal data
C. Compensate individuals for revenue from the sale of their information
D. Notify individuals each time their personal information is viewed

Answer: A

Explanation:
PIPEDArequires businesses in Canada to protectpersonal informationthrough security measures andproper disposal practices. This
includessecure deletion of personal data when no longer neededto prevent unauthorized access.



* Compensating individuals for data salesis not a legal requirement.
* Notifying individuals of each data accessis unnecessary unless required by a breach.
* Disclosing security softwareis not mandated by PIPEDA.

NEW QUESTION # 26 
An organization has experienced a series of data breaches and needs to ensure that data remains protected even if intercepted.
Which security measure should be implemented?

A. Patch management
B. Two-factor authentication (2FA)
C. Role-based access control (RBAC)
D. Data encryption

Answer: D

Explanation:
Data encryptionprotects sensitive information by encoding it into an unreadable format, ensuring that even if attackers intercept the
data, they cannot decipher it without the proper decryption key. This is crucial for protecting stored and transmitted data.
* RBACcontrols user access but does not secure data in transit.
* 2FAstrengthens authentication but does not secure stored or transmitted data.
* Patch managementfixes software vulnerabilities but does not directly protect intercepted data.

NEW QUESTION # 27
......
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