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HEE #33
Youneed to upload files from your on-premises environment to Cloud Storage. You want the files to be encrypted on Cloud
Storage using customer-supplied encryption keys. What should you do?

e A Use gsutil to upload the files, and use the flag --encryption-key to supply the encryption key.

e B. Use gsutil to create a bucket, and use the flag --encryption-key to supply the encryption key. Use gsutil to upload the files
to that bucket.

e C. Supply the encryption key in a .boto configuration file. Use gsutil to upload the files.

¢ D. Supply the encryption key using gcloud config. Use gsutil to upload the files to that bucket.

e B

A2 #34
Your company has a project in Google Cloud with three Virtual Private Clouds (VPCs). There is a Compute Engine instance on
each VPC. Network subnets do not overlap and must remain separated. The network configuration is shown below.

) Google Cloud Platform

Q Instance #1

Instance #1 is an exception and must communicate directly with both Instance #2 and Instance #3 via internal IPs. How should you
accomplish this?

e A. Create a cloud router to advertise subnet #2 and subnet #3 to subnet #1.
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e B. Create two VPN tunnels via CloudVPN:

* 1 between VPC #1 and VPC #2.

* 1 between VPC #2 and VPC #3.

Update firewall rules to enable traffic between the instances.
e C. Peer all three VPCs:

* Peer VPC #1 with VPC #2.

* Peer VPC #2 with VPC #3.

Update firewall rules to enable traffic between the instances.
¢ D. Add two additional NICs to Instance #1 with the following configuration:

*NIC1

* VPC: VPC #2

* SUBNETWORK: subnet #2

*NIC2

* VPC: VPC #3

* SUBNETWORK: subnet #3

Update firewall rules to enable traffic between instances.

Hg: D

AR #35

For this question, refer to the EHR Healthcare case study. You need to define the technical architecture for securely deploying
workloads to Google Cloud. You also need to ensure that only verified containers are deployed using Google Cloud services. What
should you do? (Choose two.)

¢ A Configure Container Registry to only allow trusted service accounts to create and deploy containers from the registry.

B. Enable Binary Authorization on GKE, and sign containers as part of a CI/CD pipeline.

C. Configure Container Registry to use vulnerability scanning to confirm that there are no vulnerabilities before deploying the
workload.

D. Configure Jenkins to utilize Kritis to cryptographically sign a container as part of a CI/CD pipeline.

HE. B,C

M.

Reference:

Binary Authorization to ensure only verified containers are deployed To ensure deployment are secure and and consistent,
automatically scan images for vulnerabilities with container analysis (https/cloud.google.convdocs/ci-cd/overview?
hi=en&skip cache=true)

A2 #36

For this question, refer to the Dress4Win case study.

DressdWin would like to become familiar with deploying applications to the cloud by successfully deploying some applications
quickly, as is. They have asked for your recommendation. What should you advise?

A. Identify enterprise applications with internal dependencies and recommend these as a first move to the cloud.

B. Suggest moving their in-house databases to the cloud and continue serving requests to on-premise applications.

C. Recommend moving their message queuing servers to the cloud and continue handling requests to on-premise applications.
D. Identify self-contained applications with external dependencies as a first move to the cloud.

X
m
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B2 #37

All compute Engine instances in your VPC should be able to connect to an Active Directory server on specific ports. Any other
traffic emerging from your instances is not allowed. You want to enforce this using VPC firewall rules.

How should you configure the firewall rules?

e A Create an egress rule with priority 1000 to allow the Active Directory traffic. Rely on the implied deny egress rule with
priority 100 to block all traffic for all instances.



¢ B. Create an egress rule with priority 100 to deny all traffic for all instances. Create another egress rule with priority 1000 to
allow the Active Directory traffic for all instances.

¢ (. Create an egress rule with priority 1000 to deny all traffic for all instances. Create another egress rule with priority 100 to
allow the Active Directory traffic for all instances.

¢ D. Create an egress rule with priority 100 to allow the Active Directory traffic. Rely on the implied deny egress rule with
priority 1000 to block all traffic for all instances.

He: B
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