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Fortinet FCSS_CDS_AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Security Solutions Deployment and Integration: This section evaluates Cloud Security Engineers on

deploying Fortinet solutions to secure various cloud service models, including Infrastructure as a Service
Topic 1 (IaaS) and Container as a Service (CaaS). It includes ntegrating Fortinet security tools with cloud-native
services to ensure robust protection across cloud workloads and environments.

¢ Cloud Infrastructure Monitoring: Cloud Security Engineers are assessed on their ability to monitor cloud

networks and workloads using both cloud provider native tools and Fortinet’s monitoring solutions. This
Topic 2 section includes overseeing AWS and Azure network health and security posture to ensure continuous
visibility and threat detection in cloud environments.
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¢ Automation and Deployment Tools: This domain focuses on the skills of DevOps Engineers in automating
cloud infrastructure and security deployments. It covers using Infrastructure as Code tools such as
Terraformand Ansible for cloud provisioning, as well as deploying Fortinet solutions through platform+
specific automation frameworks like Azure Bicep and AWS CloudFormation to enable repeatable and
scalable security implementations.

Topic 3

¢ Troubleshooting and Connectivity Management: Targeting DevOps Engineers, this section focuses on

diagnosing and resolving connectivity problems within AWS and Azure cloud services. It emphasizes
Topic 4 troubleshooting issues related to cloud network connectivity, including challenges with Software-Defined
Networking (SDN) connectors, to maintain stable and secure cloud operations.

Fortinet FCSS - Public Cloud Security 7.6 Architect Sample Questions (Q37-
Q42):

NEW QUESTION # 37

Your administrator instructed you to deploy an Azure VWAN solution to create a connection between the main company site and
branch sites to the other company VNETs.

What is the best connection solution available between your company headquarters, branch sites, and the Azire VWAN hub?

A. ExpressRoute

B. GRE tunnels

C. SSL VPN comnnections
D. AnL2TP connection

Answer: A

Explanation:
The best solution for connecting headquarters, branch sites, and Azure VWAN hubs is ExpressRoute, as it provides a private,
reliable, and high-bandwidth connection directly into Azure, unlike VPN-based solutions such as L2TP, GRE, or SSL VPN.

NEW QUESTION # 38
You are tasked with adding public cloud accounts to FortiCNP cloud protection. After adding an Azure account, you notice the
status shows as Partially running. What can you conclude from that status?

A. FortiCNP may still be able to monitor the cloud account.

B. FortiCNP will take approximately 15 minutes to change the status to Running.
C. FortiCNP is verifying if there are enough license seats to add the account.

D. FortiCNP detected that you are using a free Azure account.

Answer: A

NEW QUESTION # 39

Which AWS service can simulate network paths to troubleshoot connectivity issues?
(Choose two.)

Response:

A. AWS Reachability Analyzer
B. AWS CloudTrail

C. AWS Config

D. AWS Network Manager

Answer: A,D

NEW QUESTION # 40
Which Terraform command is used to apply infrastructure changes?



Response:

A. terraformplan

B. terraform init

C. terraform apply
D. terraform destroy

Answer: C

NEW QUESTION # 41

A customer would like to use FortiGate fabric integration with FortiCNP.

When adding a FortiGate VM to FortiCNP, which three mandatory configuration steps must you follow on FortiGate? (Choose
three.)

A. Configure FortiGate to send logs to FortiCNP.
B. Create an SSI/SSH inspection profile.

C. Enable pre-shared key on both sides.

D. Import the FortiGate certificate into FortiCNP.
E. Create and IPS sensor and a firewall policy.

Answer: A,C,D

NEW QUESTION # 42
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