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M #190
Which two CI/CD plugins are supported by Prisma Cloud as part of its DevOps Security? (Choose two.).

o A. BitBucket
o B. IntelJ


https://www.shikenpass.com/CloudSec-Pro-shiken.html
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e C. Visual Studio Code

e D. CircleCI
Eﬁ: A\ D
fR:

For CI/CD plugins supported by Prisma Cloud as part of its DevOps Security, BitBucket (Option A) and CircleCI (Option C) are
the correct choices. BitBucket is widely used for source code management and collaboration, while CircleCI is a popular CI/CD
platform. Prisma Cloud integrates with these tools to scan code reposttories and CI/CD pipelines for security issues, ensuring that
vulnerabilities are identified and addressed early in the development process. Visual Studio Code (Option B) and IntelliJ (Option D)
are IDEs rather than CI/CD tools, and while they are supported by Prisma Cloud for scanning and security purposes, they are not
considered CI/CD plugins.

HMA #191
Which statement about build and run policies is true?

A. Build policies enable you to check for security misconfigurations in the IaC templates.

B. The four main types of policies are: Audit Events, Build, Network, and Run.

C. Every type of policy has auto-remediation enabled by default.

D. Run policies monitor network activities in the environment and check for potential issues during runtime.

Ef: A

fEE -

A true statement about build and run policies is A. Build policies enable you to check for security misconfigurations in the [aC
templates. This capability is crucial for identifying potential security issues early in the development process, allowing for proactive
mitigation before deployment, thereby enhancing the overall security posture of the applications and infrastructure being developed.

B #192

The exclamation mark on the resource explorer page would represent?

e A resource has compliance violation
¢ B. the resource was modified recently
e C. resource has alerts

e D. resource has been deleted

Ef#: C

fiR .-
https/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/investigate-incidents-on-prisma- cloud/investigate-
config-incidents-on-prisma-cloud

M #193
Which "kind" of Kubernetes object is configured to ensure that Defender is acting as the admission controller?

A. MutatingWebhookConfiguration
B. ValidatingWebhookConfiguration
C. PodSecurityPolicies

D. DestinationRules

IEfE: B

A -

In the context of Kubernetes, an admission controller is a piece of code that intercepts requests to the Kubernetes API server before
the persistence of the object, but after the request is authenticated and authorized. The admission controller lets you apply complex
validation and policy controls to objects before they are created or updated.

The ValidatingWebhookConfiguration is a Kubernetes object that tells the API server to send an admission validation request to a
service (the admission webhook) when a request to create, update, or delete a Kubernetes object matches the rules defined in the



configuration. The webhook can then approve or deny the request based on custom logic.

The MutatingWebhookConfiguration is similar but is used to modify objects before they are created or updated, which is not the
primary function of an admission controller acting in a protective or validating capacity.

DestinationRules are related to Istio service mesh and are not relevant to Kubernetes admission control.

PodSecurityPolicies (PSPs) are a type of admission controller in Kubernetes but they are predefined by Kubernetes and do not
require a specific configuration object like ValidatingWebhookConfiguration. PSPs are also deprecated in recent versions of
Kubernetes.

Therefore, the correct answer is C. ValidatingWebhookConfiguration, as it is the Kubernetes object used to configure admission
webhooks for validating requests, which aligns with the role of Defender acting as an admission controller in Prisma Cloud.
References from the provided documents:

* The documents uploaded do not contain specific details about Kubernetes objects or Prisma Cloud's integration with Kubernetes.
However, this explanation aligns with general Kubernetes practices and Prisma Cloud's capabilities in securing Kubernetes
environments.

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/2 1-04/prisma-cloud-compute-edition-
admin/access_control/open policy agent.html

B #194
What is the most reliable and extensive source for documentation on Prisma Cloud APIs?

e A Prisma Cloud Administrator's Guide
¢ B. Live Community

e C. prisma.pan.dev

¢ D. docs.paloaltonetworks.com

Ef#: C

fEEL:

Prisma Cloud's API documentation and extensive developer resources are primarily hosted on prisma.pan.dev, which is Palo Alto
Networks' developer portal. This site offers comprehensive guides, API references, and resources for developers to integrate,
automate, and extend the capabilities of Prisma Cloud within their applications and workflows. While docs.paloaltonetworks.com
provides official product documentation, and Prisma Cloud Admmistrator's Guide offers in-depth administrative guidance,
prisma.pan.dev is specifically designed to serve as the hub for API documentation and developer resources. The Live Community is
another valuable resource for peer support and discussions but is not the primary source for API documentation.
https//prisma.pan.dev/api/cloud/
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