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GIAC Exploit Researcher and Advanced Penetration Tester Sample
Questions (Q42-Q47):
NEW QUESTION # 42 
What is a primary function of Linux memory management?
Response:

A. Scheduling process execution
B. Encrypting data stored in memory
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C. Allocating and deallocating memory dynamically
D. Compressing data stored in memory

Answer: C

NEW QUESTION # 43 
What is a common vulnerability that can be exploited in cryptographic implementations during penetration tests?
Response:

A. Timing attack
B. Buffer overflow
C. SQL injection
D. Cross-site scripting (XSS)

Answer: A

NEW QUESTION # 44 
Which of the following is a viable method to bypass stack canaries in modern software?
Response:

A. Employing information leakage to reveal the canary
B. Use of integer overflow
C. Overwriting the canary value with a known good canary
D. Exploiting a race condition

Answer: A

NEW QUESTION # 45 
In Scapy, how is a simple ARP request constructed?
(Choose Two)
Response:

A. ARP()
B. arping()
C. ARP(pdst='192.168.1.1')
D. send(ARP(pdst='192.168.1.1'))

Answer: C,D

NEW QUESTION # 46 
When developing custom fuzzing test sequences using Sulley, what is essential to measure the effectiveness of the fuzzing process?
Response:

A. Execution speed
B. Code coverage
C. Memory usage
D. Number of test cases generated

Answer: B

NEW QUESTION # 47
......
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