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Die CIPP/E -Prüfung ist ein strenger Test des Wissens und des Verständnisses der europäischen Datenschutzgesetze und -
vorschriften. Es wurde entwickelt, um die Fähigkeit des Kandidaten zu testen, die Prinzipien und Konzepte des Datenschutzes auf
reale Szenarien anzuwenden. Die Prüfung besteht aus 90 Multiple-Choice-Fragen, die eine breite Palette von Themen abdecken,
einschließlich Datenschutzprinzipien, Beteiligungsrechtsrechten, Datenverletzungen und grenzüberschreitenden Datenübertragungen.

IAPP Certified Information Privacy Professional/Europe (CIPP/E) CIPP-E
Prüfungsfragen mit Lösungen (Q143-Q148):
143. Frage 
SCENARIO
Please use the following to answer the next question:
Joe is the new privacy manager for Who-R-U, a Canadian business that provides DNA analysis. The company is headquartered in
Montreal, and all of its employees are located there. The company offers its services to Canadians only: Its website is in English and
French, it accepts only Canadian currency, and it blocks internet traffic from outside of Canada (although this solution doesn't
prevent all non-Canadian traffic). It also declines to process orders that request the DNA report to be sent outside of Canada, and
returns orders that show a non-Canadian return address.
Bob, the President of Who-R-U, thinks there is a lot of interest for the product in the EU, and the company is exploring a number of
plans to expand its customer base.
The first plan, collegially called We-Track-U, will use an app to collect information about its current Canadian customer base. The
expansion will allow its Canadian customers to use the app while traveling abroad. He suggests that the company use this app to
gather location information. If the plan shows promise, Bob proposes to use push notifications and text messages to encourage
existing customers to pre-register for an EU version of the service. Bob calls this work plan, We-Text-U. Once the company has
gathered enough pre- registrations, it will develop EU-specific content and services.
Another plan is called Customer for Life. The idea is to offer additional services through the company's app, like storage and sharing
of DNA information with other applications and medical providers. The company's contract says that it can keep customer DNA
indefinitely, and use it to offer new services and market them to customers. It also says that customers agree not to withdraw direct
marketing consent. Paul, the marketing director, suggests that the company should fully exploit these provisions, and that it can work
around customers' attempts to withdraw consent because the contract invalidates them.
The final plan is to develop a brand presence in the EU. The company has already begun this process. It is in the process of
purchasing the naming rights for a building in Germany, which would come with a few offices that Who-R-U executives can use
while traveling internationally. The office doesn't include any technology or infrastructure; rather, it's simply a room with a desk and
some chairs.
On a recent trip concerning the naming-rights deal, Bob's laptop is stolen. The laptop held unencrypted DNA reports on 5,000
Who-R-U customers, all of whom are residents of Canad a. The reports include customer name, birthdate, ethnicity, racial
background, names of relatives, gender, and occasionally health information.
Who-R-U is NOT required to notify the local German DPA about the laptop theft because?

A. The laptop belonged to a company located in Canada.
B. The data isn't considered personally identifiable financial information.
C. The company isn't a controller established in the Union.
D. There is no evidence that the thieves have accessed the data on the laptop.

Antwort: C

Begründung:
According to the GDPR, a data breach must be notified to the supervisory authority of the member state where the controller or
processor is established, unless the breach is unlikely to result in a risk to the rights and freedoms of natural persons1. The GDPR
defines a controller as "the natural or legal person, public authority, agency or other body which, alone or jointly with others,
determines the purposes and means of the processing of personal data"2. The GDPR also specifies that a controller or processor is
considered to be established in the Union if it has "an effective and real exercise of activity through stable arrangements" in the Union,
regardless of its legal form or location of its headquarters3.
In this scenario, Who-R-U is not a controller established in the Union, because it does not have any stable arrangements in the Union
that involve the processing of personal data. The company only offers its services to Canadians, and does not target or monitor
individuals in the Union. The fact that it has purchased the naming rights for a building in Germany, which comes with a few offices,
does not constitute an effective and real exercise of activity in the Union, as the offices do not include any technology or
infrastructure for processing personal data, and are only used by executives while traveling internationally. Therefore, Who-R-U is
not subject to the GDPR's data breach notification obligation, and is not required to notify the local German DPA about the laptop
theft.
Reference:
Art. 33 GDPR - Notification of a personal data breach to the supervisory authority Art. 4 GDPR - Definitions Art. 3 GDPR -
Territorial scope Guidelines 9/2022 on personal data breach notification under GDPR Guidelines 3/2018 on the territorial scope of



the GDPR I hope this helps you understand the GDPR and data breach notification better. If you have any other questions, please
feel free to ask me.

144. Frage 

A. Their omission of data protection provisions in their contract with Company C.
B. Their engagement of Company C to improve their payroll service.
C. This database will be stored in a test environment hosted on Company C's U.S. server. The two companies agree not to
include any data processing provisions in their services agreement, as data is only being used for IT testing purposes.
Unfortunately, Company C's U.S. server is only protected by an outdated IT security system, and suffers a cyber security
incident soon after Company C begins work on the project. As a result, data relating to Company A's employees is visible to
anyone visiting Company C's website. Company A is unaware of this until Jenny receives a letter from the supervisory
authority in connection with the investigation that ensues. As soon as Jenny is made aware of the breach, she notifies all
affected employees.
Under the GDPR, which of Company B's actions would NOT be likely to trigger a potential enforcement action?
D. Their decision to operate without a data protection officer.
E. She first considers whether Company A needs to carry out a data protection impact assessment in relation to the new time
and attendance system, but isn't sure whether or not this is required.
Jenny does know, however, that under the GDPR there must be a formal written agreement requiring Company B to use the
time and attendance data only for the purpose of providing the payroll service, and to apply appropriate technical and
organizational security measures for safeguarding the data. Jenny suggests that Company B obtain advice from its data
protection officer. The company doesn't have a DPO but agrees, in the interest of finalizing the contract, to sign up for the
provisions in full. Company A enters into the contract.
Weeks later, while still under contract with Company A, Company B embarks upon a separate project meant to enhance the
functionality of its payroll service, and engages Company C to help. Company C agrees to extract all personal data from
Company B's live systems in order to create a new database for Company
F. Their failure to provide sufficient security safeguards to Company A's data.

Antwort: B

145. Frage 
SCENARIO
Please use the following to answer the next question:
Liem, an online retailer known for its environmentally friendly shoes, has recently expanded its presence in Europe. Anxious to
achieve market dominance, Liem teamed up with another eco friendly company, EcoMick, which sells accessories like belts and
bags. Together the companies drew up a series of marketing campaigns designed to highlight the environmental and economic
benefits of their products. After months of planning, Liem and EcoMick entered into a data sharing agreement to use the same
marketing database, MarketIQ, to send the campaigns to their respective contacts.
Liem and EcoMick also entered into a data processing agreement with MarketIQ, the terms of which included processing personal
data only upon Liem and EcoMick's instructions, and making available to them all information necessary to demonstrate compliance
with GDPR obligations.
Liem and EcoMick then procured the services of a company called JaphSoft, a marketing optimization firm that uses machine
learning to help companies run successful campaigns. Clients provide JaphSoft with the personal data of individuals they would like
to be targeted in each campaign. To ensure protection of its clients' data, JaphSoft implements the technical and organizational
measures it deems appropriate. JaphSoft works to continually improve its machine learning models by analyzing the data it receives
from its clients to determine the most successful components of a successful campaign. JaphSoft then uses such models in providing
services to its client-base. Since the models improve only over a period of time as more information is collected, JaphSoft does not
have a deletion process for the data it receives from clients. However, to ensure compliance with data privacy rules, JaphSoft
pseudonymizes the personal data by removing identifying information from the contact information. JaphSoft's engineers, however,
maintain all contact information in the same database as the identifying information.
Under its agreement with Liem and EcoMick, JaphSoft received access to MarketIQ, which included contact information as well as
prior purchase history for such contacts, to create campaigns that would result in the most views of the two companies' websites. A
prior Liem customer, Ms. Iman, received a marketing campaign from JaphSoft regarding Liem's as well as EcoMick's latest
products. While Ms. Iman recalls checking a box to receive information in the future regarding Liem's products, she has never
shopped EcoMick, nor provided her personal data to that company.
For what reason would JaphSoft be considered a controller under the GDPR?

A. It uses personal data to improve its products and services for its client-base through machine learning.



B. It determines how long to retain the personal data collected.
C. It has been provided access to personal data in the MarketIQ database.
D. It makes decisions regarding the technical and organizational measures necessary to protect the personal data.

Antwort: D

146. Frage 
What obligation does a data controller or processor have after appointing a data protection officer?

A. To submit for approval to the data protection officer a code of conduct to govern organizational practices and demonstrate
compliance with data protection principles.
B. To ensure that the data protection officer receives sufficient instructions regarding the exercise of his or her defined tasks.
C. To provide resources necessary to carry out the defined tasks of the data protection officer and to maintain his or her
expert knowledge.
D. To ensure that the data protection officer acts as the sole point of contact for individuals' Questions:
about their personal data.

Antwort: C

Begründung:
According to the UK GDPR, the controller and the processor must support the data protection officer in performing the tasks
referred to in Article 39 by providing resources necessary to carry out those tasks and access to personal data and processing
operations, and to maintain his or her expert knowledge1. The controller and the processor must also ensure that the data protection
officer does not receive any instructions regarding the exercise of those tasks and that he or she reports directly to the highest
management level of the controller or the processor1.

147. Frage 
SCENARIO
Please use the following to answer the next question:
Liem, an online retailer known for its environmentally friendly shoes, has recently expanded its presence in Europe. Anxious to
achieve market dominance, Liem teamed up with another eco friendly company, EcoMick, which sells accessories like belts and
bags. Together the companies drew up a series of marketing campaigns designed to highlight the environmental and economic
benefits of their products. After months of planning, Liem and EcoMick entered into a data sharing agreement to use the same
marketing database, MarketIQ, to send the campaigns to their respective contacts.
Liem and EcoMick also entered into a data processing agreement with MarketIQ, the terms of which included processing personal
data only upon Liem and EcoMick's instructions, and making available to them all information necessary to demonstrate compliance
with GDPR obligations.
Liem and EcoMick then procured the services of a company called JaphSoft, a marketing optimization firm that uses machine
learning to help companies run successful campaigns. Clients provide JaphSoft with the personal data of individuals they would like
to be targeted in each campaign. To ensure protection of its clients' data, JaphSoft implements the technical and organizational
measures it deems appropriate. JaphSoft works to continually improve its machine learning models by analyzing the data it receives
from its clients to determine the most successful components of a successful campaign. JaphSoft then uses such models in providing
services to its client-base. Since the models improve only over a period of time as more information is collected, JaphSoft does not
have a deletion process for the data it receives from clients. However, to ensure compliance with data privacy rules, JaphSoft
pseudonymizes the personal data by removing identifying information from the contact information. JaphSoft's engineers, however,
maintain all contact information in the same database as the identifying information.
Under its agreement with Liem and EcoMick, JaphSoft received access to MarketIQ, which included contact information as well as
prior purchase history for such contacts, to create campaigns that would result in the most views of the two companies' websites. A
prior Liem customer, Ms. Iman, received a marketing campaign from JaphSoft regarding Liem's as well as EcoMick's latest
products. While Ms. Iman recalls checking a box to receive information in the future regarding Liem's products, she has never
shopped EcoMick, nor provided her personal data to that company.
Why would the consent provided by Ms. Iman NOT be considered valid in regard to JaphSoft?

A. She has never made any purchases from JaphSoft and has no relationship with the company.
B. She did not read the privacy notice stating that her personal data would be shared.
C. She was not told which controller would be processing her personal data.
D. She only viewed the visual representations of the privacy notice Liem provided.

Antwort: B



148. Frage
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