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NEW QUESTION # 36 
Refer to the exhibit.
You deployed an HA active-active load balance sandwich with two FortiGate VMs in Microsoft Azure.
After the deployment, you prefer to use FGSP to synchronize sessions, and allow asymmetric return traffic. In the environment,
FortiGate port 1 and port 2 are facing external and internal load balancers respectively.
What IP address must you use in the peerip configuration?

A. The internal load balancer port 1 IP address.
B. The opposite FortiGate port 1 IP address.
C. The public load balancer port 2 IP address.
D. The opposite FortiGate port 2 IP address.

Answer: B

NEW QUESTION # 37 
An AWS administrator must ensure that each member of the cloud deployment team has the correct permissions to deploy and
manage resources using CloudFormation. The administrator is researching which tasks must be executed with CloudFormation and
therefore require CloudFormation permissions.
Which task is run using CloudFormation?

A. Deploying a new pod with a service in an Elastic Kubernetes Service (EKS) cluster using the kubectl command
B. Installing a Helm chart to deploy a FortiWeb ingress controller in an EKS cluster
C. Changing the number of nodes in a EKS cluster from AWS CloudShell
D. Creating an EKS cluster with the eksctl create cluster command

Answer: D

Explanation:
Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:
Based on the Fortinet NSE 7 - Public Cloud Security 7.4/7.6 study materials and the FortiOS 7.6 AWS Administration Guide,
understanding the underlying mechanisms of AWS deployment tools is essential for permission management.
* Infrastructure as Code and eksctl (Option C): In the context of Amazon EKS, the eksctl command- line tool is the official CLI for
creating and managing clusters on EKS. When an administrator executes the eksctl create cluster command, eksctl does not interact
with the EKS API directly to provision infrastructure; instead, it generates and executes AWS CloudFormation stacks to provision
the necessary VPC, IAM roles, and the EKS control plane. Therefore, users running this command must have explicit permissions to
create and manage CloudFormation stacks.
* Resource Provisioning via Stacks: CloudFormation is AWS's native service for Infrastructure as Code (IaC), allowing users to
define resources in JSON or YAML templates. Commands like eksctl leverage these templates to ensure repeatable and organized
deployments of complex architectures, such as those required for a FortiGate or FortiWeb cloud integration.
Why other options are incorrect:
* Option A: The kubectl command interacts directly with the Kubernetes API server inside the cluster to manage pods and services;
it does not trigger AWS CloudFormation processes.
* Option B: Helm is a package manager for Kubernetes. While it manages "releases" within the EKS cluster, the installation of a
Helm chart for a FortiWeb ingress controller happens at the Kubernetes software layer and does not utilize AWS CloudFormation
stacks.
* Option D: Changing the node count via CloudShell using the AWS CLI or kubectl typically modifies an Auto Scaling Group or a
Kubernetes Deployment/DaemonSet directly, rather than initiating a new CloudFormation stack execution.

NEW QUESTION # 38 
Refer to the exhibit.

A managed security service provider (MSSP) administration team is trying to deploy a new HA cluster in Azure to filter traffic to and



from a client that is also using Azure. However, every deployment attempt fails, and only some of the resources are deployed
successfully. While troubleshooting this issue, the team runs the command shown in the exhibit.
What are the implications of the output of the command?

A. The team will not be able to deploy an A-P FortiGate HA cluster with Azure gateway load balancer.
B. The team will not be able to deploy an A-P FortiGate HA cluster with Azure load balancer.
C. The team will not be able to deploy an active-passive (A-P) FortiGate high availability (HA) cluster with SDN connector.
D. The team will not be able to deploy an active-active (A-P) FortiGate HA cluster with Azure load balancer.

Answer: D

NEW QUESTION # 39 
An administrator would like to use FortiCNP to keep track of sensitive data files located in the Amazon Web Services (AWS) S3
bucket and protect it from malware. Which FortiCNP feature should the administrator use?

A. FortiCNP Threat Detection policies
B. FortiCNP Data Scan policies
C. FortiCNP Risk Management policies
D. FortiCNP Compliance policies

Answer: B

Explanation:
https://docs.fortinet.com/document/forticnp/22.4.a/online-help/359537/anti-virus-scan-policy

NEW QUESTION # 40 
Refer to the exhibit. You are deploying two FortiGate VMs in HA active-passive mode with load balancers in Microsoft Azure.
Which two statements are true in this load balancing scenario? (Choose two.)



A. The internal load balancer is the next-hop for outgoing traffic.
B. A dedicated management interface can be used for load balancing.
C. The public IP of the active FortiGate is the next-hop for all the incoming traffic.
D. You must add routes to the IP address used by the load balancers to send probes.

Answer: A,D

Explanation:
In Azure HA active-passive FortiGate deployments, the internal load balancer acts as the next- hop for outgoing traffic, ensuring
failover and session continuity.
Routes must be added to the FortiGate configuration so the firewalls respond correctly to the health probes from Azure load
balancers, which use specific probe IPs.
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