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Topic Details

e Advanced Configuration and Troubleshooting: This topic covers sub-topics of executing API calls,
configuring third-party integrations, analyzing AOS security posture, and translate business needs into

Topic 1
ope technical solutions. Lastly, it discusses troubleshooting Nutanix services as well.
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Topic 2 discussed in this topic. It also explains interpreting VM, node, and cluster metrics.

¢ Analyze and Optimize Storage Performance: It covers storage settings, workload requirements, and
Topic 3 storage internals.
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¢ Analyze and Optimize Network Performance: Focal points of this topic are overlay networking, physical
networks, virtual networks, network configurations, and flow policies. Moreover, questions about

Topic 5
P configurations also appear.
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those in the real exam. And candidates will be able to take the web-based Nutanix NCM-MCI Practice Test immediately through
any operating system and browsers.

Nutanix Certified Master - Multicloud Infrastructure v6.10 Sample Questions
(Q15-Q20):

NEW QUESTION # 15

Task 5

An admmnistrator has been informed that a new workload requires a logically segmented network to meet security requirements.
Network configuration:

VLAN: 667

Network: 192.168.0.0

Subnet Mask: 255.255.255.0

DN server: 34.82.231.220

Default Gateway: 192.168.0.1

Domain: cyberdyne.net

IP Pool: 192.168.9.100-200

DHCP Server IP: 192.168.0.2

Configure the cluster to meet the requirements for the new workload if new objects are required, start the name with 667.

Answer:

Explanation:

See the Explanation for step by step solution

Explanation:

To configure the cluster to meet the requirements for the new workload, you need to do the following steps:

Create a new VLAN with ID 667 on the cluster. You can do this by logging in to Prism Element and going to Network
Configuration > VLANs > Create VLAN. Enter 667 as the VLAN ID and a name for the VLAN, such as 667 VLAN.

Create a new network segment with the network details provided. You can do this by logging in to Prism Central and going to
Network > Network Segments > Create Network Segment. Enter a name for the network segment, such as

667 Network Segment, and select 667 VLAN as the VLAN. Enter 192.168.0.0 as the Network Address and 255.255.255.0 as
the Subnet Mask. Enter 192.168.0.1 as the Default Gateway and 34.82.231.220 as the DNS Server. Enter cyberdyne.net as the
Domain Nare.

Create a new IP pool with the IP range provided. You can do this by logging in to Prism Central and going to Network > IP Pools
> Create [P Pool. Enter a name for the IP pool, such as 667 IP_Pool, and select 667 Network Segment as the Network
Segment. Enter 192.168.9.100 as the Starting IP Address and 192.168.9.200 as the Ending IP Address.

Configure the DHCP server with the IP address provided. You can do this by logging in to Prism Central and going to Network >
DHCP Servers > Create DHCP Server. Enter a name for the DHCP server, such as 667 DHCP_Server, and select

667 Network Segment as the Network Segment. Enter 192.168.0.2 as the IP Address and select 667 IP_Pool as the IP Pool.
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NEW QUESTION # 16

Task 11

An admmnistrator has noticed that after a host failure, the SQL03 VM was not powered back on from another host within the cluster.
The Other SQL VMs (SQLO1, SQL02) have recovered properly in the past.

Resolve the issue and configure the environment to ensure any single host failure affects a mnimal number os SQL VM.

Note: Do not power on any VMs



Answer:

Explanation:

See the Explanation for step by step solution

Explanation:

One possible reason why the SQL03 VM was not powered back on after a host failure is that the cluster was configured with the
default (best effort) VM high availability mode, which does not guarantee the availability of VMs in case of insufficient resources on
the remaining hosts. To resolve this issue, I suggest changing the VM high availability mode to guarantee (reserved segments), which
reserves some memory on each host for failover of VMs froma failed host. This way, the SQL03 VM will have a higher chance of
being restarted on another host in case of a host failure.

To change the VM high availability mode to guarantee (reserved segments), you can follow these steps:

Log in to Prism Central and select the cluster where the SQL VM are running,

Click on the gear icon on the top right corner and select Cluster Settings.

Under Cluster Services, click on Virtual Machine High Availability.

Select Guarantee (Reserved Segments) from the drop-down menu and click Save.

To configure the environment to ensure any single host failure affects a minimal number of SQL VM, 1 suggest using anti-affinity
rules, which prevent VM that belong to the same group from running on the same host. This way, if one host fails, only one SQL
VM will be affected and the other SQL VM will continue running on different hosts.

To create an anti-affinity rule for the SQL VM, you can follow these steps:

Log in to Prism Central and click on Entities on the left menu.

Select Virtual Machines from the drop-down menu and click on Create Group.

Enter a name for the group, such as SQL Group, and click Next.

Select the SQL VMs (SQLO1, SQL02, SQLO03) from the list and click Next.

Select Anti- Affinity from the drop-down menu and click Next.

Review the group details and click Finish.

I hope this helps. How else can I help?
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Task1

A newly created Windows VM "SQLO02" is experiencing poor storage performance when compared to "SQLO1" running within the
same cluster, on the same storage container.

The cluster is in a healthy state.

Create a new session named Monitor SQLO02 with meaningful metrics. Right click on the session page and click Select All then paste
this into Notepad and save it as Task 1.txt on the desktop.

Also, save the analysis as a report named "MonitorSQLO02" and send the report as a PDF on a daily basis to

perf _group@ACME.org. Reports should not be retained. If any new objects need to be created, use monitorvm2 in the name.
Fnally, correct the issue within "SQLO02"

Notes:

Do not power on the VM.

While you will be creating a session, you will need to examine the VM configurations to determine the issue.

Do not delete the VM to resolve the issue, any other destructive change is acceptable

Answer:

Explanation:

See the Explanation

Explanation:

This is a classic Nutanix performance troubleshooting scenario. The issue is almost certainly that the VM was created using the
wrong Disk Bus Type (IDE or SATA instead of SCSI).

Here is the step-by-step solution to complete Task 1.

Part 1: Analysis and Reporting

Create the Session

Log in to Prism Central (or Prism Element, depending on the exam environment, but Analysis is usually a PC feature).
Navigate to Operations -> Analysis.

Click New Session.

Name: Monitor SQL02

Entity: Search for and select the VM named SQLO02.

Metrics: Since the issue is storage performance, search for and add these specific metrics:
Hypervisor IOPS (or Controller IOPS)

Hypervisor 10 Latency (or Controller IO Latency)

Hypervisor IO Bandwidth

Click Save.

Save Session Data (Task 1.txt)

Open the "Monitor SQL02" session you just created.

(Per instructions): Right-click anywhere on the chart/data area -> Click Select All

Copy the selected text (CtrHC).

Open Notepad on the provided desktop.

Paste the data.

Save the file as Task 1.txt on the Desktop.

Create and Schedule the Report

While still in the Analysis session, click the Create Report (or "Add to Report") button.
Report Name: MonitorSQL02

Report Settings:

Format: PDF

Frequency: Daily

Email Recipient: perf group@ACME.org

Retention: 0 (or "Do not retain”, as requested).

Note: If the system forces you to create a new Report object and MonitorSQLO2 is rejected, use monitorvni2 as the name per the
Save/Schedule the report.



Part 2: Diagnose and Fix the Issue

The Issue:

VM SQLO2 was likely created with its data disks set to IDE or SATA.

Why this causes poor performance: IDE/SATA are emulated hardware with high CPU overhead and low queue depths (single-
threaded).

The Standard: SQLO1 (the healthy VM) is using SCSI, which is multithreaded and optimized for virtualization.

The Fix (Steps):

Navigate to the VM Iist in Prism.

Select SQLO2 and click Update (or Edit).

Scroll down to the Disks section.

Identify the data disk(s). You will see the Bus Type listed as IDE or SATA.

Do not delete the VM. instead, performa disk conversion (destructive change to the disk is allowed, but we want to keep the data).
Method to Convert (Clone to SCSI):

Hover over the IDE/SATA disk to see the path/filename of the vDisk (or write it down).

Click Add New Disk.

Operation: select Clone from ADSF file.

Path: Browse to the storage container and select the file associated with the current IDE disk.

Bus Type: Select SCSI (This is the critical fix).

Index: Ensure it doesn't conflict with existing disks (usually index 1 or higher for data).

Click Add.

Once the new SCSI disk is added, find the original IDE/SATA disk and click the X to remove it.

Click Save.

Note: You do not need to power on the VM to verify. The change from IDE to SCSI allows the VM to use the Nutanix VirtlO
drivers for maximum storage performance.

NEW QUESTION # 18

Task 10

An administrator is working to create a VM using Nutanix V3 API calls with the following specifications.
* VM specifications:

NUTANT <

='‘metadsta’ is a required property”,
=*spec” is @ required property”

]
]I =
"sessege”: “Reguest could not be processed.”,
*reason”: "INVALID REQUEST™

* vCPUs: 2

* Memory: BGb

* Disk Size: 50Gb

* Cluster: Cluster A

* Network: default- net

The API call is falling, indicating an issue with the payload:
The body is saved in Desktop/ Files/API_Create VM, text
Correct any issues in the text file that would prevent from creating the VM. Also ensure the VM will be created as speeded and
make sure it is saved for re-use using that filename.

Deploy the vm through the API

Note: Do not power on the VM.

Answer:

Explanation:

See the Explanation for step by step solution

Explanation:

https//portal. nutanix.comypage/documents/kbs/details ?targetld=k AOOe000000LLEZCAO
https7/jsonformatter.curiousconcept.comv#

acli net.list (uuid network defult net)

ncli cluster info (uuid cluster)

Put Call: https7//Prism Central IP address : 9440/api/nutanix/v3vims



Edit these lines to fix the API call, do not add new lines or copy lines.
You can test using the Prism Element API explorer or PostMan
Body:

{

{

"spec' {

"name": '"Test Deploy",

"resources': {

"power_state":"OFF",

"num_vepus_per_socket'™:,

"num_sockets": 1,

"memory_size mib": 8192,

"disk_list™ [

{

"disk size mib"™: 51200,

"device properties': {

"device type""DISK"

}

}s

{

"device properties": {

"device type""CDROM"

}

}

I
"nic_list"[

{

"nic_type": "NORMAL NIC",
"is_connected": true,
"ip_endpoint_List™ |

{

"ip_type": "DHCP"

}

L

"subnet_reference™ {

"kind": "subnet",

"name"; "default net",

"uid": "00000000-0000-0000-0000-000000000000"
}

}

,

1o

"cluster reference" {

"kind"; "cluster",

"name": "N'TNXDemo",

"uid": "00000000-0000-0000-0000-000000000000"
H

55

"api_version™: "3.1.0",

"metadata”; {

"kind"; "vm''

i

}
https//www.nutanix.dev/2019/08/26/post-a-package-building-your- first-nutanix-rest-api-post-request/ Reference

NEW QUESTION # 19

Task 14

The application team has requested several mission-critical VM to be configured for disaster recovery. The remote site (when
added) will not be managed by Prism Central. As such, this solution should be built using the Web Console.



Disaster Recovery requirements per VM:

Mkt01

RPO: 2 hours

Retention: 5 snapshots

Fin01

RPO: 15 minutes

Retention: 7 days

Dev01

RPO: 1 day

Retention: 2 snapshots

Configure a DR solution that meets the stated requirements.
Any objects created in this item must start with the name of the VM being protected.
Note: the remote site will be added later

Answer:

Explanation:

See the Explanation for step by step solution

Explanation:

To configure a DR solution that meets the stated requirements, you can follow these steps:

Log in to the Web Console of the source cluster where the VM are running,

Click on Protection Domains on the left menu and click on Create Protection Domain.

Enter a name for the protection domain, such as PD_Mkt01, and a description if required. Click Next.

Select Mkt01 from the list of VMs and click Next.

Select Schedule Based from the drop-down menu and enter 2 hours as the interval. Click Next.

Select Remote Site from the drop-down menu and choose the remote site where you want to replicate the VM. Click Next.
Enter 5 as the number of snapshots to retain on both local and remote sites. Click Next.

Review the protection domain details and click Finish.

Repeat the same steps for Fin01 and Dev01, using PD Fin01 and PD Dev01 as the protection domain names, and adjusting the
interval and retention values according to the requirements.
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